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Abstract of the contribution: 
The current version of TR 33.868 describes User-Equipment-based pairing. This contribution contains a pCR to TR 33.868 on restriction of USIM to specific MEs/MTC devices in order to complete the description of the key agreement alternatives for Application-to-Application “Secured APDU” secure channel. 
1. Proposal
Section 7.7.1.1 of TR 33.868 describes the User Equipment-based pairing solutions proposed by CT6 to restrict a USIM to specific MEs/MTC devices. The mechanism described to establish the Application-to-Application “Secured APDU” secure channel consists in using a pre-share key (PSK). 

ETSI TS 102 484 on “Secure channel between a UICC and an end-point terminal” defines several key agreement mechanisms for the Application-to-Application “Secured APDU” secure channel: either the use of pre-shared keys or certificate exchange. Certificate exchange-based key agreement was used in Rel-10 Relay Node security to establish the Application-to-Application “Secured APDU” secure channel between the UICC and the Relay Node.
This contribution proposes to add, in the scope of the study on the restriction of USIM to specific MEs/MTC Devices, the  certificate exchange defined in TS 102 484, as possible key agreement mechanism to establish the Application-to-Application “Secured APDU” secure channel. 

2. Pseudo-CR

START of 1st CHANGE

7.7
Solution 7 – Restricting the USIM to certain MEs/MTC devices
7.7.1
General Description

Several mechanisms exist to address this issue. 

7.7.1.1 
User Equipment-based pairings
CT6 discussed and considered three User Equipment-based mechanisms to restrict the use of UICC to specific MTC MEs, confer CT6 contribution C6-110182:

· Secure Channel pairing

· USAT application pairing

· PIN verification pairing

· Pairing 1: Secure Channel pairing

A secure channel pairing is successful when an Application-to-Application “Secured APDU” secure channel is completed as described in ETSI TS 102 484. 

CT6 mechanism proposes the use of pre-shared key (PSK) to establish the secure channel. 
TS 102 484 defines also a key agreement based on certificate exchange to establish the key material for the Master SA of the  Application-to-Application “Secured APDU” secure channel, the key material results from a certificate-based TLS handshake. This key agreement based on certificate exchange is used in Rel-10 Relay Node security to define certificate-based secure channel between the Relay Node and the UICC, as described in TS 33.401.  Consequenlty, the use of a key agreement based on certificate exchange, as decribed in ETSI TS 102 484, is considered in this analysis as a possible solution to restrict the USIM to specific MEs/MTC devices. 
To ease the reading of this analysis, the Application-to-Application “Secured APDU” secure channel with a pre-shared key is named PSK-based secure channel, and Application-to-Application “Secured APDU” secure channel with key agreement based on certificate exchanged is named certificate-based secure channel.
SA1 allows restricting the use of a USIM to one MTC ME or many MTC MEs.

·  In case of PSK-based secure channel, the same pre-shared key should be provisioned in the USIM and in one or several authorized MTC MEs to allow the use of a USIM to one MTC ME or a group of MTC MEs. 
· In case of certificate-based secure channel, it may be needed to reinforce the one-to-one or one-to-multiple binding by means of MTC ME identity check if the root certificate used to verify the MTC ME certificate is not dedicated to the list of authorized MTC MEs for this USIM . In this case, the USIM stores in a dedicated file (EFIMEISV) the list of authorized IMEI(SV) values or IMEI(SV) ranges of values to which the USIM is bound. During certificate verification the USIM checks that the IMEI(SV) received in MTC ME certificate matches the value or the range of values the UICC is configured with. The file of IMEI(SV) value or range of values to which the USIM is bound is described in CT6 contribution for USAT application pairing, this file can be updated by means of Over-The-Air mechanism. 
Editor’s Note: The provisioning mechanisms of the pre-shared key is FFS.

· Pairing_2: USAT application pairing

USAT application pairing is successful when the IMEI or IMEISV retrieved from the terminal matches the value or the range of values the UICC is configured with. USAT application pairing fails if the terminal does not support USAT command PROVIDE LOCAL INFORMATION. After a UICC reset, the USIM shall have its PIN in a blocked state before USIM application selection. The PIN is unblocked and disabled after a successfull USAT application pairing. An MTC device supporting USAT application pairing shall proceed to Profile download as specified in 31.111 [12]. The USIM shall immediately send a proactive command PROVIDE LOCAL INFORMATION requesting the MTC device's IMEI(SV). The MTC device shall then send the TERMINAL RESPONSE with its IMEI(SV) before starting USIM initialisation procedure.
The file EFIMEISV stores the IMEI(SV) or range of value to which the USIM is bound.
· Pairing_3: PIN presentation pairing
By having the PIN enabled and the MTC device provisioned with the PIN value, it is possible to restrict the usage of the USIM to this MTC device and therefore prevent unauthorized use of the USIM in another equipment. This mechanism can be used in conjunction with the USAT application pairing as an additional measure.
7.7.2
Evaluation

Editor’s Note: The complexity of the solutions for evaluation is FFS.
7.7.2.1 
User Equipment-based pairings
· Secure Channel pairing

· The Secure Channel pairing prevents the connection of not-authorized User Equipment to the network. When the UICC detects its presence in a not-authorized User Equipment (not-authorized MTC ME or a non-MTC ME), the User Equipment stops working.

· The exchanges to perform the secure channel pairing are only between the UICC and the the MTC ME. The pairing does not require any additional signalling on the network. 

· When the USIM detects its presence in not- authorized User Equipment, the network resources are not consumed  since the User Equipments does not try to connect to the network. 

· There is no signalling (e.g. for attach procedure, mutual authentication between the User Equipment and the network), no authentication vector consumption. 

· To establish the secure channel, a mutual authentication is performed between the USIM and the MTC ME. 

· After the secure channel establishment, all the data exchanged between the USIM and the MTC ME are protected.

· A secure environment is present in the terminal part of the MTC Device for the secure channel establishment. 

· Secure channel pairing is the mechanism already selected and specified for Rel-10 Relay Node security to guaranty one-to-one binding between a USIM and a RN. 

Editor’s Note: Handling of IMEI in this evaluation is FFS

Editor’s Note: It is FFS how the operators enforce the restriction. CT6 LS(C6-110254/S3-110617) says how the operator forsees the solution to enforces the restriction.
· USAT application pairing
· The USAT application pairing prevents the connection of not-authorized User Equipment to the network. When the UICC detects its presence in a not-authorized User Equipment (not-authorized MTC ME or a non-MTC ME), the User Equipment stops working.

· The data exchange to perform the USAT application pairing is performed only between the UICC and the MTC ME. The pairing does not require any additional signalling on the network. 

· When the USIM detects its presence in not authorized User Equipment, the network resources are not consumed  since the User Equipments does not try to connect to the network. 

· There is no signalling (e.g. for attach procedure, mutual authentication between the User Equipment and the network), no authentication vector consumption. 

· The security of the pairing depends on how secure the MTC ME is.

· IMEI value is sent in clear on the interface between the ME and the UICC

· PIN verification pairing

· The PIN verification pairing prevents the connection of not-authorized User Equipment to the network. When the UICC detects its presence in a not-authorized User Equipment (not-authorized MTC ME or a non-MTC ME), the User Equipment stops working.

· The exchanges to perform the PIN verification pairing are only between the UICC and the MTC ME. The pairing does not require any additional signalling on the network. 

· When the USIM detects its presence in not authorized User Equipment, the network resources are not consumed  since the User Equipments does not try to connect to the network. 

· There is no signalling (e.g. for attach procedure, mutual authentication between the User Equipment and the network), no authentication vector consumption. 

· PIN verification pairing could rely on existing PIN verification command already available on User Equipment. But the PIN value should be stored in the MTC ME.

· The storage of PIN value in the MTC ME for pairing purpose is a new feature since the existing PIN verification is a user authentication without storage of PIN value in the ME. 

· The storage of PIN value in the MTC ME for pairing purpose requires a method to provision or personalize the PIN value in the MTC ME, which does not exist. 

· The security of the pairing depends on how secure the MTC ME is.

· PIN value is sent in clear on the interface between the MTC ME and the UICC

Conclusion

· Among the User Equipment-based pairings, the Secure Channel pairing offers the highest level of security and reliability to restrict the use of a USIM to specific MEs/MTC Devices

