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Abstract of the contribution: This contribution proposes the external interface security based on SA2#87 meeting agreement.
Introduction:
In the SA2#87 meeting, SA2 agreed on the new key interfaces and functionalities (S2-114694) and decided to be the baseline for further work. In this pCR, it is proposed to update the MTC external interface security based on SA2 agreed architecture. 
SA2 agreed to have MTCsp and MTCsms interfaces for device triggering and defined the security related functionalities of the MTC-IWF and the interfaces MTCsp and MTCsms as follows (TR 23.888 v1.5.0)
4.4.2
MTC-IWF
The functionality of the MTC-IWF includes the following:
-
terminates the MTCsp , S6m, T5a, T5b, T4 and Rf/Ga reference points;

-
may authenticate the MTC Server before communication establishment with the 3GPP network;

-
may authorize control plane requests from an MTC Server;
.

.
-
may support secure communications between the 3GPP network and the MTC server;
Editor’s Note: Solutions for the security related functionality described in the three bullets above are in the scope of SA WG3.

4.5.3.1
MTCsp Reference Point Requirements
-
optional security and privacy protection for communication between the MTC-IWF and MTC Server.

Editor’s Note: Solutions for the security related functionality described in the above bullet are in the scope of SA WG3.

5.8.3.3 Submission of device trigger requests from MTC server to 3GPP system

:

:

Additionally, the 3GPP network shall support control signalling between the MTC Server and the 3GPP system via the MTCsms reference point for submission of the device trigger requests as part of user data of a MT-SMS. The MTCsms is provided by an SMS-SC.

The two control interfaces MTCsp and the MTCsms are external interfaces and need to be protected in addition to Gi/SGi user plane. SA2 defined that the MTC-IWF may be used to authentication, authorization and secure the interface, then MTC-IWF should be the Security GW for MTCsp. However for authentication, authorization and to secure the MTCsms and Gi/SGi interfaces a separate security GW (logical entity) is required. Based on the above analysis, this contribution propose the below pCR.  
Proposal

This P-CR proposes to make the following changes to TR 33.868 

*****First Change*****

7.x
Solution x – External Interface Security

7.x.1
General Description

The external interface MTCsp, MTCsms and Gi/SGi interfaces may be protected using mechanism like NDS/IP [2]. As the MTC server is located outside the operator domain it may not be possible to mandate the use of NDS/IP but the exact protection mechanism may be based on the agreements between the 3GPP network and MTC server. 

The MTC-IWF and Security GW may be used to authentication and authorization the MTC servers and to secure the external interfaces as shown in the Figure x. 
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Figure x: Security GW exists between the MTC server and the network entity 

7.x.2
Evaluation


Editor's note: This section contains evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions enumerated in the preceding General Description subsections. 

*****END of Change*****
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