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Abstract of the contribution: This contribution removes the open Editor’s Notes in the SPUCI TR. 
Discussion

The current TR contains in clause 10 a couple of Editor’s Notes, which are addressed by this contribution:

1. Editor’s note: It remains to be studied what to be left to SLAs and what should be standardized. If communication is happening between operators then message authentication should happen and the UC Score should be augmented with enough information about where it is coming from and what range it is. In such case of inter-operator communication, means for identifying the originator of the UC Score is FFS.

The UC Score already includes the operator, which tags the message with the UC Score (in the example in the TR it is “UC-Score: 75 by sip.example.net”) and inter-operator SLAs based on GSMA’s recommendations trust signaling messages between operators. The range of the UC Score can be defined in the corresponding SLA, mapping of the UC Score should be no problem, since the origination network is known at the border controller for each message. It is proposed to simply remove this Editor’s Note since it does not bring any value.
2. Editor's Note: It is FFS whether or which PUCI-related information, other than iFC, is stored in the HSS. If so, it is retrieved in step R.

iFC is the only information that is needed by the S-CSCF to include the PUCI related AS and functions, which perform the real PUCI testing and can hold the corresponding databases e.g. for black/white listing. Therefore it is proposed to simply remove this Editor’s Note, since there is no other information than iFC.

3. Editor’s note: Addition of UC Score in SIP header needs IETF work.

It is true that SIP header parameters are developed in IETF, but it is out of scope of SA3 and details on the real parameter definition should be done in stage 3, i.e. CT1. Therefore it is OK to keep the Editor’s Note as a normal Note.
4. Editor’s note: Steps 5 and 6 should be modified based on design principles. It is ffs whether step 6 should take place on the S-CSCF or a AS.

Corresponding text is added to the text that the action in step 6 can be also executed in the PUCI AS in step 5.
5. Editor’s Note 1: Some example is needed on the calculation of the UC Score and on operator weight. 

The UC Score can be in the simplest way a linear function of the corresponding metric, e.g. call rate. An example of determining the UC Score is shown in the following figure:
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Once the metric exceeds a certain threshold 1 (e.g. call rate > 15/min), then it starts creating a corresponding UC Score for the session up to a threshold 2, where already the maximum UC Score is reached.

6. Editor’s Note 2: Different ways of combining outside of adding scores are FFS.

How to combine the UC Scores is up to the operator policy. A simple example, which is explained in [1] is shown here:
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The different PUCI functions generate a UC Score which is weighted based on the operator’s policy and combined. How to weight is out of scope of this specification. 

7. Editor’s Note 3: Privacy implications for communicating the UC score between networks are FFS.
The UC Score is session related information, which is only exchanged between core network nodes and between operators, similar to network provided location information. Therefore no privacy issues are foreseen. 
8. Editor’s notes under the title of Chapter 10 and Section 10.3
These were to give guidance for the content to be put in the chapter / section and are redundant now.
Reference: 
[1]
 Nico d’Heureuse, Sandra Tartarelli, Saverio Niccolini, “Analyzing telemarketer behavior in massive telecom data records”; proceedings of 21st Tyrrhenian Workshop on Digital Communications: Trustworthy Internet, Ponza, Italy, September 6-8, 2010.
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10
PUCI Information Exchange


10.1
PUCI Information Type and Structure

The intention of providing PUCI information is to alert that the corresponding session is matter of UC with a certain likelihood indicated by the UC Score. The PUCI information, e.g., the UC Score, is updated by the PUCI AS according to the check performed and it is used in the S-CSCF for re-routing the session to an answering machine or elsewhere depending on user or operator policy. The threshold based on which a session is treated as UC is based on operator policies; the operator might also allow subscribers to set the threshold. SIP proxies will, in accordance with their compatibility procedures, ignore the UC Score and the UC Indicator. Back to Back User Agents (B2BUAs) may however remove the UC Score and the UC Indicator. The scoring information should consist at least of the following two basic parameters:
· UC Score: The parameter range is configured by the operator, indicating the likelihood of UC as well as the hostname where the PUCI test got executed. In case PUCI testing takes place in the originating network, the interpretation of the UC Score in the terminating network needs to be defined in the SLAs of the IMS level interworking. Intermediary networks are not considered.Corresponding SLAs should define originator of the particular UC Score because it is needed to for evaluation of the UC Score.
Note: If communication is happening within operator network then authentication is not needed.

· UC Indicator: This parameter should be a simple Boolean that is set by the originating network. It marks explicitly the sessions as UC or not and is evaluated by the terminating network. 

The UC Score and the UC Indicator could be incorporated into the SIP header as shown in the example below:

INVITE sip:bob@example.net SIP/2.0

Via: SIP/2.0/UDP sip.example.net;branch=z9hG4bKnashds8;received=192.0.2.1

UC-Score: 75 by sip.example.net;
UC-Indicator=true;
Via: SIP/2.0/UDP sip.example.com;branch=z9hG4bKfjzc; received=192.0.2.127 
Max-Forwards: 70  

To: Bob <sip:bob@example.net>

From: Alice <sip:alice@example.com>;tag=1928301774

Call-ID: a84b4c76e66710@pc33.example.com

CSeq: 314159 INVITE

Contact: <sip:alice@pc33.example.com>

Content-Type: application/sdp

Content-Length: 142

[... SDP excluded from this example...]
10.2
PUCI Information Signalling


Figure 10.2-1 shows a message sequence of PUCI signalling. UE A, in the figure, is the sending or calling party while UE B is the receiving party or callee. UE B is protected against unsolicited communication with the PUCI service. In case UE A and UE B belong to different operators or are roaming, the originating or intermediary operators may already perform PUCI checks before forwarding the session to the terminating operator. The registration step R is executed at the time of the registration of UE B this step is part of the regular Cx-Put/Cx-Pull operation (Public User Identity, Private User Identity, S-CSCF name) to the HSS and the corresponding Cx-Put Resp/Cx-Pull Resp (user information) to the S-CSCF.  
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Figure 10.2-1: Simple PUCI service invocation (those in red need to be standardized).
R. :
The Callee (UE B) side S-CSCF and the HSS exchange messages over the Cx interface as required for the IMS registration procedure. 

0. The PUCI AS is initialized with global operator settings, e.g. black-list that applies to all users for which the operator has legal consent. 
1. The S-CSCF receives a SIP INVITE message from the Caller (UE A). This message may include UC Score and other PUCI information if PUCI check was already performed in any of the networks through which the message traversed. 
Note: Addition of UC Score in SIP header needs IETF work.

2. Then the S-CSCF checks whether the PUCI Flag is on for the given Callee (UE B).

3. If the PUCI service applies for the Callee (UE B) then the PUCI AS/Function is invoked by the S-CSCF. For this, the S-CSCF sends a SIP INVITE message to the PUCI AS/Function. This message may include UC Score if it was already provided in Step 1.

4. The PUCI AS then checks the operator global setting and provides PUCI filtering based on techniques like those given in Section 3 of [15]. Other techniques could also be possible, e.g. CAPTCHA. These checks result in an updated UC Score. 

5. The new UC Score is sent to the S-CSCF as part of the SIP INVITE message.

6. The S-CSCF then checks the PUP for PUCI Action and decides the action, e.g., if the communication request was UC then decide whether to send it to an answering machine or forwarded elsewhere. In this example the communication request is not a UC and thus the SIP INVITE is sent to the Callee (UE B). It is also possible that the PUCI AS already does the checking of the PUP for PUCI Action in step 5, then the S-CSCF just simply forwards the SIP INVITE.
7. The S-CSCF then forwards the SIP INVITE to the Callee (UE B).
10.3
PUCI Function Communication


In case of a distributed PUCI AS or functions for IMR, different functionalities (e.g. MCD, black/whitelist check, turing test, etc) can be hosted in different ASes. For this reason UC Score should be indicated from one PUCI function to other within or in different ASes. The UC Score will be added up; operator can give weight to a given PUCI function. Each PUCI function will check whether the UC Score has reached a threshold based on which the given communication will be considered a UC. The threshold for the UC Score can be set by the operator.
The UC Score can be in the simplest way a linear function of the corresponding metric, e.g. call rate. An example of determining the UC Score is shown in the following figure:
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Figure 10.3-1: Simple UC Score excample.
Once the metric exceeds a certain threshold 1 (e.g. call rate > 15/min), then it starts creating a corresponding UC Score for the session up to a threshold 2, where already the maximum UC Score is reached.

How to combine the UC Scores is up to the operator policy. A simple example is shown here:
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Figure 10.3-2: Simple UC Score accumulation excample.
The different PUCI functions generate a UC Score which is weighted based on the operator’s policy and simply combined. How to weight is out of scope of this specification. 



In case UC Score is used there could also be a necessity of communicating PUCI UC Score between PUCI ASes of different networks. This will happen in cases where call originates and ends in different network.


End Of Change
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