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Abstract of the contribution: propose to update MTC architecture and the key issue of MTC device triggering to be aligned with the latest outcome in SA2. 
1. Discussion

In SA2 #87 meeting, the MTC architecture was further updated with new internal interfaces from MTC-IWF to different core network nodes to support device triggering and MSISDN-less operation.
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As shown in the figure above, MTC-IWF needs to terminate the reference points S6m to HSS/HLR, T5a to SGSN, T5b to MME, T4 to SMS-SC and Rf/Ga to CDF/CGF. In this updated architecture, there’re two reference points connecting SMS-SC. That means, device trigger request from MTC Server can go along two separate paths to reach SMS-SC in the HPLMN. One is the direct path through MTCsms; the other is the indirect path through MTCsp and T4.
According to MTC device triggering conclusion in TR23.888 v.150 subclause 7.2.2, device trigger delivery as MT-SMS shall support the following:

a) For UE subscriptions with an E.164-MSISDN assigned, submitted to SMS-SC of 3GPP system over MTCsms.

i. This solution is especially applicable for providing triggers via legacy networks, i.e. networks that don’t deploy any specific trigger delivery mechanism that might be introduced with Rel-11.

b) For UE subscriptions with or without an E.164-MSISDN assigned, submitted to MTC-IWF of 3GPP system over MTCsp.

i. When UE subscription does not have an E.164-MSISDN assigned, the MTC-IWF shall allow the IMSI as the destination address for submission of the MT-SMS to the SMS-SC.

Based on the above, MTC Server can send legacy SMS (with MSISDN assigned) through the direct path via MTCsms interface. For MSISDN-less operation, device trigger request needs to be sent via MTCsp to MTC-IWF, which may use IMSI in place of MSISDN as SMS destination address, and then submit the trigger request as MT-SMS to SMS-SC (i.e. through indirect path via MTCsp and T4). 
Furthermore, it’s also concluded in TR23.888 v.150 subclause 7.2.2 that:

All device triggering should provide mechanism to ensure authenticity.

As MTC-IWF is the first stop of the device trigger sent from MTC Server (except for the legacy SMS sent via MTCsms), and MTC-IWF may translate the protocols, interrogate HSS/HLR for external/internal identifier mapping, and reformat the trigger request to IMSI-based SMS, it makes sense that MTC-IWF should do the translation, mapping, reformatting only after it successfully authenticated the source of device trigger request. With MTC-IWF ensuring the verification, the SMS-SC/MME/SGSN does not need to verify the trigger request if it comes from T4/T5b/T5a interface. 
After successful source verification, the MTC-IWF needs to retrieve IMSI from HSS/HLR by providing external identifier received from MTC Server. To make sure of correct identifier mapping, the MTC-IWF should be able to ensure the external identifier received is not tampered. As external identifier is contained in the trigger request, the integrity of trigger request needs to be protected.

Proposal 1: 
As the MTC architecture has been updated with the internal interfaces from MTC-IWF inwards, it’s proposed to update the corresponding figure in the current TR33.868 v.050, since some of the internal interfaces on MTC-IWF are essential for related security findings and study.
Proposal 2: 
Update MTC device triggering key issue and resolve an Editor’s Note.

2. Proposed changes

Based on above discussion, the following changes are proposed.
* * * Begin of 1st Change * * * 

4
Overview of Security Architecture

Editor's note:
This section is intended to provide the high-level SIMTC security architecture to support the objectives of the WID 

The MTC security architecture described in Figure 1 is based on the system architecture given in TR 23.888 [10] and is given here for helping to analyse the threats in the following clause.
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Figure 1: System architecture for MTC

Editor’s Note: The termination point of security in the terminal side is FFS, i.e. whether it will be in the UE or in the MTC application.

The following defines one potential high level security architecture for MTC. Three different areas are defined. When analysing the security aspects of the key issues it should be considered to which area(s) the key issues is impacting. It should also be noted that the analysed key issues could be related to more than one area, e.g. A and B.

Editor's note: It is FFS whether single architecture can meet the requirements of all key issues. 

Editor's note: The security architecture needs further refinement. 

A) 
Security for MTC communication between the MTC device and 3GPP network can be further divided to:

A1)   Security for MTC communication between the MTC device and RAN.

A2)   Security for MTC communication between the MTC device and NAS.

A3)   Security for MTC communication between the MTC device and GGSN/PGW/ePDG.

B) 
Security for MTC communication between the 3GPP network and the MTC server/application can be further divided to: 
B1) 
Security for MTC communication between the MTC server and 3GPP network in indirect deployment model. This can be further divided into security aspects when the MTC server is within the 3GPP network and when it is outside the 3GPP network.

B2) 
Security for MTC communication between the MTC application and 3GPP network in direct deployment model. 

Editor’s Note: B2 is currently FFS.

The communication between MTC server and MTC application is out of 3GPP scope.

C) 
Security for MTC communication between the MTC server/application and MTC device can be further divided to:. 

C1) 
Security for MTC communication between the MTC server and MTC device in indirect deployment model. 

C2) 
Security for MTC communication between the MTC application and MTC device in direct deployment model. 

Editor’s Note: C2 is currently FFS.
* * * End of 1st Change * * * 

* * * Begin of 2nd Change * * * 

5.1
Key Issue 1 - MTC device triggering

5.1.1
Issue Details

Editor's Note: This clause is intended to provide details of the security issues with the MTC features specified in the SA1/SA2 TS/TR, explanation of the assumptions and potential impact to the network and devices.

MTC device triggering issues are defined in TR 23.888 [10], clause 5.8. Several use cases should be considered in this TR as follows:

-
A MTC device receives a trigger indication when it is in detached state.

-
A MTC device receives a trigger indication when it is in attached state and the MTC device has no PDP context/PDN connection.

-
A MTC device receives a trigger indication when it is in attached state and the MTC device has a PDP context/PDN connection.

Note:
 The security of MTC device triggering is covered in key issue-MTC device triggering and key issue-external interface security. In MTC device triggering key issue, only the security of trigger indication transferred from PLMN to MTC device is considered. The security of trigger indication transferred from MTC server to the PLMN is considered in the key issue-external interface security.

5.1.2
Threats

Editor's Note: This clause is intended to capture the relevant threats and impacts of the issue detailed above.

False network attack: When a MTC device is in detached state, the attacker can impersonate a network to send a trigger indication to the MTC device. 

Although there are existing mechanisms in the current network to prevent a MTC device to connect to a false network, there is still an issue. MTC devices are different from UEs such that they may need to operate for a long time by using a single battery supply without recharging. False network triggering can awaken a MTC device and waste its power. So the false network attack is more serious for MTC devices compared to non-MTC communications and therefore we need to improve the network to deal with this security threat. 

Tamper attack: The trigger indication may contain the IP@ (or FQDN) and/or TCP (or UDP) port of the application server that the MTC device has to contact. If the IP@ (or FQDN) and/or TCP (or UDP) port of the application server is tampered by the attacker, the MTC device may establish the PDN connection to the wrong MTC server or be rejected by the MTC server. It will cause that MTC device is unable to communicate with the correct MTC server and it will also waste the MTC device's power consumption.

When the SMS is used to trigger MTC devices, SMS spam could be exploited by the attackers to send fake trigger indication. Although the human holding a normal UE can make his own judgment, the fake trigger indication sent in SMS spam could be a serious attack  on the unattended MTC devices and will lead to battery draining (particularly for the devices with limited power supply). Moreover the fake trigger indication sent in SMS will cause MTC devices trying to access the network and lead to the waste of network resources. 

5.1.3
Security Requirements

Editor's Note: This clause is intended to capture the security requirements for solving the key issue. The requirements are mapped to the relevant threats.

It may not be possible to totally prevent an MTC Device from receiving a trigger indication from a fake network. Therefore it should be studied further whether the MTC trigger could be protected so that the impact of fake MTC triggers to the battery lifetime of the MTC device would be minimized.

The system should provide a mechanism such that only trigger indications received from authorized MTC Servers will lead to triggering of MTC Devices.

Upon receiving a trigger indication from a source that is not an authorised MTC Server, the network should be able to provide the details of the source (e.g. address) to the MTC User. 

The system should provide a mechanism to the MTC User to provide a set of authorized MTC Server(s).

It has to be ensured that an MTC device responds only to genuine trigger messages.

For 3G/LTE system, trigger indication should be integrity protected.

5.1.3.1
SMS based triggering

When the trigger indication is sent in SMS via MTCsms, the SMS-SC/IP-SM-GW may verify the source of the triggering SMS targeting on unattended MTC devices to ensure the SMS is from an authorized source.
When the trigger indication is sent as MT-SMS to SMS-SC/IP-SM-GW via MTCsp and T4, MTC-IWF should verify the source of trigger request and ensure the integrity of the received trigger request, if it’s sent from outside the 3GPP network. 
Editor’s Note: When SMS-SC/IP-SM-GW receives MT-SMS from MTC-IWF over T4 interface, it knows the short message is for MTC purpose and can be trusted. It is FFS how SMS-SC/IP-SM-GW can distinguish ordinary short messages from short messages for triggering unattended MTC devices received over MTCsms interface. 


5.1.3.2
NAS Signalling based triggering

When the trigger indication is sent in NAS signalling to SGSN/MME via MTCsp and T5a/T5b, MTC-IWF should verify the source of trigger request and ensure the integrity of the received trigger request, if it’s sent from outside the 3GPP network.

* * * End of 2nd Change * * * 
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