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1.
Introduction
This pseudo-CR contains the key derivation of web gba and is build on top of from S3-110107. 
2.
Pseudo-CR

Pseudo-CR is based on TR skeleton outlined in S3-110831.
---------------------- BEGIN CHANGE --------------------------
7
Potential Extension of Protocol Mechanism used on Ua Reference Point 

Editor’s Note: This section outlines potential extension to the protocol mechanism used on Ua reference point to protect against the threats outlined in chapter 4.

7.1
Key derivation

In order to ensure the key separation in the HTML FORM based authentication in Ua reference point, both the FQDN and a Ua security protocol identifier for the NAF_ID needs to be specified.  

FQDN

Web browser and ME vendors should check that when a javascript requests the NAF specific key that the used FQDN in NAF_ID matches the FQDN of the origin of the web page that has the javascript.  The FQDN shall also be present in the TLS server certificate. Thus, UE should be required to do this check. Implementation wise it is the web browser that has to do this check in the UE.

Ua security protocol identifier

Since HTML FORM is tunneled through TLS, one possibility is to use the Ua security protocol identifier for Ua security protocols that are based on TLS (HTTP Digest with HTTPS and Pre-shared key TLS) that is already specified in Annex H of 3GPP TS 33.220 [2]: (0x01,0x00,0x01,yy,zz), where yy and zz are the protection mechanism CipherSuite as specified in relevant TLS specifications by IETF. However, the HTML FORM based authentication within TLS is significantly different from this Ua security protocol identifier where the NAF specific key is used as a password in the (TLS tunneled) HTTP Digest case compared to HTML FORM case where the NAF specific key is transfered in plain text inside the TLS tunnel. Therefore it is recommended to specify a new Ua security protocol identifier for Ua protocols that transfer the NAF specific key in plain text inside a TLS tunnel, e.g., (0x01,0x00,0x02,yy,zz), where the third octet (0x02) would distinguish this case from other protocols tunneled inside TLS. The last two octets (yy,zz) would specify the TLS ciphersuite used.
NOTE1:
Whenever a new Ua protocol is specified where the client authentication is performed inside a server authenticated TLS tunnel, and the client authentication is based on a protocol (inside a TLS tunnel) not covered by the existing Ua security protocol identifiers, then a new identifier should be specified. In general, this kind of Ua security protocol identifier could be in the form where the used TLS ciphersuite is indicated the same way as above (last two octets of the identifier), and the used client authentication protocol by (subset) of the remaining octets (second and/or third octet).
---------------------- END CHANGE --------------------------

3
Conclusion

We ask SA3 to approve the pseudo-CR so that is can be incorporated to the TR 
