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Abstract of the contribution:
Confidentiality protection of DRBs on Un interface may be independent with each other. An confidentiality indicator may be introduced to fullfill the requirements.
1. Introduction

It is decided that the ciphering algorithm included in AS SMC is applied for ciphering both the user plane and RRC traffic on Un interface. Both S1/X2 messages and S1/X2 data on Un interface are considered as user plane , so the two type of data carried on DRB of Un interface will use the same ciphering algorithm. As the security requirements for confidentiality protection of S1/X2 messages and S1/X2 user data are different, the confidentiality protection status (e.g. switch on/off) of specific DRB may be different.This contribution gives some considerations on confidentiality protection of S1/X2 messages and S1/X2 user data.
2. Analysis
Clause 5.1.3.1, 33.401 states that, all S1 and X2 messages carried between RN and DeNB should be confidentiality-protected and that user plane confidentiality protection shall be done at PDCP layer and is an operator option. This means the confidentiality protection for messages on DRB of Un interface should be turned on, and user plane confidentiality protection at the PDCP layer is applicable only if the operator chooses to turn it on.
To support the optional confidentiality protection for specific DRB which carries S1/X2 user data on Un interface, an indicator can be introduced to indicate the UE to swich on/off the confidentiality protection for specific DRB. The DRBs whose confidentiality protection is turned on should use the same ciphering algorithm indicated in in the AS SMC.
3. Proposal
From above analysis, we propose that SA3 adopts the following proposal and the LS to RAN2.
Proposal:  Confidential protection for data of DRBs is separately indicated. An indicator should be used to switch on/off the confidentiality protection of specific DRB.
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1. Overall Description:

SA3 has discussed the confidentiality protection of S1/X2 messages and S1/X2 user data on Un interface. As the security requirements is not the same, the confidentiality protection status (e.g. switched on or off) of a specific DRB can also be different. SA3 believes that the confidentiality protection for DRBs on Un interface should be indicated to be either switched on or off when the DRB is established, just as the indication for integrity protection of the DRB. And the DRBs whose confidentiality protection is switched on shall use the same ciphering algorithm indicated in in the AS SMC. 
2. Actions:

To RAN2 group.

ACTION: 
SA3 asks RAN2 to take above security requirement into account and introduce the confidentiality indicator to the stage 3 specification.
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