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4.2.3
HSS

The set of all user security settings (USSs), i.e. GUSS, is stored in the HSS. In the case where the subscriber has multiple subscriptions, i.e. multiple ISIM or USIM applications on the UICC, the HSS may contain one or more GUSSs that can be mapped to one or more private identities, i.e. IMPIs and IMSIs. Each of the existing GUSSs shall be mapped to one or more private identities, but each private identity shall only have zero or one GUSS mapped to it.

The requirements on the HSS are:

-
HSS shall provide the only persistent storage for GUSSs;

-
GUSS shall be defined in such a way that interworking of different operators for standardised application profiles is possible;

-
GUSS shall be defined in such a way that profiles for operator specific applications and extensions to existing application profiles are supported without need for standardisation of these elements.

-
GUSS shall be able to contain application-specific USSs that contain parameters that are related to key selection indication in the case of GBA_U (i.e., whether the NAF shall use Ks_ext_NAF or Ks_int_NAF), identification or authorization information of one or more applications hosted by one ore more NAFs.
NOTE 1:
The necessary subscriber profile data may be fetched by the NAF from its local database without involvement with the HSS. 

NOTE 2:
One possibility to revoke temporarily an application specific USS from the GUSS is that the HSS may temporarily remove an application-specific USS from the GUSS if the service is temporarily revoked from the subscriber. The GUSS in the BSF is not changed by this operation and only updated when the existing bootstrapping session times out, or is overwritten by a new bootstrapping session during which the new modified GUSS is fetched from HSS along with the AV.

-
GUSS shall be able to contain parameters intended for the BSF usage:

-
the type of the UICC the subscriber is issued (i.e. is it GBA_U aware or not, cf. subclause 5);

-
subscriber specific key lifetime:

-
optionally the timestamp indicating the time when the GUSS has been last modified by the HSS.

NOTE 3:
These parameters are optional and if they are missing from subscriber's GUSS or subscriber does not have GUSS then the BSF will use the default values in the BSF local policy defined by the particular MNO.

-
HSS shall be able to assign application-specific USSs to a NAF Group. This shall be defined in such a way that different USSs for the same application, but for different groups of NAFs, are possible. The restrictions on the number of USSs per GUSS are dependent on the usage of NAF Groups by the operator:

-
if no NAF Groups are defined for this application then at most one USS per application is stored in GUSS;

-
if NAF Groups are defined for this application then at most one USS per application and NAF Group is stored in GUSS.

-
NAF Group definitions in the HSS and all connected BSFs belonging to the same operator's network shall be equal.
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