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1
Introduction
The cost/benefit analysis clause has all analysis done under the heading "Evaluation under the assumption of platform security in collapsed RNC/NBs". Basically all attack scenarios assume that an attacker has broken into a compromised RNC/NodeB (or perhaps less likely: has hacked the integrity and/or encryption algorithms). Clearly the heading does not fit the analysis. The assumption is already mention on a global level in the TR (clause 4.2) and does hence not need to be repeated.
2
Proposal
It is proposed that the attack scenarios and their analysis are put in their own clause and that the clauses dealing with cost and complexity are put in their own clause.
It is proposed that the pCR below is agreed and included in TR 33.859.
3
pCR
*** BEGIN CHANGES ***

7
Complexity versus benefit analysis

7.1
Threats, use cases and protection level
7.1.1
Use case: temporarily stationary user

Attack targeting an individual user:

In some use cases, a user will not move at all or move in such a limited way that he will remain attached to the same collapsed RNC/NodeB for an extended period of time. Here are a few examples:  

-
The user has no fixed access to a telecommunications network any more and entirely relies on mobile access. The number of such users is growing steadily. HSPA is particularly attractive as a DSL or cable replacement due to its high speed. 

-
Even when the user has fixed access he is likely to receive, or even make, many mobile calls while at home. 

-
Similarly, the user is likely to make and receive many mobile calls while at his permanent or temporary workplace. A temporary workplace could e.g. a business meeting location away from his office. 

-
When the user is at leisure he may pause to watch a movie or check his social network account while stationary, e.g. in a cafe. 

Therefore, if an attacker wants to eavesdrop on the traffic of a particular victim then the RNC covering the home area or the workplace area of the user is an attractive target for an attacker. If the attacker wants to eavesdrop on random victims then the RNC covering popular leisure spots is an attractive target for an attacker. 

As long as an attacker has control of the collapsed RNC/NodeB covering a temporarily stationary user changing keys (either via a UTRAN KH or a re-authentication) will not stop the attack. However, as soon as the temporarily stationary users move out of coverage of the collapsed RNC/NodeB under the attacker's control, security will be restored if a key change is performed such that the new key cannot be known to the compromised RNC/NB. Note that mere key chaining is not sufficient to lose the attacker. Key chaining would however stop the attacker from decrypting previously recorded traffic using the same key.  

There is a case where changing the keys can help also while the temporarily stationary user remains in coverage of the collapsed RNC/NodeB which the attacker is interested in., This is the case when the attacker manages to gain control of the collapsed RNC/NodeB only for a brief period of time, and the UTRAN KH enhancement implies frequent change of keys available in the collapsed RNC/NodeB. But the first case where the attacker controls the collapsed RNC/NodeB for an extended period of time needs also to be taken into consideration when weighing the benefits against the benefits. 

Conclusion: Changing keys (either via re-authentication or UTRAN KH) provides no protection for users connected to a collapsed RNC/NodeB which is under the control of an attacker for an extended period of time. However, as soon as the user leaves the area covered by the collapsed RNC/NodeB under the attacker's control, a change of keys such that the new key cannot be known to the compromised RNC/NB would restore the security for further communication. Note that mere key chaining is not sufficient to lose the attacker. Key chaining would however stop the attacker from decrypting previously recorded traffic using the same key.

Attack targeting a particular area: 

Another type of attacker behaviour would be to eavesdrop on all users present in a particular area. The attacker can achieve this by breaking into a collapsed RNC/NodeB covering that area. The interest of the attacker would lie not so much in targeting a particular user, but getting to know the communication of all users visiting that particular area, for the purpose of gathering intelligence on e.g. a business or popular meeting point. The technical approach for performing the attack is similar to the attack on the individual user (cf. above in this clause 7.1.1), but the objective of the attack and the mobility patterns of the intercepted users may be quite different.
Conclusion: It is true that changing keys before or after moving in or out of coverage of the collapsed RNC/NodeB under the attacker's control will result in that the attacker can no longer get access to any traffic protected by those keys. But as it is the attacker’s objective to monitor traffic in a certain area and not to follow a user around and intercept his traffic while he is moving the attacker’s objective cannot be thwarted by changing the keys. Any data transmitted while the user is connected to the collapsed RNC/NodeB will be available to the attacker (just as described in the first part of clause 7.1.1).

7.1.2
Use case: mobile users

7.1.2.1
Description

A very common mobility pattern, is that a user moves around in a city (e.g., by car, by bus or by foot), walks in and out of malls, cafés, work place, home etc during the day. As a result the user is handed over (or moves in Idle mode) between different base stations and RNCs (possibly even changing RAT, e.g., if only GERAN coverage exists).

Typically the user picks up the phone to check social media sites, news, the weather etc from time to time. These checks can be very short, ranging from seconds to a few minutes. Further, the user may have one or more apps which receives data from the network or polls the network for data as the user is on the move. Examples of such data are presence information of friends, location based service data (such as stores in the vicinity that are carrying an item on the user's wish list), and pollen reports. The user may also make CS calls on the go.

7.1.2.2
Attacker behaviour

If an attacker wants to eavesdrop on such a user, the attacker can break into a collapsed RNC/NodeB which the user connects to (e.g., one located in a place which the attacker knows the user frequents, like the home or work place of the user). Another possibility is that the attacker knows about a weakness in the encryption algorithms UEA and obtains the CK using that. But we would like to note that no signs of weakness of an encryption algorithm UEA have become known, nor are any problems with the key lengths to be expected any time soon. Once the attacker gets hold of the CK/IK of the user, the attacker can start eavesdropping on the data of such a user on the air interface and follow the user around.

Since the CK/IK remains the same until the next AKA run, the attacker will have access to the user data until then.

7.1.2.3
Countermeasures

Increasing the frequency of AKA runs would limit the amount of data the attacker gets access to. This also increases the load on the network, authentication vector consumption and, if tied to events, e.g., every call setup, a delay in accessing those services is added.

Changing keys for every Idle/Active transition using a UTRAN KH will also result in that the attacker is cut out of the loop, but with the benefit of no additional signaling compared to an AKA run and lower consumption of authentication vectors. As long as the user stays in Active mode, the attacker will however have access to the data. For example, if the user is constantly streaming Internet radio or has an ongoing CS call.

If key update is only a simple chaining without forward security ensured, even if the user moves out of that collapsed RNC/NodeB, the attacker could also derive the new updated key by just chaining the old key once. Only if key changes using a UTRAN KH with forward security are introduced at SRNS relocations and handovers as well, then even the users who move around in Active mode (e.g., streaming Internet radio or has an ongoing CS call) will also get rid of the attacker when relocated to a new RNC (it being collapsed into a NodeB or not).

7.1.2.4
Conclusion 

For the typical user moving around, and an attacker who has once got access to CK/IK, there are two main cases to consider: the user is in Active mode for longer periods (e.g., listening to Internet radio or has a CS call ongoing) and the case where the user is mainly in Idle mode but goes to Active mode to get/send some data from time to time. In the first case the only countermeasure that helps to get rid of the attacker is to change keys at handovers and SRNS relocations. In the second case, changing keys using a more frequent AKA runs or changing keys using a UTRAN KH seem almost equivalent from security point of view. However, the increasing the frequency of AKA runs causes a higher load on the network, increases the authentication vector consumption and adds delay to bearer setup.
7.2.1
CN and RAN level key separation

One implication of the legacy UTRAN key hierarchy is that the security properties of providing fresh keys for communication between the UE and network and the checking the presence of the UICC are effectively the same procedure, i.e. an AKA run. In the legacy UTRAN architecture this was not much of an issue as the keys used between the UE and network were known only to RNC and CN elements that were all assumed to be in secure locations. 

This assumption can no longer be assumed to hold due to the introduction of collapsed RNCs, i.e. ones that are co-located with the Node B. A compromise of such an node would allow an attackers to not only get access to the UE’s data during it current session but also allow an attacker to masquerade as the UE to both make and receive calls or get access to a UE’s data during a later (or indeed previous if the encrypted data had been saved) session with the network. This situation would continue until a new AKA has been run (which has the effect of refreshing the keys). Without changes to the UTRAN keying, this may have the effect of increasing the frequency of AKA runs in order to achieve a good separation of security between different sessions and restrict the effect of a compromised collapsed RNC depending on a trade off between complexity and security.

The introduction of CN and RAN level key separation with a fresh key being delivered to the RAN at each idle-to-active transitions provides a strict limit on the amount that could be gained by an attacker that compromises a collapsed RNC, i.e. only data from the current session to each UE would be compromised and the attacker would not be able to make/receive subsequent calls. The frequency of AKA runs could then be determined by the desire of the operator to check the presence of the UICC rather than for (re-)keying purposes.  Both solutions 1 and 2 give methods of providing this key separation that only require the addition/modification of a few IEs between the UE and serving network nodes. Furthermore solution 2 allows this to be done without effecting the RAN node. These improvements compare favourably with increasing the frequency of AKA runs which have the impact of increasing the signalling load throughout the network including that on the key central network elements (e.g. HSS/HLR) and also avoiding the delay in call set-up times that an AKA run entails.
7.2
Cost and complexity analysis
7.2.1
Target orientation

Platform security is a measure that affects only the entity that motivates the study of 3G security enhancements, while UTRAN key hierarchy enhancements can only be effective when they are supported at least by MEs and core network nodes (SGSNs and MSC/VLRs respectively), possibly also collapsed RNC/NBs and classical RNCs (depending on the proposed solution).

It is quite possible that UTRAN KH enhancements would have to be mandated for MEs from a certain release on as otherwise a reasonable penetration may be impossible to achieve even in the long run. This would then mean that the associated cost of UTRAN KH enhancements would have to be borne by operators and subscribers irrespective of whether they would ever make use of collapsed RNC/NBs. 
Conclusion: UTRAN KH enhancements are not always targeted at the entity that motivates the study of 3G security enhancements. This may incur costs for those who never benefit from collapsed RNC/NB.




 

7.2.2
Cost of countermeasures

Increasing the frequency of AKA runs results in a higher load in signaling, an increased consumption of authentication vectors, more frequent writes to the UICC, added delay in setting up services (e.g., call setup, if tied to that event). No equipment needs upgrading assuming the existing equipment can handle the increased load. Backwards compatibility is not an issue since nothing new is added.

Adding a UTRAN KH that allows changes of keys at Idle to Active transitions implies that the core network nodes and terminals require new functionality. New IEs can be piggy-backed on existing signaling. Backwards compatibility can be ensured. 

Enhancing the UTRAN KH to allow also for key changes at SRNS relocation and handover requires that, in addition to core network nodes and terminals, new functionality is also implemented in RNC. The main difference between solutions 3 and 4 is that solution 4 provides both backward and forward security whereas solution 3 only provides backward security. The cost of adding also forward security is more complex handling in both core network nodes and RNCs. But forward security is the only proposed measure to get rid of the possibility for the attacker to continue the attack after the victim connects to a different RNC. Backward compatibility can be ensured for both solutions 3 and 4.
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