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1
Introduction
The main threat discussed in the study so far relates to an attacker that can eavesdrop on subscribers. This pCR adds some discussion on what effects a UTRAN KH would have on theft of service attacks.
2
Proposal
It is proposed that the pCR below is agreed and included in TR 33.859.
3
pCR
*** BEGIN CHANGES ***

7.1.X
Theft of service
7.1.x.1
Threat

Theft of service includes making calls, sending SMSes and sending/receiving data without being charged for it. In the scope of this study it is relevant only to look at service theft by an attacker who has broken into a collapsed RNC/NodeB or has broken the ciphering/integrity algorithms and can inject data over the air interface. Other options may be at an attacker's disposal, but since a UTRAN KH would not protect against them they are left out from this study.
7.1.x.2
Analysis
An attacker that has broken into a collapsed RNC/NodeB or home NodeB can use services making it look like any subscriber connected to the node. This results in that the legitimate subscriber can get charged for services he did not use or that the legitimate subscriber is implicated in potentially criminal activities against internet hosts.
If no subscribers are connected to the compromised node, the attacker may increase the signal strength of the node to attract terminals from a wider area. Doing so, however, increases the risk of detection of the compromised node, since it would disturb other NodeBs in the vicinity.
As soon as the subscriber moves to a node not controlled by the attacker, it is likely that the attacker will not be able to use that subscriber as a victim any longer. For instance, if the terminal sends a RAU/LAU in a different area, the attacker will not be able to maintain control. The attacker could of course send a spoofed RAU/LAU on behalf of the subscriber to fool the core network to believe the terminal was back in the attacker controlled node. This would however throw out the legitimate terminal. If that happens too many times the operator will get sufficiently many complaints to investigate what is wrong with the collapsed RNC/NodeB the attacker is using.
Since a UTRAN KH does not, and never was intended to, protect against the case that the attacker has compromised the node the subscriber is currently connected to, it does not help when the user stays put. 
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