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1. Introduction
In this discussion paper we motivate our proposal for a Work Item on GBA extensions allowing the re-use of SIP Digest credentials.

2. Relationship to SA1

The Generic Bootstrapping Architecture, as defined in TS 33.220, is a security enabler which can be used by various applications. It is a generic tool and not bound to a specific usage scenario. In the past, SA3 has developed and enhanced GBA_ME, GBA_U, and 2G GBA in TS 33.220 without explicit SA1 requirements. The justification for this was that GBA is a generic security enabler which falls under the sole responsiblity of SA3 (and, as always, SA). Similarly, the use of TS 33.220 for certificate enrolment in TS 33.221 and client authentication in the context of HTTPS in TS 33.222 were developed without explicit SA1 requirements as, again, these were generic security tools. 
TS 33.222 was used in turn as the basis for presence security in TS 33.141. Presence was a well-established feature in 3GPP that could indeed be traced back to SA1, and it was clear that SA3 had to provide the corresponding security mechanisms using the tools at their disposal, without requiring any further explicit permission from SA1. 
3. Technical Report vs Technical Specification

3GPP SA3 did work on Single Sign On in the Technical Reports 33.924 and 33.980. These reports addressed the interworking of GBA with full fledged Single Sign-On and Identity Management systems defined by other standardisation bodies, namely the Liberty Alliance framework and OpenID. They were TRs, and not TSs, due to the fact that they only profiled GBA and gave guidance how GBA could interwork with these other SSO systems and the actual SSO systems are not in the scope of 3GPP. It is only these other SSO systems that provide SSO in a general sense, in particular to web-based applications. The study on SSO and SIP_Digest in TR 33.914 is similar in nature to the TRs 33.924 and 33.980, except that the latter could draw on fully developed GBA specifications for users with a UICC, while TR 33.914 had to additionally develop the corresponding GBA tool for users with SIP Digest username/password.
When starting the study on SSO and SIP_Digest in TR 33.914 it was left open whether the normative work would be required. We believe that TR 33.914 has now been sufficiently developed so that this GBA tool for users with SIP Digest username/password can be extracted from the TR and added to the generic GBA tool box in TS 33.220. 
We also believe that the study in TR 33.914 could continue, especially on interworking with 3GPP-external SSO systems. It should be decided later, together with SA1, whether this study should lead to further normative work, or remain a TR, just as was the case for the TRs 33.924 and 33.980. This can be left open for the time being and would also depend on the outcome of ongoing SSO-related work in SA1. Furthermore, we already see a useful application for the GBA tool for users with SIP Digest username/password, namely the well established presence feature: up to now, operators who have users in UICC -less environments have relied on securing presence, especially the access to XCAP-based servers for user self-management over the Ut interface, by using passwords that have to be administered completely separately from other user credentials. Now, with the new GBA tool that our new Work Item proposes to add to TS 33.220, a form of single sign-on over the Ut interface could be provided using username/password that would make the handling of such passwords easier for operators. Such further normative work on presence security is mentioned in the justification section of the WID; it is, however, not proposed to be part of the proposed work. 
4. Scope of the proposed work
The work on GBA extensions allowing re-use of SIP Digest credentials shall add a generic tool to TS 33.220 that would be allowed to be used only by subscribers without a UICC. 
5. Proposal
We propose to study and agree the work item proposal in S3-111059. 

