SA WG3 Temporary Document

Page 1
-


3GPP TSG SA WG3 Security — SA3 #63
S3-111087
7 - 11 Novmember 2011, San Diego, USA
Source:

China Mobile
Title:

Clarification and proposal on privacy 
Document for:

Approval

Agenda Item:

7.9
1 Introduction
This contribution clarifies privacy in the 3GPP network layer，for which there are three kinds of sensitive data for M2M communications. In section 2, the three kinds of sensitive information are introduced. And section 3 proposes that only two of them can be recognized as privacy in network layer. In section 4, a proposal is given.
2 Sensitive Information
In network layer, there are privacy sensitive information types such as identity information and location information. When we analysis the privacy threats, privacy sensitive information should be differentiate with other sensitive data. However, different services contain different types of sensitive data, so the privacy aspects should be discussed for each service separately.
· Lake Environment Monitoring
Description: “Lake Environment Monitoring” aims at utilizing the information, which is collected by the pre-deployed sensors to monitor the water quality.

· Identity information, which mainly refers to 3GPP visible IDs of sensors deployed in the lake which is connected to 3GPP network.

· Location information

Location information includes sensors’ location.
· Data information

We generally consider water quality monitoring data, such as PH value, oxygen, sensor number and so on, which is transferred from management platform to water manager.

· Remote Vehicle Management

Description: “Remote Vehicle Management” uses either the hand-held thermals (including mobile phones) which can support satellite positioning and base station positioning, or the vehicle-mounted terminal which through the mobile network can supply vehicle/staff position and scheduling to be monitored by the customers
· Identity information

The identity information includes the 3GPP visible identity of the vehicle.
· Location information

The location information refers to the position information of the vehicle and of the person(s) within the vehicle.

· Data information

The data information includes the scheduling information such as service information, e.g. parcel number, delivery coordinates and the remote configuration information
3   Discussion

Privacy sensitive information can be used to track an individual, and should not be accessed by unauthorized parties. For the above sensitive information, identity information can be used to track an individual and should be protected from unauthorized parties. Location information in combination with identity information can be used to track location of an individual. However, other data information may be sensitive data, but is not necessarily privacy sensitive.

4   Proposal

The common feature of the identity and location information in different applications is that it can be used to track the location of an individual. However, in the network layer, the sensitive data cannot necessarily be used to track an individual (i.e. depends on the specific M2M application). Based on the above analysis, we propose that within the context of MTC the identity and the location information belong to the privacy sensitive information, while the data information only belongs to the sensitive information in general.

5. pCR

This is the pCR based on proposal:

============================Begin of Change=========================

5.x
Key Issue xx – Privacy concern
5.x.1
Issue Details
Some types of MTC Devices can be linked to an individual. Contrary to UEs, these MTC devices are often not under the direct control of the particular individual (i.e. can not turn it off) and may be controlled by an other party. Therefore it is necessary to investigate privacy in the context of Machine Type Communication.
In 3GPP network layer, there are many types of sensitive information. When we analyse the privacy threats, it is necessary to distinguish privacy sensitive information from other sensitive data. In the context of MTC, identity information and location information can be considered privacy sensitive information.

Different parties could invade an individual's privacy due to excessive and/or unauthorised monitoring of privacy sensitive information. 
5.x.2
Threats

5.x.3
Security Requirements

============================End of Change==========================
============================Begin of Change=========================

6
General Security Requirement

Editor’s note: Contributions to this section should be aligned with agreements achieved in the security requirements sub-clauses of individual Key Issues.

· Network should be able to perform access control for MTC device accessing network, e.g, based on MTC device feature and/or subscription type.

Editor's Note: The meaning of “access control” (only authorization or authentication and authorization) need to be clarified.

· The system security improvement over 3GPP network security shall consider lower power consumption  for MTC Devices 
Editor's Note: Further re-wording of the above requirement need to be considered

· Invasions of privacy by the Mobile Network Operator, M2M Service Provider and third parties are to be considered.

============================End of Change==========================
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