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*********************************start first change **********************************
3
Security threats
Editor’s note: This clause is intended to analyze relevant security threats caused by IMS P2P system compared to IMS system.

3.1 User Identity Privacy
In TR 23.844 it is described that “The system shall support a mechanism to provide to user peers an optimal selection of user peers and network peers for obtaining requested media content from, based upon metrics including: network location information such as, proximity of peers, access type used by peers, peer IP addresses (including IPv4 and/or IPv6 types), and peer identities” And in Alt1 architecture, a peer can get this list from Tracker AS as shown in 6.1.4.2.1 Content Delivery Establishment Procedure of TR 23.844.

In this procedure, one user peer can get another user peer’s identity. If the identity is permanent like IMSI, the user IMSI privacy protection is breached. 
In addition, a UE peer may also impersonate the network in tricking a legitimate UE peer in revealing its user identity and thus compromising user IMSI privacy protection.
3.2 Eavesdropping
Two legitimate users may share content using IMS based P2P Content Distribution service. A malicious user may eavesdrop on the communication and obtain the content on PP_m2 interface in Alternative 1 architecture model. A malicious user may also eavesdrop on the communication and obtain the content on PP_m2 interface in Alternative 1 architecture when CCS shares content with a legitimate user.
*********************************end of change **********************************



























































































































