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Abstract of the contribution:
1. Security requirements for eavesdropping should apply equally to both PP_m1 and PP_m2 interfaces.  

2. An editor’s note is added regarding user generated content on security requirements for content tampering and replacement.

3. Fixed the text color for the security requirement for user identity privacy
pCR

*********************************start first change **********************************
4
Security Requirements
Editor's note:
This clause is intended to provide appropriate security requirements to eliminate or reduce the threats listed in above clase. 
4.1 Security requirement for User Identity Privacy
The system shall not reveal permanent identity of peers when sharing peer lists containing identities.  

4.2 Security requirement for eavesdropping
It shall be possible to protect content and associated metadata from eavesdropping on PP_m1 and PP_m2 interfaces in Alternative 1 architecture model.
4.3 Security requirement for adversarial content announcement 

The network (e.g. Tracker AS) shall have the ability to verify whether the user truthfully announces content resources. 
4.4 Security requirement for Content Tampering and Replacement (Trojan Horse)
· The network (e.g. CCS/Tracker AS) shall have the ability to verify whether the content shared by a legitimate user is tampered with. 
· The receiver peer shall have the ability to verify whether the content shared by a legitimate user is tampered with.
· Editor’s Note: It is FFS if these requirements apply to content generated by a user for sharing.



























































































































