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1 Introduction
In order to settle the security issues in GSM/GPRS, PWS security solutions and signature algorithm indication are described in this document.
2 Analysis

Unlike LTE and UMTS, GSM /GPRS security mechanism does not provide integrity protection on the radio interface. So the proposed PWS public key distribution solution based on integrity protection in AS and NAS messages in UMTS and LTE is infeasible.  This section describes the solution on how to distribute the public key and other security information to the UE in GSM/GPRS. Two possible approaches are suggested which are similar that are mentioned in S3-110394:

1. Re-use current GSM/GPRS security mechanism with initiating ciphering
Re-use current GSM/GPRS security mechanism with initiating ciphering: 

In GSM/GPRS, PWS public key can be ciphered with GSM/GPRS AKA key. The solution that we suggest is distributing public keys based on NAS message. Figure 1 shows an example that distributes public key in GSM/GPRS. The RAU/LAU ACCEPT message can also be used.








Figure 1 Distribution of public key information in GSM/GPRS
 In the initial LAU/RAU procedure, UE sends the LAU/RAU request. When MSC/SGSN receives the LAU/RAU request, MSC/SGSN sends LAU/RAU Accept message to UE.  In the LAU/RAU Accept, the latest public key and PKSI are included. MSC/SGSN encrypts the LAU/RAU Accept message with Kc. And the PWS public key and PKSI are protected. When UE receives LAU/RAU Accept message, it decrypts the LAU/RAU Accept message to achieve the latest public key and PKSI, saves the latest public key and PKSI.
If UE has attached to the network before, UE can send the public key identifier to the network entity in LAU/RAU. MSC/SGSN checks whether the PSKI is the latest. Otherwise, it will distribute the latest public key and the corresponding PKSI. When UE receives LAU/ RAU ACCEPT, it saves the latest public key and PKSI.
Only cipher LAU/ RAU ACCEPT with UP still remaining unencrypted:
In common views, it cannot only mandate ciphering LAU/RAU one procedure and leave others and UP without ciphering since once ciphering is turned on, it is better not to be turned off for security reasons. If operator does not want to turn on ciphering according to local policy, a possible alternative can be that SGSN/MSC mandates ciphering when performing RAU/LAU procedure for distributing public key. If SGSN/MSC decided to carry PWS public in RAU/LAU accept message, we use the current GSM security to cipher LAU/RAU accept message carrying with PWS public key.  Normally, after that, UE will release RRC connection and be in idle mode. In the next session, UE connects to the network and MSC/SGSN sends cipher mode command with turning off ciphering in Cipher Mode Command setting to the UE when local policy is remaining UP unencrypted.  Please note that above solution needs some changes in SGSN/MSC.  In addition, there may be a possibility that cipher algorithms are disabled in BSS, i.e. BSS does not support any cipher algorithms, if cipher is not allowed by local policies. If it is the case, BSS should also be modified.  
Not initiating ciphering in the whole GSM/GPRS system:  
In case that operator will not initiate ciphering anyhow in GSM/GPRS, it is suggested to send PWS public key and identifier directly without ciphering in LAU/ RAU ACCEPT message.  To some extent, it can also ensure that UE will get public key to verify the signature than without doing any security to PWS in GSM/GPRS.
2. Enhanced integrity protection mechanism for GSM /GPRS.

· Generate the integrity key based on the current GSM security. Kc is the encrypted key which generate from GSM AKA, Ki is the integrity key used in PWS generated from Kc.  Then Ki can be used to protect PWS public key.  Note that in this solution it is not restricted integrity mechanism only for PWS, it can be used in the whole system if operator want to enhance the security in the whole system.
· Key Derivation method directly:
· Ki is derived from Kc.It can be generated as follows:

Ki=KDF [Kc，S], S=Fc||P||L, Fc=0x14, P=UE id, L= the length of UE id
· The configuration of the integrity algorithm. 
· Pre- configured the integrity algorithm in MS and network node.
· Distribution the integrity algorithm to MS from network. When the integrity key is generated, the integrity algorithm or the algorithm identity indication can be distributed with protection.

In GSM, integrity algorithm and PWS public key can be integrity protected with Cipher mode CMD message. The integrity key Ki is generated with the method discussed above. The procedure is shown in Figure 2.

Figure 2 Distribution of public key information in GSM
In GPRS, integrity algorithm and PWS public key can be integrity protected within Authentication and Ciphering Request message. The integrity key Ki is generated with the method discussed above. The procedure is shown in Figure 3.

Figure 3 Distribution of public key information in GPRS
3 Conclusion
As discuss above, two solutions are suggested to send PWS public key in GSM/GPRS:
1. Re-use current GSM/GPRS security mechanism with initiating ciphering

2. Enhanced integrity protection mechanism for GSM /GPRS.
4 Proposal
We kindly propose SA3 to study these mechanisms described in this document and kindly ask SA3 to discuss and choose one proper solution as the ultimate PWS public key distribution in GSM/GPRS and accept it into the living document.

















































































































































































































































































3. If UE sends a PKSI included in the LAU/RAU Request, MSC/SGSN checks whether the PSKI is the latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.





5. UE saves the latest public key and the corresponding PSKI. 








2. AKA procedure
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4. Cipher [LAU/ RAU ACCEPT (the latest public key and PKSI)]  





4.NAS SMC(the latest public key and PKSI) 











1. LAU/ RAU Request  
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2. Cipher mode COM 








Cipher mode CMD (PD, Skip Indicator, Message type, 


Ciphering Mode Setting, integrity algorithm, PWS public key) Ki 











2. Authentication and Ciphering Response 


 








1. Authentication and Ciphering Request (RAND, CKSN, Ciphering Algorithm, integrity algorithm, PWS public key) Ki 
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