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Abstract of the contribution:
The document discusses a scenario of security context confusion occurs in the UE if the UE receives an eKSI in the NAS SMC with the same value as the eKSI of the current EPS security context and proposes solution for the issue. 
1. Introduction

As specified in 33.401, attach/TAU request would be integrity protected if UE possesses a valid security context which was generated by a previous EPS AKA procedure. An eKSI associated with the security context is included in the attach/TAU request message. However, network might decide to perform an EPS AKA procedure because, e.g., the corresponding security context has been deleted in network side. In the new AKA procedure, a new eKSI is allocated by MME. 
The eKSI allocation rule in the MME is described in section 5.4.3.4, TS 24.301:

“If the authentication procedure has been completed successfully and the related eKSI is stored in the EPS security context of the network, the network shall include a different eKSI value in the AUTHENTICATION REQUEST message when it initiates a new authentication procedure.”
2. Analysis
From above description, the MME guarantees that the allocated eKSI is different from the eKSI associated with the security context stored in MME. However, it is not clearly stated the rules of eKSI allocation both in 33.401 and in 24.301 in case that there is not any security context stored in MME. When MME does not possess any security context in storage, MME may allocate a eKSI with value equaling to eKSI carried in attach/TAU request message. In this case, on the UE side, eKSI of current security context and eKSI of partial security context (generated after the AKA procedure) would have the same value. Then the following scenario may appear: 

Assume that a set of EPS security context with eKSI=1 is the current security context of the UE;

1. The UE initiates attach/TAU procedure. The eKSI=1 is included in the attach request/TAU request;

2. Since there is no UE EPS securitn context in the MME with the eKSI=1, the MME can not find the eKSI and the corresponding EPS security context and initiates an EPS AKA procedure;

3. The MME generates an eKSI=1 and includes it in authentication data request message;
4. The eKSI=1 is sent to UE. The UE stores the eKSI=1 with the KASME. 
5. The MME sends NAS Security Mode Command to the UE,the eKSI=1 is included in the message;  Since there are two sets of EPS security context with the same eKSI=1 in the UE, the UE is confused with which one, e.g. the locally kept one or the newly generated one, should be activated. 
In this scenario, the MME only has the newly generated EPS security context. The UE has two sets of EPS security context with the same eKSI and is not aware of what happened in the network. 
To avoid this situation, the MME should avoid to generate the same eKSI as locally kept eKSI and the eKSI included in the attach request/TAU request.  
3. Proposal
We propose that SA3 discusses the above issue and adopts the LS.
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1. Overall Description:

SA3 has discovered a scenario which may lead to security context confusion in the UE. When UE initiates the attach/TAU procedure, the eKSI corresponding to the current EPS security context will be included in the attach/TAU request. If the MME can not locally find the EPS security context, an AKA procedure will be triggered. As no eKSI allocation rule has been defined when no EPS security context is stored in the MME, the MME may end up allocating a eKSI with value equaling to that of the eKSI carried in attach/TAU request message. In this case, UE receiving the newly generated eKSI in the NAS SMC will be confused because there are two sets of EPS security context with the same eKSI. 
To solve this issue, SA3 kindly suggests CT1 to refine the eKSI allocation rule so that the MME does not generate the same eKSI as locally kept eKSI and the eKSI included in the attach request/TAU request if the AKA is triggered by attach/TAU procedure.
2. Actions:

To CT1 group.

ACTION: 
SA3 kindly asks CT1 to take the above into account and refine the eKSI allocation rule.
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