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1. Introduction
We propose to add the following changes to the Technical Report TR 33.914: 
The Editor’s note in clause 5.1.2 reads: “The use of GBA extensions specified in TSs 33.221 and 33.222 is ffs.”

TSs 33.221 and 33.222 clearly exist and are not ffs. We assume that the Editor’s note is rather meant to ask whether the SSO feature supporting SIP digest that is developed in this report could be used in conjunction with the GBA extensions specified in TSs 33.221 and 33.222.

We suggest that this question should – and could only – be answered for each of the developed solutions. Therefore we believe that this Editor’s note is misplaced there as clause 5.1 is entitled “Overview of Existing Systems”. We consequently add text to clause 7.2.4 for solution 1, giving a positive answer to the question, and a new Editor’s note to clause 7.3.3 for solution 2. 
There is a related Editor’s note in clause 5.3 dealing with the applicability of the developed solutions to the Ut reference point. We suggest resolving this Editor’s note with a pointer forward to the evaluation sections of the proposed solutions and add corresponding text there, similar to the above. 
FIRST CHANGE
2
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NEXT CHANGE
5.1.2 
Uses of GBA

The GBA baseline architecture is described in TS 33.220. It can be considered a Single Sign-On system in the sense that it re-uses credentials already available on the user and the operator side for accessing the IMS using IMS AKA for authentication (with the ISIM as the credential) or for accessing a 3GPP-defined radio network using GSM AKA, UMTS AKA, or EPS AKA for authentication (with the SIM or USIM as the credential).


Whether and how the GBA extensions specified in TSs 33.221 [x] and 33.222 [6] could be applied when an UE is authenticated using HTTP Digest is assessed in the evaluation sections of the solutions in clause 7.

In Figure 5.1-1 only the relation of GBA with IMS is shown. The relation with 3GPP-defined radio network is analogous.

It is important to note that GBA depends on IMS and 3GPP-defined radio networks only in that GBA re-uses the corresponding credentials. The UE is not required to be registered in IMS or the 3GPP-defined radio network while employing GBA and hence does not rely on transport in IMS or transport provided by 3GPP-defined radio networks. 
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Figure 5.1-1: Relation of GBA with the Common IMS
3GPP has also described how GBA can interwork with non-3GPP-defined SSO systems, namely with Liberty Alliance systems in TR 33.980 and with OpenID in TR in 33.924 [9]. Here, only the architectural principles of the interworking between GBA and Liberty Alliance are presented. Interworking between GBA and OpenID follows similar principles. 

From a high-level architectural point of view, basically two different approaches are described in TR 33.980:

· The Identity Provider (IdP) of Liberty Alliance is realized as a NAF in the sense of GBA;
· The Identity Provider (IdP) of Liberty Alliance is realized as a BSF in the sense of GBA. In this case, the full GBA baseline architecture is not used.

The following two figures 5.1-2 and 5.1-3 depict these two different approaches described in TR 33.980.
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Figure 5.1-2: Relation of GBA with the Common IMS and interworking with Liberty Alliance collocating IdP and NAF
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Figure 5.1-3: Relation of GBA with the Common IMS and interworking with Liberty Alliance collocating IdP and BSF

From a high-level architectural point of view, basically two different approaches are described in TR 33.924:

· The authenticating agent (AA) and the browsing agent (BA) reside in the same device;

· The AA and the BA reside in different devices (split terminal scenario), in that case some variants may occur depending on the availability of a local link and on the triggering of the authentication procedure.
The following two figures 5.1-4 and 5.1-5 depict these two different approaches described in TR 33.924.
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Figure 5.1-4: Relation of GBA with the Common IMS and interworking with OpenID 

NEXT CHANGE
5.3 
Support for the Ut reference point

The Ut reference point is between a UE and an application server. TS 33.141 [4] defines the security for the Ut reference point, basically by referring back to TS 33.222 [6]. And TS 33.222 uses GBA, as defined in TS 33.220 [2]. 

TS 24.623 [7] on “Extensible Markup Language (XML) Configuration Access Protocol (XCAP) over the Ut interface for Manipulating Supplementary Services” defines an additional security mechanism for the Ut reference point, namely HTTP Digest according to RFC 2617 as an alternative to the use of GBA. 

By the very definition of GBA, a form of single sign-on to the application server over Ut is provided as the SIM/USIM/ISIM credentials are re-used in GBA. The application server takes the role of a NAF in this case. 

No such single sign-on is available when an UE is authenticated over Ut using HTTP Digest according to TS 24.623. 


Whether and how single sign-on to an AS over the Ut reference point should be provided when an UE is authenticated using HTTP Digest is assessed in the evaluation sections of the solutions in clause 7.

Note that the user is able to manipulate his data on the application server even when the user is not registered in IMS as the use of GBA with an ISIM does not require the user to be registered in IMS, cf. clause 5.1.

There are two cases to consider, with and without an authentication proxy, as shown in the following two figures taken from TS 24.623.
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Figure 5.3-1: Ut interface

Quote from TS 24.623: “Authentication of the user with HTTP may take place directly at the AS, such as in figure 1, or with the support of an Authentication Proxy, such as in figure 2. The architecture for authentication is provided in 3GPP TS 33.222 [6].

NOTE:
 The Network Application Function (NAF) can be an AS.”
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Figure 5.3-2: Authentication proxy in the Ut interface path

NEXT CHANGE
7.2.4 
Evaluation
Compatibility with other GBA-related specifications:

GBA_Digest can be used with TSs 33.221 [x] and 33.222 [6] because GBA_Digest provides as output a key Ks_NAF (cf. clause 7.2.3) and an identifier B-TID (cf. clause 7.2.2) as well as information in the GUSS about the underlying security quality, i.e. SIP digest authentication, (cf. clause 7.2.2). This is the input required for TSs 33.221 and 33.222 to become applicable. 
Single sign-on to an AS over the Ut reference point can, hence, also be provided using GBA_Digest, as TS 33.141 [4] defines the security for the Ut reference point by referring back to TS 33.222 [6]. 
The non-UICC based GBA solution has the following advantages:

· Re-use of the subscriber credentials stored in HSS. 

· Re-use of Ua interface and Zn interface as specified in TS 33.220 [2].

· Support for the existing GBA based applications.
Editor’s note:  It needs to be clarified how TLS is protected against man in the middle attack.

Editor’s note: Consider moving useful text from introduction section of S3-110760 to here. 

LAST CHANGE
7.3.3
Solution 2 - Evaluation
Compatibility with other GBA-related specifications:

Editor’s Note: The applicability of the GBA extensions specified in TSs 33.221 and 33.222 is ffs. It is ffs whether and how single sign-on to an AS over the Ut reference point should be provided for solution 2 when an UE is authenticated using HTTP Digest.

END OF CHANGES
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