
3GPP TSG SA WG3 (Security) Meeting #65
S5-111055
7-11 November 2011; San Diego, USA

revision of S3-11abcd
	CR-Form-v9.9

	CHANGE REQUEST

	

	(

	33.320
	CR
	0073
	(

rev
	-
	(

Current version:
	11.3.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	
	Radio Access Network
	X
	Core Network
	


	

	Title:
(

	Clarification of L-GW related H(e)NB security

	
	

	Source to WG:
(

	ZTE Corporation

	Source to TSG:
(

	S3

	
	

	Work item code:
(

	HNB_mob_Sec
	
	Date: (

	25/10/2011

	
	
	
	
	

	Category:
(

	F
	
	Release: (

	Rel-11

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
(

	This document provides a clarification of L-GW related H(e)NB security based on the existing H(e)NB related TS.
From the definition of TS36.300, the logical architecture of HeNB operating in LIPA mode is introduced as follow:
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In this figure, for a LIPA PDN connection, the HeNB sets up and maintains an S5 connection to the EPC. The S5 interface does not go via the HeNB GW, even when present. The HeNB may reuse the IP address used for S1 interface for this S5 interface in order to reuse the S1 IPSEC tunnel or it may also use another IP address which would result in the establishment of another IPSEC tunnel.
In TS33.320, L-GW is optional to deploy. If L-GW is deployed, then the secured interface between H(e)NB and Security Gateway is used by the L-GW to communicate with the core network.
Obviously, there are two options for the number of security tunnels between H(e)NB/L-GW and core network. Another security tunnel may be introuduced by L-GW’s different IP address to protect S5 interface.
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********************** start of 1st change ************************
4
Overview of Security Architecture and Requirements 

4.1
System architecture of H(e)NB
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Figure 4.1.1: System Architecture of H(e)NB

Description system architecture:

-
Air interface between UE and H(e)NB should be backwards compatible air interface in UTRAN or E-UTRAN;

-
H(e)NB access operator’s core network via a Security Gateway. The backhaul between H(e)NB and SeGW may be insecure. 

-
Security Gateway represent operator’s core network to perform mutual authentication with H(e)NB.

-
AAA server authenticates the hosting party based on the authentication information retrieved from HSS when hosting party authentication is performed.

-
Security tunnel is established between H(e)NB and Security Gateway to protect information transmitted in backhaul link. 
-
HNB-GW performs the mandatory access control and HNB performs the optional access control in case non-CSG capable UEs or non-CSG capable HNBs. SeGW and HNB-GW are logically separate entities within operator’s network. If the SeGW and the HNB-GW are not integrated, then the interface between the HNB-GW and the SeGW may be protected using NDS/IP [9].

-
HeNB-GW is optional to deploy. When HeNB-GW is not deployed, the interface between SeGW and MME/S-GW may be protected using NDS/IP. When HeNB-GW is deployed, then SeGW may be integrated into HeNB-GW. If the SeGW and the HeNB-GW are not integrated, then the interface between the HeNB-GW and the SeGW may be protected using NDS/IP [9], the interface between HeNB-GW and MME/S-GW may be protected using NDS/IP.

-
HMS [2] and/or HNB-GW [12] performs location verification of HNB.
-
HeMS [11] performs location verification of HeNB.
-
Secure communication is required to H(e)NB Management System (H(e)MS).

-
L-GW is optional to deploy. If L-GW is deployed, then the secured interface between H(e)NB and Security Gateway may be used by the L-GW to communicate with the core network. L-GW may also use another security tunnel to communicate with the core network when a different IP address is allocated to L-GW than the IP address allocated to H(e)NB.
********************** start of next change **************************
4.3.1
Backhaul Link

The backhaul link used between H(e)NB and SeGW provides a secure tunnel carrying both the user plane data and the control plane data that are transmitted between the H(e)NB and network elements in the core network.

NOTE:
If LIPA is activated, the secured backhaul link between the H(e)NB and SeGW may be used by the L-GW to communicate with the core network.
H(e)MS traffic is also tunnelled through this secure backhaul link, if the H(e)MS is accessible on the MNO Intranet.

The backhaul link may also carry other data between H(e)NB and core network, e.g. time protocol traffic.
********************** start of next change **************************
4.4.7
Requirements on Local Gateway (L-GW)
From security point of view, the Local Gateway (L-GW) shall be an optional element. The L-GW shall be tightly integrated with the H(e)NB, and share the same security requirements with the H(e)NB.
The requirements on the L-GW are:

-
The L-GW may use the same secure backhaul link established by the H(e)NB as specified in subclause 4.4.5 of the present document.
-
The L-GW may use the same secure H(e)MS link established by the H(e)NB as specified in subclause 4.4.6 of the present document.
 -
If the network allocated different IP addresses (remote, i.e. inner) to the L-GW and H(e)NB, then the secure backhaul link established by the H(e)NB shall carry traffic to and from both these addresses.

-
The L-GW shall be integrated into the security architecture of the H(e)NB, in particular:

- the L-GW shall be included in the device integrity check according to clause 6.1 of the present document;

- the L-GW shall be included in the device validation according to clauses 7.1 and 8.3.2.2 of the present document.
********************** start of next change **************************
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