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Abstract of the contribution: This contribution provides an improved method of PWS key update procedure for solultion 2.
1 Introduction
In current living document, the PWS key update procedure in solution 2 may cause overload of network nodes in some cases. To solve this problem, this contribution firstly analysis the PWS key update procedure in solution 2, then provides an improved method of PWS key update procedure. Also the forth level subtitles are added for clear expression. 
2 Analysis

In solution 2, MME/SGSN firstly sends current key ID and next key ID to UE through Broadcast message, then UE checks the current key ID and next key ID stored in local with those received IDs. If there are some differences between them, UE will trigger updating PWS keys procedures. When most of UEs trigger this procedure simultaneously, the network nodes will be caused overload problem.

To solve this overload problem, the PWS key update procedures are devided into three steps, including:
1. MME/SGSN updates its local PWS keys which are from CBC;

2. MME/SGSN notify UEs the updated PWS keys, and broadcast these IDs to UEs;

3. Optionally, if the UE didn’t get the new PWS keys, it will request from the network. 
Throuth this method that network nodes actively send the current keys to UEs, most of UEs will successfully receive current keys, only a few UEs may not receive these keys. The number of UEs which didn’t receive keys is too few to cause overload. So the overload problem can be sovled effectively.
3 Proposal
It is proposed that SA3 agree the pCR below for inclusion in the PWS living document. 
************************** start of changes ************************
5.3.4 PWS key update

Even if the frequency of PWS key update is rather low, it should also provide a mechanism to permit PWS key to be updated. This solution uses a point-to-point secure channel to update PWS keys.

The whole PWS key update procedure includes can be divided into three steps, the details as follow:
5.3.4.1 PWS keys update of network entities: 
· Two PWS keys are used: the current PWS key and the next PWS key. The current one is the activated one which is used to verify the current PWS notification; the next PWS key is used to verify the PWS notification after it has been activated when the current one is deactivated.

·  When CBC determines to change the next PWS key to current PWS keys, it shall also update the next PWS key with a new one. And CBC shall send the updated next PWS key and its identifier to the network entities (MME/SGSN), together with the current PWS key identifier.
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Figure 5-4: PWS keys update of network entities
5.3.4.2 PWS keys update from network to UE
· In the network side, after MME/SGSN finished updating its local PWS keys, MME/SGSN sends a NOTIFICATION message to UEs respectively, which includes Current Key ID, Next Key and Next Key ID. Before this procedure, optionally, a NAS layer connection may be established between MME/SGSN nodes and UE to send the NOTIFICATION message. Then MME/SGSN will broadcast current key ID and next key ID to all UEs by Broadcast Message.
· In UE side, UE updates its local keys with those received from MME/SGSN through NOTIFICATION message.
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Figure 5-5 PWS keys update from network to UE
5.3.4.3 PWS keys request from UE:

· The serving network broadcasts the current PWS key identifier and the next PWS key identifier after sending NOTIFICATION message. The network entities notify the corresponding RAN to broadcast the just activated current PWS key identifier and the updated next PWS key identifier.

· UE activates the stored next PWS key to the current key as the serving network indicates.

· Once a UE notices that at least one of the broadcasting PWS key identifiers is different from the one it stores, UE shall perform a location update procedure (RA/TA/LA update request message) to request the updated next PWS key. The exact PWS key update trigger time have the following ways: 

· UE performs PWS key update by triggering TA/RA/LA update procedure immediately; 
· UE delays a short random time to trigger TA/RA/LA update procedure to request PWS key update;
· UE performs PWS key update till the next TA/RA/LA update procedure.
· In response to each successful tracking area, routing area or location area update, the network entity provides the PWS key requested by UE. 

· UE stores the received new PWS key as the next one.
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Figure 5-6: PWS keys request from UE

************************** end of changes *************************
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