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Abstract of the contribution: This contribution provides a modified PWS system architecture and adds some descriptions related.
1 Introduction
In current living document, the requirement of delivering PWS notification has already been covered in the PWS system architecture, but the security requirement is not covered, which includes the distribution of PWS keys. So in this contribution, the PWS system architecture is modified. 
2 Analysis

In chapter 5.3 of the living document, for GSM and UMTS networks, both the initial keys delivery procedure and keys update procedure need the SGSN node involvement, so the SGSN node should be added into the PWS system architecture.
When PWS warning messages are delivered, for GERAN, CBC connects with the access network entity BSC; For UTRAN, CBC connects with the access network entity RNC; For E-UTRAN, CBC connects with the core network entity MME.
When PWS keys are distributed, for GERAN and UTRAN, CBC connects with the core network entity SGSN; For E-UTRAN, CBC connects with the core network entity MME.
The interface protocol between the CBC and SGSN network node should be defined later.
3 Proposal
It is proposed that SA3 agree the pCR below for inclusion in the PWS living document. 
************************** start of changes ************************
3. System and Security Architecture of PWS

Editor’s Note: This section aims to give an overall description of security aspects of PWS.

[image: image2.png]s
Ok
58
Bm
Qo
oc





Figure 3-1: PWS system architecture overview
Figure 3-1 gives an overview of the complete security architecture.
· Air interface between UE and access network needs security protection as PWS Warning notification messages are broadcast to UE via SYSTEM INFORMATION. 
· CBC is part of the core network and connects to the network node. 
· When PWS warning messages are delivered, For GERAN, CBC connects with the access network entity BSC; For UTRAN, CBC connects with the access network entity RNC; For E-UTRAN, CBC connects with the core network entity MME. The protocols between the CBC and these network nodes are defined in 3GPP TS 48.049, TS 25.419 and TS 23.401.
· When PWS keys are distributed, For GERAN and UTRAN, CBC connects with the core network entity SGSN; For E-UTRAN, CBC connects with the core network entity MME. 
· CBE is outside of the scope of the 3GPP network. It is assumed that the CBE is responsible for all aspects of formatting CBS, including the splitting of a CBS message into a number of pages.
Editor's Note: It is for FFS how the Network Sharing impacts security architecture of PWS. The figure needs to update for the Networking sharing.

Editor's Note: It needs to add security architecture of PWS.

Editor's Note: The security solution should minimize the impact to the current mechanism
Editor’s Note: Further study on de-registered UEs is needed.
Editor’s Note: The protocol between the CBC and SGSN should be defined later.
************************** end of changes *************************
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