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Abstract of the contribution: This document provides proposed text for the Use Cases section of the Technical report for the iFire SID.
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With the evolution of Unified Communication (UC) and RCS/RCSe, more and more IMS services are running on personal computers and mobile devices as Over the Top (OTT) services. These OTT services which accesses the IMS services over UNI will be blocked in networks with NIMSFW which are configured to allow only HTTP (destination TCP port 80) or HTTPS (destination port 443). This section provides more detail on some of those use cases to clarify the traversal and security requirements.
Use Case 1: TCP restricted Nat

In this use case, the Firewall is configured to allow unrestricted access to internet via HTTP and HTTPS (TCP destination ports 80 and 443, respectively) but all the other transport protocols and ports will be blocked. In this case, the IMS SIP (default ports 5060 and 5061, according to RFC 3261) will be blocked and RTP which terminates over ephemeral UDP port will be blocked as well.


[image: image1.emf]Mobile 

Worker

Internet 

HTTP 

Services

IMS 

Network

TCP 

Restricted 

FW

X

HTTP

SIP

RTP

Authentication IMS 

Services 

using UDP

Legend:

UNI 


Figure 3: SIP UDP IMS services blocking by TCP only FW

Use Case 2: Wi-Fi Offload, HTTPS Restricted NAT
Remote worker attempts to access IMS services while in the airport. Airport WiFi/I-WLAN network is configured to allow only HTTPS traffic terminating on port 443.  
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Figure 4:  Wi-Fi/I-WLAN offload IMS services blocking
5.1
Use case analysis

“Use case 1“ discusses access of IMS services through a NIMSFW device which allows only TCP transport (This kind of behaviour can be imposed by FW/NAT supporting “port restricted NAT”, “TCP restricted NAT” and “specific TCP port restricted NAT as discussed in section 4”. 

“Use case 2” discusses a Wifi/I-WLAN Access Point (AP) which has in built restrictive FW which allows only HTTP/HTTPs traffic (TCP port 80/443). In this kind of environment, the IMS services running on a Laptop or a smart phone will be blocked by the AP since the IMS services do not use TCP port 80/443 for providing their service. Even if SIP would use TLS, the IMS services will be blocked (since SIP uses TCP/UDP ports 5060 and 5061 and RTP uses random UDP ports).

One of the ways to allow IMS traffic through a NIMSFW is to modify the NIMSFW configuration to allow IMS traffic. However, this option is practically not possible since there is large number of various kinds of Firewalls deployed in the network. So, the proposed solution should allow IMS traffic to traverse the NIMSFW without requiring any changes to the NIMSFW device. Also, given the fact that the IMS service can run on a laptop, cellphone or any other kind of device, the solution proposed for traversing the Firewall should not require admin rights on the device or should require modification to the Operating System of the device on which the IMS service is running.
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