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Proposal
* * * First Change * * * 
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].




Key Escrow: a key recovery technique for storing knowledge of a cryptographic key or parts thereof in the custody of a third party, so that the key can be recovered and used in specified circumstances. Key escrow can further be characterized as active or passive according to the way the knowledge of the key is obtained. In that sense, active key escrow actively participates and affects the generation of cryptographic key, while passive key escrow learns of cryptographic key and does not affects the generation of cryptographic keys.
Perfect Forward Secrecy: for a key agreement protocol, the property that compromising long-term keying material does not compromise session keys that were previously derived from the long-term material.
* * * End of First Change * * * 
* * * Second Change * * * 
7.2
Use cases
Targeted use cases are Enterprises, National Security and Public Safety, Government communications, first responders, etc. which may have limited trust in the existing IMS security and/or may desire to provide their own key management service. An example use case is an operator that owns IMS infrastructure and provides managed services to Enterprises for their IP telephony and Multimedia Applications. 

In TS 33.328 [3] two solutions were standardized, one for major user categories and one for the above mentioned use cases. Some of the above user groups desire or require the following additional requirements, not provided by the solutions standardized in TS 33.328 [3]:
· Elimination of passive key escrow. 

· Perfect forward secrecy between sessions.

Active key escrow may still be possible.

Editor’s note: It is for further study whether elimination of passive key escrow capability without elimination of active key escrow is a significant enough security uplift to justify standardization of a completely new IMS media plane security solution. Lawful interception requirements for this use case are also for further study.
* * * End of Changes * * * 

