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Abstract of the contribution: 
This paper discusses misuse potential related to PLMN IDs on the S6a interface, and proposes how to address issues by matching the claimed message source against the verified message source.
1. Introduction

One of the new security features of the EPS is Serving Network (SN) authentication. This is achieved by including the SN ID (MCC/MNC) into the key derivation function for KASME (see TS 33.401 section 6.1.1 and Annex A), which binds KASME to the SN. The SN sends its SN ID to the Home Network (HN) via the S6a interface in each 3GPP-Authentication-Information Request. 
The overall security gain achieved by the new feature is only as good as the verification of the SN ID by the HN. The high level security requirement is: “It needs to be ensured that a KASME computed for serving network A is only sent to an MME in serving network A.” However, up to now it is not clearly specified how the HN can verify the claimed SN ID.
2. Message overview
The 3GPP-Authentication-Information Request is specified in TS 29.272. It contains at least three information fields that give evidence about the identity of the requesting network:

	Protocol Layer
	Field
	Example

	IP
	Source Address
	195.238.226.15

	Diameter Base Protocol
	AVP Origin-Realm
	epc.mnc001.mcc262.3gppnetwork.org  -or maybe-
some.other.name.com

	Diameter S6a Application
	AVP Visited-PLMN-Id
	0x62f210


The HSS uses the Visited-PLMN-Id for derivation of KASME, and the Origin-Realm for (Diameter-) routing of the Diameter response message.
3. Threat Scenario
A compromised or misconfigured element, claiming to be an MME, could fill spoofed information into any of these fields. The potential threat in this scenario is that this element, or a third party, would receive the 3GPP-Authentication-Information Response from the HN HSS with a KASME derived using a SN ID it does not belong to. This would allow to impersonate the network that legitimately owns the SN ID.
4. Solution Proposal
The threat can be mitigated if the HN verifies that contents of the three message fields actually belong to the same SN before sending the response. The verification can be based on knowledge which must be estasblished anyhow when LTE roaming relations are set up, plus message authentication.
TS 29.272 refers to TS 33.210 (NDS/IP) for secure transport of Diameter messages. Therefore, the only field that can be directly authenticated is the IP source address. Verification of all three fields can be achieved in three consecutive steps:
Step 1: the HN SEG authenticates the peer SEG as specified in TS 33.310. In order to send IP packets to the right peer network, a SEG must know the IP addresses in the peer network. A SEG configured to perform the first verification step must also check that traffic received from this particular authenticated peer shows source IP addresses of the peer network. Any IP packets with spoofed IP source addresses would be dropped/rejected. Consequently, an NE in the HN can assume that IP source addresses have been verified by the SEG if they receive traffic that has passed through the SEG.

Step 2: In order to send Diameter messages, the HN must be able to resolve Diameter Realms to IP addresses (e.g. by DNS or tables). Again, the same mechanism normally used for sending traffic needs to be applied to check received traffic: the HN must verify that both IP address and Origin-Realm belong to the same network. Based on the fact that the IP address was verified in the first step, this second step ensures that the Origin-Realm was used legitimately by the sender.
Step 3: checks the Origin-Realm against the content of the received Visited-PLMN-Id AVP, e.g. by means of a table set up during roaming agreements; the check is to verify that the MCC/MNC in the Visited-PLMN-Id AVP is allowed to be used with this Origin-Realm.
The check in Step 1 can only be performed in a SEG. There is some flexibility for allocating Steps 2 and 3 to network elements. These checks can be done in the HSS, or any other NE processing Diameter in the path between SEG and HSS (e.g. a Diameter Edge Agent).
5. Conclusion and proposal
This paper has shown that verification of source information fields in 3GPP-Authentication-Information Request messages is relevant for EPS security. Spoofed source information in other S6a messages might bear other threat potential.

If SA3 agrees that verification of source information in S6a messages is important, we should send an LS to CT4 that this verification needs to be added to the S6a specification.
