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1. Introduction
This document contains information about the TSG SA #53 outcome on SA3 submissions, and information on SA discussions and issues relevant for SA3 work.

The SA #53 documents can be found from:

http://www.3gpp.org/ftp/tsg_sa/TSG_SA/TSGS_53/Docs/
The draft SA #53 meeting report can be found from:

http://www.3gpp.org/ftp/tsg_sa/TSG_SA/TSGS_53/Report/
The SA3 status report to SA #53 (SP-110601) is attached. 

2. SA #53 Outcome on SA3 Submissions

All our CRs were approved. One CR was slightly modified: 
· An editorial correction was made to the first change in Annex G of CR 0053 to TS 33.310. The updated CR was approved in SP-110627.
There was some discussion on the “Modification of security context storage rate on the USIM” CR (in CR pack SP-110563), based on LSs from RAN2 and CT1 (SP-110514 and SP-110484). Mainly the discussion was about whether the CR should be postponed, since RAN2 has not yet worked on stage 3 aspects. SA decided to approve the CR, and gave SA3 the guidance to align with stage 3 specifications later, if any such alignment would be needed. 
The EEA3 and EIA3 TSs were approved by SA. It was noted by SA that the references to the ETSI SAGE specifications did not contain the version numbers of the SAGE specifications. Thus, SA3 got the following AP:

“SA WG3 were asked to check the references in 35.221, 35.222 and 35.223 to ETSI SAGE specifications to refer to the correct versions.”

Our proposed update to the system-wide SIMTC WID was approved without modifications in SP-110499. In addition, there was some generic discussion on privacy. It was noted that SA3 in general considers privacy issues in SA3 work (the latest examples being SIMTC and MDT), but the SA3 terms of reference do not explicitly mention privacy. The SA3 leadership was thus asked to update the SA3 terms of reference.

There was some discussion about our proposed WID on IMS firewall traversal. Based on the discussion, the WID was modified to a SID. The SID still maintains a schedule that could make it possible to do normative work in Rel-11 time frame, if the work progresses in a timely manner. The SID contains the following sentence: “If the TR has progressed sufficiently by SA#54 a WID may be brought to start normative work”. In addition, two new companies were added as supporting companies: RIM and Intel. The final approved SID can be found in SP-110654. 
In relation to IMS firewall traversal, SA1 submitted a new WID proposal on “Service and Media Reachability for Users over Restrictive Firewalls”. The objective is “to specify the requirements that can facilitate UE access to the PLMN IP-based services over restrictive firewalls that only allow internet traffic using HTTP (with and without security) in non-3GPP access networks.” The security aspects section states that “Security implications of traversing firewalls need to be balanced against the need for service access in a wide range of access network environments”. SA1 works on this in Rel-12 time frame. The WID was approved in SP-110653.
3. SA #52 Outcome on SA3-LI Submissions
All our CRs were approved without modifications. 

4. MDT
SA received a number of LS from WGs on equivalent PLMN identities and MDT (SP-110443, SP-110448, SP-110449 (the SA3 LS), SP-110485, SP-110487, SP-110490). RAN2 considers the needed changes to support this in Rel-10 to be too large, and has agreed that no changes will be made in Rel-10. The WGs involved are currently discussing about how to specify a complete solution in Rel-11. 
5. Work Prioritization

The main discussion at SA #53 was about work prioritization for Rel-11, and especially the prioritization of SA2 work. SA agreed on a prioritization of SA2 work, and the result is communicated to WGs in SP-110657.
From SA3 point of view, this will mainly impact SIMTC work. SA2 will work on the following SIMTC features in Rel-11:

“o
Addressing

o
Identifiers

o
MSISDN-less operation + PS Only

o
Device Trigger On-line

o
MTCsp, MTCsms interfaces  and functional entities

Note: The completion of the relevant internal and external interfaces is assumed to be required to support the first 4 functions” 

Consequently, our efforts in Rel-11 should focus on security aspects related to the features mentioned above, on the work on the “Security Connection and Privacy” building block, and on how to meet the SA1 requirement on restricting the use of USIM to a specific ME/MTC device.
Work that was not prioritized for Rel-11 was deferred to a subsequent release. Many of the SA2 studies were thus deferred. On the IMS side though, SA2 can continue working on the study on IMS Evolution and the study on IMS-based Peer-to-Peer Content Distribution Services, if time permits.
Based on the prioritization, the assumption is that the Rel-11 schedule will hold, which means that the target for stage 2 freeze is March 2012. Stage 1 of Rel-11 was frozen at this SA meeting. 
6. Support for BroadBand Forum Accesses Interworking

A revised WID on “Support for BroadBand Forum Accesses Interworking” was approved by SA in SP-110647. The revised WID is aligned with the agreed Rel-11 prioritization of work. The Security Aspects section states that “It is assumed that BBF will carry out a study on the requirements for a BBF access to comply with the trusted and untrusted Non-3GPP access model defined in 3GPP TS 33.402”. 

The workshop with BBF will be held in San Francisco 09-10 November 2011. The draft agenda of the workshop is found in SP-110600.
7. Approved WIDs with Security Aspects

SA1 submitted a new WID proposal on “IMS-Based Telepresence”. The new WID was approved in SP-110588. The security aspects section states that “Security aspects will be evaluated”.
SA1 submitted a new SID proposal on “Study on Proximity-based Services”. The security aspects section states that “Security aspects will be evaluated during the study”. The new SID was approved in  
SP-110638.

SA2 submitted a new WID proposal on “S2a Mobility based On GTP & PMIPv6 for WLAN access to EPC <SaMOG_WLAN>”. The security aspects section states that “Any necessary security analysis will be undertaken by SA3”. The new WID was approved in SP-110642.
SA2 submitted an updated WID proposal on “SMS submit and delivery without MSISDN in IMS (SMSMI)”. The security aspects section states that “Current security architecture applies to this work as well”. The updated WID was approved in SP-110470.

SA2 submitted an updated WID proposal on “Network Provided Location Information for IMS (NWK-PL2IMS)”. The security aspects section states that “The network provided cell ID shall be securely delivered to the IMS nodes requesting it. If enhancements to the security architecture are needed they will be considered by SA3”.  The updated WID was approved in SP-110631.

SA2 submitted an updated WID proposal on “Support of IMS Emergency Sessions with Other Media on UTRAN and E-UTRAN” The security aspects section states that “Any necessary security analysis will be undertaken by SA3”. The updated WID was approved in SP-110644.
SA2 submitted an updated SID proposal on “Study on Multi Access PDN connectivity and IP flow Mobility (FS_MAPIM)”. The security aspect section states that “Additional security impact that might be identified will be investigated”. The updated SID was approved in SP-110452.
SA2 submitted an updated SID proposal on “Study on Core Network Overload solutions (FS_CNO)”. The security aspects section states that “Any potential security aspects are to be determined”. The updated SID was approved in SP-110496.

8. Other Issues of Interest
The GERAN report in SP-110596 provides the following information on SACCH security (slide 14):
““SACCH Security Issues (A5/1) (Raised at GERAN#47)

· Legacy MSs

· Solution approved at GERAN#50 (as previously reported)

· New MSs

· SA4 input (GP-111084) that SMS on FACCH is not a viable solution from speech quality perspective (complementary to the previous SA3 response on Partial Ciphering on SACCH and associated guidance)

· Further discussions held on

· Partial ciphering on SACCH

· Proposal to derive two separate Ck for TCH and SACCH

· Proposal to use RAND to scramble known text on SACCH

· CRs approved to introduce Partial Ciphering on SACCH

· Additional work to be considered under SA3 expertise/guidance”
Furthermore, slide 27 in the GERAN report states the following:

“For ‘Usage of L2 UL/DL random bits’ GERAN3 agreed:

· To draft one TC which will verify the MS behaviour in both sending and being able to receive (i.e. UL/DL) randomized L2 fill bits

· The SS will simulate the behaviour described in Rel-9 (i.e.DL LAPDm frame with fill bit set to a random value except for the first octet containing fill bits which shall be set to the binary value "00101011".)

· For Rel-5 and earlier MS the verification in the UL will be optional (the verification of handling the DL will be mandatory to all MS)

· A reasonable level of randomization will be checked as well”
