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3GPP™ Work Item Description

For guidance, see 3GPP Working Procedures, article 39; and 3GPP TR 21.900.
Title * : GBA extensions for re-use of SIP Digest credentials
Acronym * : GBA-ext
Unique identifier *tba
1
3GPP Work Area *
	
	Radio Access

	x
	Core Network

	x
	Services


2
Classification of WI and linked work items
2.0
Primary classification *
This work item is a … *
	
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	X
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Go to §3.

2.2
Feature
	Related Study Item or Feature (if any) *

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	520030
	Security small enhancements (Sec11)

	Sec11 is the umbrella feature for Release 11 security work.


This work item is … *
	
	Stage 1 (go to 2.3.1)

	X
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1

Stage 1

	Source of external requirements (if any) *

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2

Stage 2  *
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: GBA originated in SA3 without a stage 1 work item as GBA is a generic security tool. This WI extends GBA. * 
Go to §3.

2.3.3

Stage 3 *
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s)

Or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: * 
Go to §3.

2.3.4

Test spec *
	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5

Other *
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4

Work task *
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification *
This Work Item defines an extension of the Generic Bootstrapping Architecture (GBA) to allow the re-use of bootstrapping procedure based on a particular type of non-UICC credentials, namely SIP Digest credentials. GBA is a generic security tool or security enabler which can be used for a variety of purposes, e.g. bootstrapping security for accessing XCAP servers for user self-management over the 3GPP-defined Ut interface.
The Generic Bootstrapping Architecture (GBA), as defined in 3GPP TS 33.220, provides a bootstrapping mechanism, but it is limited to UICC-based credentials. This means that SIP Digest credentials cannot benefit from GBA. SIP Digest credentials are user names and shared secrets, or passwords, which are stored in the HSS, and either in the terminal or held by the user. 

Extending the GBA bootstrapping procedure to re-use SIP Digest credentials for bootstrapping specific security  would bring the benefit of not requiring a separate bootstrapping security infrastructure. In this way, using SIP Digest credentials as part of GBA bootstrapping procedure would reduce the cost of the security infrastructure for the operator whose subscribers use SIP Digest credentials, but do not have a UICC available.
4
Objective *
The objective of this work item is to specify Stage 2 requirements and mechanisms for allowing SIP Digest credentials to be re-used by an extension of the GBA bootstrapping procedures.  Especially the following will be done:

-
specify needed extensions to Ub reference point to support re-use of SIP digest credentials for GBA
-
specify needed extensions to Zh reference point to support re-use of SIP digest credentials for GBA
-
specify needed extensions to Zn reference point to support re-use of SIP digest credentials for GBA, if any are identified

Currently no extensions are envisaged for Ua reference point since Ua reference point is application specific.

The use of the extension of GBA that is the subject of this WID shall be restricted to environments where the UICC is not available to subscribers.
5
Service Aspects

The envisaged extension of GBA will permit devices with SIP Digest credentials, but without UICC to bootstrap security for manifold services, e.g. secure access to XCAP servers for user self-management, without the need for the deployment of a separate security infrastructure. This would ease the introduction of new services for the operators whose subscribers use SIPbased credentials.
6
MMI-Aspects

 The MMI will be involved if the SIP Digest password is held by the user. Alternatively, the SIP Digest password can be securely stored in the terminal. The envisaged GBA extension could lead to an improved user experience on the MMI. 
7
Charging Aspects

None. 
8
Security Aspects

This is a security work item.
9
Impacts *
	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	
	X
	

	No
	X
	
	X
	
	X

	Don't know
	
	
	
	
	


10
Expected Output and Time scale *
	New specifications *
[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	Affected existing specifications *
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	TS 33.220
	
	Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)
	SA#55 (March 2012)
	Addition of GBA extension e.g. in a normative Annex

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


11

Work item rapporteur(s) *
Silke Holtmanns (Nokia Corporation)

12

Work item leadership *
SA3
13

Supporting Individual Members *
	Supporting IM name

	Alcatel-Lucent

	Alcatel-Lucent Shanghai Bell

	AT&T

	British Telecom

	China Mobile

	Ericsson

	ST-Ericsson

	Nokia Corporation

	Nokia Siemens Networks

	Qualcomm

	Rogers Wireless 

	

	


form change history:
v1.13.1: minor changes resulting from discussions at CT#41 & SA#41

v1.13.0: mods to enforce linkage amongst stages 1, 2, 3

draft mods Scarrone-Meredith 2008-07 ff
v1.12.1: removes revision marks following approval at SP-29
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