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1
Introduction
Significant discussion and debate has taken place regarding use cases.  The following items are submitted as consideration for additional use cases in the TR.
2
Proposal
The following text is proposed for inclusion in the TR.
3
PCR

3 Use Cases


The following use cases are to be considered:

Premises Placed Firewall and NAT Traversal
Network Placed Firewall and NAT Traversal
Both Premises and Network Placed Firewalls and NAT Traversal
Local/Network Policy Enforcement Functions
3.1 Premises Placed Firewall and NAT Traversal
Firewalls may be placed within a premises and within the administrative domain (enterprise/residential) of that premises.  The firewall operator may be a residential consumer or enterprise, or the consumer or enterprise may have delegated such to a service provider or operator which may or may not be distinct from the operator desiring to extend IMS services over the consumer’s or enterprise’s network.  

NAT traversal as a function either with or without a firewall is to be considered.

A premises firewall operator may desire or require the following within its administrative domain:

· To restrict all IMS traffic for access or to permit all IMS traffic that traverses its network border.
· To allow per user or device policy decisions to allow or deny IMS traffic that traverses its network border.
· To allow for the detection of IMS traffic within its administrative domain to effect policy decisions and policy enforcement.
Premises firewall operators may need such restrictive policies for a variety of reasons, including but not limited to:

· To protect its network from services it may view as unsafe or unauthorized.

· To prevent or limit consumption of network resources from unauthorized applications.

· To prevent or limit it or its agents from violating commercial terms of service from its internet service provider that may not permit access save for the purpose of email, browsing, or file transfer.
3.2 Network Placed Firewall and NAT Traversal
Firewalls may be placed at various places within the network to effect policy (including policies related to providing services to residential and/or enterprise consumers but additionally policies related to the operation of its own network).  The effect of a network placed firewall must be considered.

NAT traversal as a function either with or without a firewall is to be considered.

In this case, the firewall provider is a provider of network services and may additionally be a provider of terrestrial or mobile Internet or IP or broadband access directly to residential consumers or to enterprises.  The firewall provider may also provide transport between various consumer or enterprise networks and other networks.  The firewall provider may also host firewall and/or policy enforcement services within the network on behalf of residential consumer or enterprises it provides services to (whether as access, transport, firewall hosting, and/or network based policy enforcement).
A network firewall provider that provides services to residential consumer or enterprises may be viewed to have the same requirements as the premises firewall operator as the requirements of the premises firewall operator pass to the network firewall operator.

Network firewall operators as internet service providers or providers of mobile access have special considerations similar to that of premises firewall operator.

A network firewall operator may desire or require the following within its administrative domain:

· To restrict all IMS traffic for access or to permit all IMS traffic that traverses its network border.

· To allow per subscriber or device policy decisions to allow or deny IMS traffic that traverses its network border.

· To allow for the detection of IMS traffic within its administrative domain to effect policy decisions and policy enforcement.

Additionally network firewall operators may need such restrictive policies for a variety of reasons, including but not limited to:

· To enforce its network policies and/or business agreements.  A mobile operator that provides access may or may not welcome the offering of IMS services of another operator without a business arrangement in place.
· To effect reasonable network management for whatever reason, such as to IMS services offered “over the top” (e.g., as a service via SGi/Gi on the Internet or to some IP administrative domain, e.g., an enterprise providing its own IMS services).
· To prevent or reduce its consumer or enterprise subscribers from using IMS services that violate the terms of service they have agreed to, such as limiting Internet access to browsing, file transfer, and email as may be commonly found in many commercial terms of service.
3.3 Premises and Network Placed Firewall and NAT Traversal

Both premises and network based firewalls may exist simultaneously.  The firewall traversal methods must consider the simultaneous operation of both premises and network based firewalls.

NAT traversal as a function either with or without a firewall is to be considered including the presence of multiple NATs.

3.4 Premises/Network Policy Enforcement

Firewalls are a specific embodiment of a PCEF but other embodiments exist, such as HTTP proxies or DPI-aware PCEF distinct from firewalls.

While the general case of bypassing the firewall and policy enforcement may be though of benefit to an IMS service provider, it may be at the expense of the firewall operator (whether residential, enterprise, terrestrial or broadband access provider including mobile Internet or IP network access, and/or transport provider) who may wish to install firewalls, proxies, or other PCEF to enforce its policies.
The following may be needs in addition to firewall traversal:

· Consideration for IMS traffic to pass through PCEF other that firewalls.

· Consideration for IMS traffic to pass through HTTP proxies.

· Consideration of the policy enforcement and policy discrimination needs of the firewall operator.

· Consideration for premises based policy enforcement and discrimination as well as network-based policy enforcement and discrimination.
Editors Note: The use cases and requirements in sections 3.1-3.4 are for further study and inclusion pending SA1 input.
