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1
Scope

Editor’s notes: This section describes the scope of this Technical Report (TR). 

The scope of this Technical Report (TR) is:

· To review and study the requirements and scenarios for traversal of IMS services over IMS-unaware firewalls (NIMSFW). 

· To study mechanisms (based on both secure and non-secure tunnels), which can be used for traversal of IMS services over IMS-unaware firewalls.

2
References

Editor’s notes: This section lists the documents which are referenced in this TR.

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Release specifications".

[3]
3GPP TR 21 912 (V3.1.0): "Example 2, using fixed text".

[4]                       3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".

[5]
3GPP TS 22.228: “Service Requirements for Internet Protocol (IP) multimedia core network subsystem (IMS)
[6]
3GPP TS 43.318: Generic Access Network, Stage 2

[7]
3GPP TS 24.229: IP Media Call Control protocol based on SIP and SDP; Stage 3

[8]
3GPP TS 33.203: Access security for IP-based services

[9]
3GPP TS 23.228: IP Multimedia Subsystem (IMS); Stage 2

[10]
3GPP TS 44.318: Generic Access Network (GAN); Mobile GAN interface layer 3 specification

[11]
3GPP TS 23.234: 3GPP system to WLAN interworking; System description

 3
Definitions, symbols and abbreviations

Editor’s notes: This section covers the definitions, symbols and abbreviations used in this document.
3.1
Definitions

Non-IMS Aware Firewall (NIMSFW)

These are the types of Firewalls which are IMS-unaware and will block IMS services. 
3.2
Symbols

3.3
Abbreviations

4
Background

Editor’s notes: This section gives an over view on various kinds of Firewalls which will allow IMS traffic to go through and Firewalls which will  block IMS traffic (NIMSFW).

4.1
NAT/FW Types

This section provides background on various kinds of NATs and Firewalls (FW) devices and the restrictions those devices could impose on IMS traffic. 

The NAT traversal mechanisms discussed in 3GPP TS 24.229 [7] will allow traversal of IMS traffic through certain kind of NAT/FW devices. The following section gives the list of those kinds of NAT/FW devices.

1. Full-cone NAT, also known as one-to-one NAT
· Once an internal address (iAddr:iPort) is mapped to an external address (eAddr:ePort), any packets from iAddr:iPort will be sent through eAddr:ePort.

· Any external host can send packets to iAddr:iPort by sending packets to eAddr:ePort.
2. (Address) restricted cone NAT
· Once an internal address (iAddr:iPort) is mapped to an external address (eAddr:ePort), any packets from iAddr:iPort will be sent through eAddr:ePort.

· An external host (hAddr:any) can send packets to iAddr:iPort by sending packets to eAddr:ePort only if iAddr:iPort has previously sent a packet to hAddr:any. "Any" means the port number doesn't matter.
3. Port-restricted cone NAT
· Like an address restricted cone NAT, but the restriction includes port numbers.
· Once an internal address (iAddr:iPort) is mapped to an external address (eAddr:ePort), any packets from iAddr:iPort will be sent through eAddr:ePort.

· An external host (hAddr:hPort) can send packets to iAddr:iPort by sending packets to eAddr:ePort only if iAddr:iPort has previously sent a packet to hAddr:hPort.
4. Symmetric NAT
· Requests from internal IP address and port pairs to different external IP address and port pairs are mapped to the external NAT address on a unique port. This also applies to all requests from the same host to different destinations.

· Only an external host that receives a packet from an internal host can send a packet back.
The following section gives the list of NIMSFW related to the use cases, where further clarifications of how existing solutions can solve the Firewall access should be studied or whether further work needs to be done should be analysed.

5. Port Restricted NAT/FW
· Requests to and from internal IP address and port pairs could only be to/from specific ports.  In other words only specific application ports are opened such as port 80 for HTTP traffic and port 443, for HTTPS traffic. In the most “secure” case this would be only port 443. 
6. TCP Restricted NAT/FW
· Requests to and from internal IP address and port pairs must be TCP. In other words Protocol field in IP header must indicate that this is TCP packet. (i.e., no UDP)  
7. Specific Port TCP Restricted NAT/FW
· This is a combination of  Port Restricted NAT and TCP Restricted NAT
· An example would be a NAT device that allows TCP only communication on port 443 (https)

8. Firewall with HTTP Proxy
When a firewall has a built in explicit HTTP proxy as shown in Figure 1, the firewall will not allow the IMS traffic through go through unless the IMS application establishes a proxy TCP connection through the HTTP proxy using the HTTP CONNECT method (RFC 2616).  Figure 2 gives an overview of HTTP CONNECT handshake.
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Figure 1: SIP IMS services blocking by “FW with HTTP Proxy”
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Figure 2: Establishing Proxy TCP connection through HTTP Proxy using HTTP CONNECT method

9. Firewall with Deep Packet Inspection (DPI) capability and Application Awareness
Many of the enterprise Firewalls have DPI capabilities and are application aware. These kinds of Firewalls can block IMS traffic by performing DPI on IMS traffic (for example, SIP packets going to default UDP/TCP port of 5060/5061 can be blocked by doing a DPI on the IP/UDP packet). Further, if the Firewall is application aware, IMS traffic could be blocked by these Firewalls doing application level inspection of the packet (for example, Firewall device can look for SIP requests INVITE or REGISTER and then block the traffic).
4.2
Premises Placed Firewall and NAT Traversal

Firewalls may be placed within a premises and within the administrative domain (enterprise/residential) of that premises.  The firewall operator may be a residential consumer or enterprise, or the consumer or enterprise may have delegated such to a service provider or operator which may or may not be distinct from the operator desiring to extend IMS services over the consumer’s or enterprise’s network.  

NAT traversal as a function either with or without a firewall is to be considered.

A premises firewall operator may desire or require the following within its administrative domain:

· To restrict all IMS traffic for access or to permit all IMS traffic that traverses its network border.

· To allow per user or device policy decisions to allow or deny IMS traffic that traverses its network border.

· To allow for the detection of IMS traffic within its administrative domain to effect policy decisions and policy enforcement.

Premises firewall operators may need such restrictive policies for a variety of reasons, including but not limited to:

· To protect its network from services it may view as unsafe or unauthorized.

· To prevent or limit consumption of network resources from unauthorized applications.

· To prevent or limit it or its agents from violating commercial terms of service from its internet service provider that may not permit access save for the purpose of email, browsing, or file transfer.

4.3
Network Placed Firewall and NAT Traversal

Firewalls may be placed at various places within the network to effect policy (including policies related to providing services to residential and/or enterprise consumers but additionally policies related to the operation of its own network).  The effect of a network placed firewall must be considered.

NAT traversal as a function either with or without a firewall is to be considered.

In this case, the firewall provider is a provider of network services and may additionally be a provider of terrestrial or mobile Internet or IP or broadband access directly to residential consumers or to enterprises.  The firewall provider may also provide transport between various consumer or enterprise networks and other networks.  The firewall provider may also host firewall and/or policy enforcement services within the network on behalf of residential consumer or enterprises it provides services to (whether as access, transport, firewall hosting, and/or network based policy enforcement).

A network firewall provider that provides services to residential consumer or enterprises may be viewed to have the same requirements as the premises firewall operator as the requirements of the premises firewall operator pass to the network firewall operator.

Network firewall operators as internet service providers or providers of mobile access have special considerations similar to that of premises firewall operator.

A network firewall operator may desire or require the following within its administrative domain:

· To restrict all IMS traffic for access or to permit all IMS traffic that traverses its network border.

· To allow per subscriber or device policy decisions to allow or deny IMS traffic that traverses its network border.

· To allow for the detection of IMS traffic within its administrative domain to effect policy decisions and policy enforcement.

Additionally network firewall operators may need such restrictive policies for a variety of reasons, including but not limited to:

· To enforce its network policies and/or business agreements.  A mobile operator that provides access may or may not welcome the offering of IMS services of another operator without a business arrangement in place.

· To effect reasonable network management for whatever reason, such as to IMS services offered “over the top” (e.g., as a service via SGi/Gi on the Internet or to some IP administrative domain, e.g., an enterprise providing its own IMS services).

· To prevent or reduce its consumer or enterprise subscribers from using IMS services that violate the terms of service they have agreed to, such as limiting Internet access to browsing, file transfer, and email as may be commonly found in many commercial terms of service.

4.4
Premises and Network Placed Firewall and NAT Traversal

Both premises and network based firewalls may exist simultaneously.  The firewall traversal methods must consider the simultaneous operation of both premises and network based firewalls.

NAT traversal as a function either with or without a firewall is to be considered including the presence of multiple NATs.


4.5
Premises/Network Policy Enforcement

Firewalls are a specific embodiment of a PCEF but other embodiments exist, such as HTTP proxies or DPI-aware PCEF distinct from firewalls.

While the general case of bypassing the firewall and policy enforcement may be though of benefit to an IMS service provider, it may be at the expense of the firewall operator (whether residential, enterprise, terrestrial or broadband access provider including mobile Internet or IP network access, and/or transport provider) who may wish to install firewalls, proxies, or other PCEF to enforce its policies.

The following may be needs in addition to firewall traversal:

· Consideration for IMS traffic to pass through PCEF other that firewalls.

· Consideration for IMS traffic to pass through HTTP proxies.

· Consideration of the policy enforcement and policy discrimination needs of the firewall operator.

· Consideration for premises based policy enforcement and discrimination as well as network-based policy enforcement and discrimination.

Editor’s note:: The use cases and requirements in sections 4.1-4.4 are for further study and inclusion pending SA1 input.
5
Use Cases

Editor’s notes: This section covers the use cases which describes how Firewalls can block IMS services. This section also provides analysis of these use cases.

6
Requirements

Editor’s notes: This section covers the requirements for the TR.
6.1
Functional Requirements

The solution shall

1. Support traversal of IMS services across firewalls 
2. For traversal  not require changes to the Firewall 
3. Minimize changes to the UE
4. Support all the existing IMS protocols (SIP, RTP, MSRP, RTSP, HTTP…..). 

5. Support detection of IMS restrictive firewalls.

6. Be transparent to the existing IMS core
· Editor’s note: The trade-off between transparency and efficiency should be studied further for requirement 7.
7. Be backwards compatible with existing IMS architecture, particularly the separation between the user and control plane.

8. Allow other 3GPP Firewall traversal mechanism to exist in parallel.

9. Allow selective invocation of firewall traversal and/or security functionality introduced through the proposed solutions when needed.

10. Not break the IMS threat model

11. iFire shall not preclude the operation of non-3GPP IP access methods defined in 23.402, GAN/UMA defined in 3GPP TS 43.318 [10], or 3GPP system to Wireless Local Area Network (WLAN) interworking defined in 3GPP TS 23.234 [11].
12. The methods for iFire shall consider whether an existing IP access mechanism, such as non-3GPP IP access, GAN/UMA, or 3GPP system to Wireless Local Area Network (WLAN) interworking will traverse a firewall.
13. Support all kinds of IMS UE, both fixed and mobile.
6.2
Security Requirements

The solution shall

1. Comply with Lawful Intercept and other regional regulatory requirements.  

2. Ensure that mandatory IMS access security for the control plane is preserved
3. Ensure that the optional IMS security for user plane is preserved

4. Introduction of the iFire feature shall not have any negative impacts on the security of the protected security zone(s) behind the NIMSFW and shall not have negative impacts on the security of the terminals
Editor’s note: 

· The impact on emergency calls is for further study

· The impact on IMS client authentication is for further study

· Additional security features that may be required at the tunnelling level should be further studied.

· Device Impact of iFire should be further studied

7
Overview of existing 3GPP compliant solutions 

Editor’s notes: This section discusses the existing Firewalls traversal techniques suggested in the 3GPP specs and the restrictions imposed by these techniques on IMS traffic. 

7.1
STUN, TURN and ICE
7.1.1
Introduction

3GPP TS 23.228 [9], Annex G specifies the use of STUN, TURN and ICE for NAT traversal in IMS networks. Also, 3GPP TS 24.229 [7] further specifies the use of these mechanisms to provide NAT traversal in the IMS networks. The following section briefly explains these mechanisms and explains the limitations these mechanisms have for traversing certain kind of FW/NAT devices in the IMS environment.

7.1.2
STUN
Session Traversal Utilities for NAT (STUN) is a standardized set of methods, including a network protocol, used in NAT traversal for applications of real-time voice, video, messaging, and other interactive IP communications. STUN is documented in RFC 5389. STUN is a tool to be used by other protocols, such as TURN, and it defines an extensible packet format.

The STUN protocol allows applications operating through a Network Address Translator (NAT) to discover the presence of a network address translator and to obtain the mapped (public) IP address (NAT address) and port number that the NAT has allocated for the application's User Datagram Protocol (UDP) connections to remote hosts. The protocol requires assistance from a 3rd-party network server (STUN server) located on the opposing (public) side of the NAT, usually the public Internet. 

In addition to using protocol encryption via TLS, STUN also has built-in authentication and message-integrity mechanisms via specialized STUN packet types. When a client has discovered its external address, it can use this as a candidate for communicating with peers by sharing the external NAT address rather than the private address (which is, by definition, not reachable from peers on the public network). If both peers are located in different private networks behind a NAT, the peers must coordinate to determine the best communication path between them. Some NAT devices may restrict peer connectivity even when the public binding is known. 

7.1.2
TURN

The Traversal Using Relay NAT (TURN, RFC 5766) protocol enables a TURN client located on a private network behind one or more network address translation (NAT) to allocate a transport address from a TURN server which is a designated device on the internet. This allocated transport address can be used for receiving data from a peer. The peer itself could be on a private network behind a NAT or it could have a public address. Please refer to RFC 5766 for more information on TURN and its operation.
7.1.3 
Interactive Connectivity Establishment (ICE)

ICE (RFC 5245) is a technique for NAT traversal for UDP-based media streams (though ICE can be extended to handle other transport protocols, such as TCP) established by the offer/answer model (RFC 3264).  ICE is an extension to the offer/answer model, and works by including a multiplicity of IP addresses and ports in SDP offers and answers, which are then tested for connectivity by peer-to-peer connectivity checks.  The IP addresses and ports are included in the Session Description Protocol (RFC 4566) and the connectivity checks are performed using the revised STUN specification (RFC 5389)
ICE concept can be summarized using the following bullet items:

· Gather all candidates using STUN/TURN mechanism.

· Order them by priority.

· Communicate them to the caller in Session Description Protocol (SDP).

· Do connectivity checks.

· Stop when connectivity is established.

7.1.4
Conclusions on STUN, TURN and ICE 

Combination of STUN, TURN, and ICE can solve most of the UDP firewall traversal issues via:

· Obtaining a server reflexive address via STUN

· Obtaining a relayed address via TURN

· Telling the other party about these addresses via ICE
· Making connectivity checks

· Obtaining peer reflexive addresses

Summary:
7. 2 
IPsec / IKE v2 

Encapsulation of IKE and ESP in UDP port 4500 enables these protocols to pass through a device or firewall performing NAT assuming that the port is open.

3GPP TS 33.203 [8], Annex M, 3GPP TS 43.318 [6] and TS 44.318 [10] specify IPsec in ESP-UDP (RFC 3948) encapsulation mode to support NAT traversal for the IMS control plane. However, IPsec ESP-UDP packets will not traverse strict TCP firewalls since the transport protocol for IPsec ESP-UDP mode is UDP. Also, the default port for IPSEC while running in the ESP-UDP mode is UDP port 4500 and hence “port restricted FW/NAT” could block the IPSEC traffic and “specific port TCP restricted FW/NAT” will definitely block the IPsec ESP-UDP packets. In addition, many firewalls are configured explicitly block IPsec traffic in turn blocking the IMS traffic carried over IPsec.

8
Candidate solutions

Editor’s notes: This section discusses the candidate solutions for traversal of IMS traffic through NIMSFW and also satisfies all the requirements listed in the earlier section.

8.1
Common Procedures
9
Co-existence of Existing and Candidate Solutions
10
Assessment of candidate solutions

Editor’s notes: Here we request that the proposed solutions should be evaluated in the SA3 meetings and analysed to see whether it meets the requirements listed in section 6.
Editor’s note: The solution should be studied to understand whether the solution introduces unacceptable delay and jitter.
10.1
Device Impact

10.2
Co-existence with other IMS traversal solutions
11
Conclusions and recommendations
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