3GPP TR 33.8de V0.0.2 (2011-11)
Technical Report

3rd Generation Partnership Project;

Technical Specification Group TSG SA Security;

Security for Usage of GBA with a UE browser;

 (Release 11)

[image: image1.jpg]



[image: image2.png]=

A GLOBAL INITIATIVE




The present document has been developed within the 3rd Generation Partnership Project (3GPP TM) and may be further elaborated for the purposes of 3GPP.
The present document has not been subject to any approval process by the 3GPP Organizational Partners and shall not be implemented.
This Report is provided for future development work within 3GPP only. The Organizational Partners accept no liability for any use of this Specification.
Specifications and Reports for implementation of the 3GPP TM system should be obtained via the 3GPP Organizational Partners' Publications Offices.

Keywords

<keyword[, keyword]>

MCC selects keywords from stock list.

3GPP

Postal address

3GPP support office address

650 Route des Lucioles - Sophia Antipolis

Valbonne - FRANCE

Tel.: +33 4 92 94 42 00 Fax: +33 4 93 65 47 16

Internet

http://www.3gpp.org

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© 2011, 3GPP Organizational Partners (ARIB, ATIS, CCSA, ETSI, TTA, TTC).

All rights reserved.

UMTS™ is a Trade Mark of ETSI registered for the benefit of its members

3GPP™ is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners
LTE™ is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners

GSM® and the GSM logo are registered and owned by the GSM Association

Contents

4Foreword

Introduction
4
1
Scope
5
2
References
5
3
Definitions, symbols and abbreviations
5
3.1
Definitions
6
3.2
Symbols
6
3.3
Abbreviations
6
4
Assumptions about Architecture for using GBA from a UE web browser
6
4.1
Introduction
6
5
Usage Scenarios and accompanying Threats for using GBA from a UE web browser
7
5.1
Usage Scenarios 
7
5.1.1
Usage scenario 1
7
5.2
Threats
7
6
Control of GBA Credentials and GBA Module in the UE
7
6.1
Control Mechanism 1– Same Origin Keys
8
6.2
Control Mechanism 2 – Server Authenticated TLS
8
6.3
Control Mechanism 3 - Channel Binding
8
7
Potential Extension of Protocol Mechanism used on Ua Reference Point
8
7.1
Key derivation
8
7.2
Channel binding
9
8
Common Practices and Examples
9
8.1
Good Programming Practices
9
8.2
Javascript GBA API description
9
8.2.1
GBA API Description
9
8.2.2
Example API usage
10
8.3
Example sequence flows
10
8.3.1
Example sequence flow with channel binding
10
Annex <X>: Change history
13





















Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

The most used authentication method in the Internet today is HTML FORM based authentication. It is used with web browsers where a login page is downloaded over HTTPS and which contains an HTML FORM with at least 'username' and 'password' fields.  Sometime, this takes place over plain HTTP, which poses a security risk. The current mechanism how GBA could be used from web browser is to use GBA with HTTP Digest as specified in clause 5.3 of 3GPP TS 33.222 [3].  

In current implementations, once a web browser has started to use HTTP Digest with a particular web server, it continues to use it until the browser instance is terminated. This is common behavior in web browsers today.  This means that there is no way of doing a logout as the browser keeps on sending the HTTP Authorization headers back to the web server. 

Another drawback is that using HTTP Digest in parallel to HTML FORM based authentication is not straight forward as the authentication happens in different layers of protocols. Also, the usage of HTTP Digest and HTML FORM based Authentication from the same browser is investigated.

In order to simplify the usage of GBA in web browsers this document describes how to enable access to GBA in HTML layer, namely using javascript.  The usage of javascript together with GBA raises also some security concerns with regard to protection of GBA credentials, hence the best common practices for this kind of interworking are outlined in this document.
1
Scope

This work in this Technical Report has the following scope: 

- Study the potential threats for different usage scenarios of GBA credentials using a web browser for new usage scenarios, not covered by current specifications e.g. using HTML forms, using Javascript, using widgets

- Study, identify and specify any protection mechanism that maybe additionally required for the GBA credentials

- Study, identify and potentially specify usage control for GBA credentials

- Study, identify and potentially specify access control mechanism for GBA module 

- Study, identify and potentially specify the usage of web based GBA as an extension on the current protocol mechanisms used on Ua reference point (e.g. new Ua protocol identifier)

- Identify and outline how GBA can be used with HTML Forms and Javascript securely (e.g. describing GBA – web specific common practices and examples)

This Technical Report will collect the potential specification improvements, which are then at a later stage of work transferred to the appropriate Technical Specifications. The potential improvements for access control to GBA credentials and potential Ua protocol impacts will then be documented in TS 33.220 [2]. The threat analysis, common security implementation pracices and examples may build a new chapter 5 in TS 33.222 [3].
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]  
3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture".
[3]
3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".
[4]
IETF RFC 5705 (2010): "Keying Material Exporters for Transport Layer Security (TLS)".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1] and TS 33.220 [2].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Assumptions about Architecture for using GBA from a UE web browser

Editor’s Note: This chapter will contain the reference to the GBA architecture and additionally some basic assumptions how the browser and the GBA Module will interact. The purpose is to set a clear framework for the following sections and to avoid misunderstandings due to different assumptions. 
4.1
Introduction

The most used authentication method in the Internet today is HTML FORM based authentication. It is commonly used with web browser where a login page is downloaded over HTTPS and which contains an HTML FORM with at least 'username' and 'password' fields.  

The current mechanism how GBA could be used from web browser is to use GBA with HTTP Digest as specified in clause 5.3 of 3GPP TS 33.222 [3]. In this case, the GBA enabled web server can detect whether the web browser is able to perform GBA with HTTP Digest by examining the "User-Agent" header. If "3gpp-gba" product token is present in this header, then the web server (NAF) is able to perform GBA with HTTP Digest with the web browser (UE).  However, HTTP Digest has one general drawback. In current implementations, once web browser has started to use HTTP Digest with a particular web server, it continues to use it until the browser instance is terminated. This is common behavior in web browsers today.  

This means that there is no way of doing a logout as browser keeps on sending the HTTP Digest headers back to the web server. Another drawback is that using HTTP Digest in parallel to HTML FORM based authentication is not straight forward as the authentication happens in different layers of protocols and with different input windows (as web browsers typically implement a dialog window to handle the query HTTP Digest authentication credentials from the end user compared to HTML FORM having query for the credentials implemented as part of the web page itself).

In order to simplify the usage of GBA in web browser this TR outlines the access to GBA in HTML layer, namely using javascript.
5
Usage Scenarios and accompanying Threats for using GBA from a UE web browser
Editor’s Note: This chapter will contain the usage scenario and the threats that can be deducted from it.
5.1
Usage Scenarios 
5.1.1
Usage scenario 1

End user wants to use some service provider’s services (e.g., an operator), and the service provider wants to use GBA to authenticate the user.
1)
End user opens web browser application in the ME, and instructs it to go the service provider’s web page. The web page redirects the web browser to a login page if end user has not yet authenticated.
2)
Service provider’s login page has logic to discover whether javascript access to GBA is enabled in the browser or not (can be done with javascript). If GBA is not supported, the web page reverts to other means of authentication, e.g., legacy username/password.  If GBA is supported, proceed to step 3.

3)
The web page has code implemented in javascript that obtains a NAF specific key and the B-TID from the GBA function in the UE. In simplest case, the browser uses these variables as username and password in an HTML FORM, and instructs the web browser to send this information back to the web server.

4)
The web server extracts the NAF specific key and the B-TID, and uses B-TID to fetch the NAF specific key from the BSF over Zn interface. The NAF compares the received NAF specific key from the BSF with the one received from the UE.  If they are equal, end user is authenticated, and the requested service is provided to the ME and the end user.
5.2
Threats
The usage scenarios described in clause 5.1 are susceptible to three serious threats:
Threat 1:
ME downloads a web page from an attacker that has javascript which requests all NAF specific keys that is interested in.

Threat 2:
ME uses a public access point that is controlled by attacker, i.e., classic man-in-the-middle attack. When the ME requests the login page from the service provider, the attacker sends back a rogue login web page as it controls the DNS. This rogue login page has javascript that is able to extract any NAF specific key of the service provider, and send it back to the attacker.
Threat 3:
It is possible for any third party on the internet connection to eavesdrop on the B-TID and the Ks_NAF, and impersonate the user as long as the B-TID has not expired.


6
Control of GBA Credentials and GBA Module in the UE

Editor’s Note: This chapter will outline control mechanism to secure the handling of GBA credentials in the terminal and potential supporting measures in the network.
6.1
Control Mechanism 1– Same Origin Keys
To mitigate threat 1 in clause 5.2, the web browser should limit a web page to access only to those NAF specific keys that belong to origin web server. This way javascript has access only to one NAF’s keys, which is the NAF identified by the origin of the web page.  All web browsers currently implement a single-origin policy where the javascript is able to send HTTP requests only to the server from where the original web page came from. 
6.2
Control Mechanism 2 – Server Authenticated TLS

To mitigate threat 2 and threat 3, HTTPS, i.e, server authenticated TLS, should be used with integrity and confidentiality protection. This way attacking DNS does not help the attacker as the origin of the web page is authenticated using TLS, and the web page content, and B-TID and Ks_(ext)_NAF are confidentially protected against evesdropping.

6.3
Control Mechanism 3 - Channel Binding

The usage of server authenticated TLS as described in clause 6.2, introduces another threat. Given that in commonly used browsers there are 100+ root certificates from certification authorities (CAs) who have different levels of security protection when issuing and managing certificates, it can be questioned generally, how secure TLS with server authentication really is.  If one CA is compromised, then from GBA's perspective all server authenticated TLS sessions are compromised.

To mitigate the threat, the TLS channel should be bound to the key derivation process of GBA.  As the key derivation of Ks_(ext)_NAF is already defined with a fixed set of input parameters, and backward compatibility by not changing this key derivation should be ensured, a new javascript specific key should be derived from Ks_(ext)_NAF using a channel binding mechanism.  This channel binding mechanism shall be based on a session key extracted from the TLS master key as specified in RFC 5705 [4]. 
7
Potential Extension of Protocol Mechanism used on Ua Reference Point 

Editor’s Note: This section outlines potential extension to the protocol mechanism used on Ua reference point to protect against the threats outlined in chapter 4.
7.1
Key derivation

In order to ensure the key separation in the HTML FORM based authentication in Ua reference point, both the FQDN and a Ua security protocol identifier for the NAF_ID needs to be specified.  

FQDN

Web browser and ME vendors should check that when a javascript requests the NAF specific key that the used FQDN in NAF_ID matches the FQDN of the origin of the web page that has the javascript. The FQDN matches the URL of the origin. The FQDN shall also be present in the TLS server certificate. Thus, UE should be required to do this check. Implementation wise it is the web browser that has to do this check in the UE.

Ua security protocol identifier

Since HTML FORM is tunneled through TLS, one possibility is to use the Ua security protocol identifier for Ua security protocols that are based on TLS (HTTP Digest with HTTPS and Pre-shared key TLS) that is already specified in Annex H of 3GPP TS 33.220 [2]: (0x01,0x00,0x01,yy,zz), where yy and zz are the protection mechanism CipherSuite as specified in relevant TLS specifications by IETF. However, the HTML FORM based authentication within TLS is significantly different from this Ua security protocol identifier where the NAF specific key is used as a password in the (TLS tunneled) HTTP Digest case compared to HTML FORM case where the NAF specific key is transferred in plain text inside the TLS tunnel. Therefore it is recommended to specify a new Ua security protocol identifier for Ua protocols that transfer the NAF specific key in plain text inside a TLS tunnel, e.g., (0x01,0x00,0x02,yy,zz), where the third octet (0x02) would distinguish this case from other protocols tunneled inside TLS. The last two octets (yy,zz) would specify the TLS ciphersuite used.

NOTE1:
Whenever a new Ua protocol is specified where the client authentication is performed inside a server authenticated TLS tunnel, and the client authentication is based on a protocol (inside a TLS tunnel) not covered by the existing Ua security protocol identifiers, then a new identifier should be specified. In general, this kind of Ua security protocol identifier could be in the form where the used TLS ciphersuite is indicated the same way as above (last two octets of the identifier), and the used client authentication protocol by (subset) of the remaining octets (second and/or third octet).

7.2
Channel binding

To mitigate the threat introduced in clause 6.3, a second level of key derivation is introduced. When javascript code that is downloaded from the web server via the server authenticated TLS tunnel requests for a GBA based key, the request is first handled by the web browser and more specifically the GBA API module in the web browser.  The GBA API module will request the Ks_(ext)_NAF key from the GBA Function in the ME using the javascript specific NAF_ID as specified in clause 7.1. After receiving the Ks_(ext)_NAF key from the GBA Function, the GBA API will obtain the TLS_MK_Extr, which is extracted from the TLS master key using the exporter function as specified in RFC 5705 [4].  The label for the exporter function shall be "EXPORTER_3GPP_GBA_WEB ". The TLS_MK_Extr is used to derive a javascript specific key Ks_js_NAF that is bound to the server authenticated TLS tunnel. The Ks_js_NAF shall be derived from Ks_(ext)_NAF as follows:



Ks_js_NAF = KDF ( Ks_(ext)_NAF, TLS_MK_Extr )

Editor's note:
The label "EXPORTER_3GPP_GBA_WEB" for the exporter function needs to be registered with IANA.

An example sequence flow is in clause 8.3.1. 

8
Common Practices and Examples

Editor’s Note: This in an informative chapter with guidance for developers to avoid common security mistakes.

8.1
Good Programming Practices
8.2
Javascript GBA API description

8.2.1
GBA API Description

Below is an example how javascript based GBA API could be specified:
[NoInterfaceObject]

interface DocumentGBA {

    readonly attribute GBA gba; 

};
Document implements DocumentGBA;

[NoInterfaceObject]

interface GBA { 

   void getGBAKey(in GBACallback successCallback,

                  in optional GBAErrorCallback errorCallback,

                  in optional GBAOptions options);

};

[Callback=FunctionOnly, NoInterfaceObject]

interface GBACallback {

   void handleEvent(in GBAKeyInfo keyinfo);

};

[Callback=FunctionOnly, NoInterfaceObject]

interface GBAErrorCallback {

   void handleEvent(in GBAError error);

};

[Callback, NoInterfaceObject]

interface GBAOptions {

   attribute boolean forceBootstrap;          // force bootstrapping; default false

};                             

// The NAF_ID is determined by the web browser. The FQDN is taken from the origin URL

// of the web page that has the javascript.  The Ua security protocol identifier is

// (0x01,0x00,0x02,yy,zz) where the yy,zz is CipherSuite in the used TLS tunnel (HTTPS).

// If TLS tunnel was not used, (0xFF, 0xFF, 0xFF, 0xFF, 0xFF) is used as Ua security

// protocol identifier. The latter case is not specified in 3GPP and it should only be

// used for testing purposes.

interface GBAKeyInfo {

   readonly attribute DOMString key;          // base64 encoded GBA key: Ks_(ext)_NAF

   readonly attribute DOMString btid;         // B-TID

   readonly attribute long bootstrapTime;     // Bootstrap time; millisecs since 1.1.1970

   readonly attribute long expiryTime;        // Key expiry: millisecs since 1.1.1970

   readonly attribute DOMString fqdn;         // used FQDN 

   readonly attribute DOMString uaSecProtId;  // base64 encoded Ua security prot. id;

};

interface GBAError {

   readonly attribute unsigned short code;    // error code (to be specified)

   readonly attribute DOMString message;      // textual description of the error

};

8.2.2
Example API usage 

Below is an example how to use javascript based GBA API:

// Basic example of requesting GBA key

document.gba.getGBAKey(gbaSuccess,gbaError);

function gbaSuccess(keyinfo) {

   // gba key was successfully created, and for example use

   // keyinfo.btid as username and keyinfo.key as password

}

function gbaError(error) {

   // an error occured during gba key creation

}

8.3
Example sequence flows

8.3.1
Example sequence flow with channel binding

Below is an example sequence flow diagram of GBA usage in Web context, i.e., within javascript.  
Editor's note:
An architecture diagram needs to be added to this document outlining the nodes of the message flow below.

[image: image3]
Figure 1. Example sequence flow.

The web browser is considered to be a trusted application in the sense that the user trusts it to handle security related functions properly, i.e., setting TLS sessions with servers, sandboxing the javascript code that is downloaded from the web servers, and not leaking sensitive information like a password to third parties. In the sequence flow diagram, the web browser is divided into three functional blocks: 

-
engine module handles the basic functionalities for the web browser like setting up TLS with web servers, downloading web resources from network, and providing the user interface with the end user. 

-
GBA API module offers the API towards any javascript executing in the web browser.  As javascript should not be explictly trusted, the web browser and the GBA API should not reveal any sensitive information to the javascript, nor should they accept any sensitive information from the javascript more than necessary.

-
javascript module executes the downloaded javascript.  Any javascript executing in web browser should be considered not trusted and should not be granted access to sensitive resources or the access to those resources should be controlled.

The communication between web browser and web server in the depicted sequence flow diagram is executed inside a server authenticated TLS tunnel. Also, the web browser is in the process of downloading a html page where one of the linked javascript resources is “gba.js”.

1.
The web browser and the web server establish a server authenticated TLS tunnel.

2.
The web browser engine makes a HTTP GET request to the server to download gba.js resource from the server.

3.
The web server sends the gba.js file that contains the javascript GBA API call on the browser. The gba.js can also contain additional logical elements that make use of the Javascript specific key Ks_js_NAF.


Example GBA API call could look like:

document.gba.getGBAKey(successCallback,

                       errorCallback);

4.
As a HTTP response to the HTTP request made in step 2, the web server returns the gba.js to the web browser. 

5.
The engine in the web browser starts to execute the javascript in gba.js in javascript sandbox.

6.
The javascript comes to a point where a call to GBA API is made.  



7.
Browser's javascript GBA API locates the relevant information about the javascript, i.e., in what html page it is executing, from what url was the html page downloaded from, and which TLS ciphersuite is used in the TLS tunnel.  The FQDN of the NAF can be extracted from the url of the web page, and the Ua security protocol identifier can be derived from the used TLS ciphersuite. FQDN of the NAF and the Ua security protocol identifier form the NAF_ID.

8.
Browser's javascript GBA API makes a call to ME's GBA Function with the NAF_ID derived in step 7.

9.
The GBA Function bootstraps with the BSF if there is no valid GBA master key Ks.  From the Ks, Ks_(ext)_NAF NAF specific key is derived using the NAF_ID.

10.
The GBA Function returns the Ks_(ext)_NAF key to browser's javascript GBA API with the bootstrapping transaction identifier (B-TID).

11.
Upon receiving the Ks_(ext)_NAF key, browser's javascript GBA API will obtain the TLS_MK_Extr attribute of the TLS tunnel as specified in RFC 5705 [4] using the label "EXPORTER_3GPP_GBA_WEB", and generate a javascript specific Ks_js_NAF key using this attribute:



Ks_js_NAF = KDF ( Ks_(ext)_NAF, TLS_MK_Extr )

12.
Browser's javascript GBA API returns javascript specific Ks_js_NAF key, B-TID and key lifetime to the executing javascript.

13.
The javascript continues to execute and it uses the Ks_js_NAF key the way the web server has instructed (via javascript).


Example how javascript can extract parameters from result object in javascript (continued from step 2).

function successCallback(result) {

   var key = result.key;

   var btid = result.btid;

   var lifetime = result.expiryTime;

}

14.
After executing the client side logic, the javascript makes a XMLHttpRequest (ajax call, HTTP request) to the web server. This request contains at least Ks_js_NAF or hash of it, and B-TID.

15.
The web server fetches the Ks_(ext)_NAF key from the BSF, and it then derives the Ks_js_NAF with the TLS_MK_Extr attribute the same way it was done in step 11. The web server will then compare the received Ks_js_NAF with the locally derived one.

16.
If the received Ks_js_NAF is valid, the web server will continue to process the request made in step 14 and return the result to the web browser (to the javascript).
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14. POST /validate HTTP/1.1





16. HTTP 200 OK





15. Web server request Ks_(ext)_NAF from the BSF using the B-TID, and then generates Ks_js_NAF using TLS_MK_Extr.  It then validates the incoming request with Ks_js_NAF.





1. Establish TLS Tunnel.








