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1. Overall Description:

3GPP SA3 thanks ITU-T SG 11
for their update on their plans for future work on protocol procedures related to the security and quality of service provided by mobile backhaul.

With regard to the “new new protocols and procedures are required, in SA3’s view, to safeguard the security and quality of service of the user’s content over this transmission segment” , SA3 would like to refer ITU-T SG 11 to the following:

1
LTE 

Backhaul related clauses of the following specifications:  
TS33.401 3GPP System Architecture Evolution (SAE); Security architecture http://www.3gpp.org/ftp/Specs/archive/33_series/33.401/33401-b10.zip
Clauses related to backhaul security are: 

· Clause 11
Network Domain Control Plane protection

· Clause 12
Backhaul link user plane protection

· Clause 13
Management plane protection over the S1 interface

TS 33.402 3GPP System Architecture Evolution (SAE); Security aspects of non-3GPP accesses
http://www.3gpp.org/ftp/Specs/archive/33_series/33.402/33402-b10.zip
Clauses related to backhaul security are: 

· Clause 11
Network Domain Security

Both these specifications refer to 3GPP Network Domain Security NDS/IP and the associated authentication framework which have been updated for LTE.
TS33.210 3G Security Network Domain Security (NDS) IP network layer security 

http://www.3gpp.org/ftp/Specs/archive/33_series/33.210/33210-b20.zip
TS33.310 Network Domain Security (NDS); Authentication Framework (AF) 

http://www.3gpp.org/ftp/Specs/archive/33_series/33.310/33310-a40.zip
2 Home Base stations 


Specifically related to use of broadband in the home enviromement, is the Home Base Station 

TS 33.320 Security of Home Node B (HNB) / Home evolved Node B (HeNB 

http://www.3gpp.org/ftp/Specs/archive/33_series/33.320/33320-b30.zip
In summary, from 3GPP security point of view, no new protocols and procedures are required.

Even if QoS, does raise some security related issues, for example  DiffServ, SA3 will refer to IETF protocols, and not ask for new protocols specifically for backhaul in 3GPP.
3. Actions:
ITU-T SG 11 to note the summary and specifications listed above. 
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