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1. Overall Description
3GPP SA3 thanks ITU-T study group 17 for their LS on mobile and smart phone security.

3GPP SA3 believes that mobile and smart phone security is an important topic and wants to inform ITU-T study group 17 of its activities pertaining to the contents of document draft X.msec-6 Security aspects of mobile phones. Due to the focus of 3GPP SA3 on cellular networks, not all threats described in the ITU-T document are fully covered. 
Looking at the specific security threats described in the ITU-T study in Section 7.2, 3GPP SA3 is already looking at the following areas:

	Threat
	countermeasure described in SA3 document

	7.2.1 loss, theft and disposal
	23.002 (EIR)

	7.2.2 electronic eavesdropping
	33.102, 33.401, 33.259, 43.020, 33.203, 33.328, 33.141

	7.2.3 cloning
	

	7.2.4 threats from internet
	33.222, 33.980, 33.924

	7.2.5 multiple external interfaces [..not attaching to cellular network..]
	33.234, 33.402

	7.2.6 unauthorized access [..to data on the device..]
	33.905, 33.110

	7.2.7 malware
	

	7.2.8 spam
	33.937

	7.2.9 unauthenticated accessing of location information
	

	7.2.10 diallerware attacks
	


3GPP specifications can be found at http://3gpp.org/specification-numbering
ETSI SCP can provide more input relating to cloning of UICCs.

In the discussion, the following comment regarding the countermeasures were brought up, which was thought to be worthy of inclusion to this LS:
In the ITU-T document, there is some discussion of user acknowledgements. However, this may lead to usability issues.
2. Actions:

To: ITU-T SG17
ACTION: 
3GPP SA3 kindly asks ITU-T SG17 to take the above into consideration.
3. Dates of Next SA3 Meetings:

3GPPSA3#66 
6 - 10 Feb 2012    
Vancouver  CA 
3GPPSA3#67 
21 - 25 May 2012     

3GPPSA3#68 
9 - 13 Jul 2012    
Bratislava (TBC)  SK 
