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Abstract of the contribution: This contribution provides details of a network based method of enforcing a USIM/device restriction using device authentication
Discussion 
This contribution proposes a network based method for enforcing restriction of USIMs to devices to fulfil the SA1 requirement. 

 The method can be considered to be made of three distinct parts, namely;

1. Providing a method for the network to authenticate the device which is made of 
a. The actual method used to authenticate the device

b. The method of checking the key used to authenticate the device is the correct one

2.  Providing a method for the network deciding if IMSI/IMEI pair is authorised to attach to the network.
In both the proposed solution variants presented here, part 1a is provided by a method similar to that proposed in solution 5 for Relay Node (see [1]) and part 2 is provided by checking a list of allowable IMSI/IMEI pairs in the HSS/HLR. They differ primarily on how part 1b is performed.
In the first proposed solution variant  (variant 1), part 1b is realised by the device sending its certificate to the core network node and the HSS/HLR providing that core network node with an appropriate root certificate to check the device’s certificate. Meanwhile in the second solution variant (variant 2), part 1b is realised by the HSS/HLR directly providing the device’s public key to the core network node. 
Proposal
It is proposed that SA3 agree the below pCR for inclusion in TR 33.868.

Reference 
[1] TR 33.816 Feasibility study on LTE relay node security
Proposed pCR

7.7.1.X
Network based method

7.7.1.X.1
General 

Two network based solution variants for restricting the USIM to certain MEs/MTC devices are provided. The variants are similar and only differ in how the network decides that the key used to authenticate the device is the correct one. Both solutions are based on enhancing the AKA procedure that runs between the UE and core network (see subclause 7.7.1.X.2) and use the same basic flows for initial attach and re-authentication (see subclause 7.7. 1.X.3).  Both solution variants also rely on the HSS/HLR checking that an IMSI/IMEI pair is authorised to attach to the network. The difference between the two solution variants are provided in subclause 7.7.1.X.4).

7.7.1.X.2
Enhanced AKA authentication
The existing AKA authentication procedure is enhanced to also perform device authentication that works in conjunction with the standard AKA authentication. Providing device authentication requires that the device has been provisioned with a device_root_key that can be used to send encrypted traffic to the device and that is uniquely associated to the IMEI of the device. The device_root_key is a public key of the device. A secure part of the device stores the sensitive device keys such as the private key and performs all cryptographic operations that make use of these sensitive keys.
The device authentication can be run either in parallel with the AKA procedures by adding new IEs to those messages or can run separately by enhancing other NAS or in a new message (which is preferred is a stage 3 decision). The latter case allows the IMEI to be sent only after the security has been established and helps preserve the privacy of the IMEI. 

Whenever a Core Network Node (CNN), e.g. SGSN in UTRAN/GERAN or MME in E-UTRAN, wishes to perform device authentication, it creates a device_challenge and sends it to the device in a relevant NAS message. The device computes the device_response and returns it to the network in a response NAS message. This allows the CNN to authenticate the device. 

In addition, a root key, KDevice, for a particular access, e.g. a key that takes on the role of CK and IK in UTRAN or KASME in E-UTRAN, can be calculated from the device authentication. The calculation of KDevice includes using KRoot, the root key calculated from the concurrent AKA run or previous AKA run, if there is one, and hence KDevice is derived based on keys resulting from both the normal AKA run and the device authentication. 

The calculation of device_challenge, device_response and KDevice are as follows:

device_challenge = Edevice_root_key (device_temp_key), network_nonce
where EK(data) means data encrypted with key K, and network_nonce is a 128-bit random number chosen by the network. The device_temp_key is a 256-bit random number chosen by the network.

Both the UE and CNN keep device_temp_key while it has the security context that has a KDevice that was derived from it. This means that Edevice_root_key (device_temp_key) is optional to send in the case that the CNN knows the current security context being used by the UE has a KDevice as root key and hence the UE has a device_temp_key stored and the CNN is willing to re-use that key.

device_response is calculated as

device_response = device_nonce, device_res
where device_nonce is a 128-bit random number (e.g., 128 bits) chosen by the device; and device_res is a 128-bit number that is calculated as follows:

device_res = KDF (device_temp_key, network_nonce || device_nonce)

where KDF is a suitable pseudo-random function.
Finally, the calculation of KDevice is as follows: 

KDevice = KDF (device_temp_key ||KRoot, network nonce || device_nonce)

where KRoot is the key(s) freshly generated from a standard AKA authentication or the key(s) previously generated before the CNN initiates the device authentication. 
7.7.1.X.3
High-Level flows for the proposed method 
7.7.1.X.3.1
General
The following subclauses contain attachment and re-authentication flows for the method at a high-level. The flows do not illustrate actual message but rather logical steps (except the device authentication step in each flow). The flows apply to both the proposed solution variants and are common for the different access networks  (i.e., GERAN,  UTRAN and E-UTRAN). The details of steps 2 and 3 of the attachment flow are provided in subclause 7.7.1.X.4. for each of the proposed solutions.  

7.7.1.X.3.2
Attachment flow 

Figure 7.7.1.X.3.2-1 shows how an UE can attach to a network with the addition of a device authentication step.  
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Figure 7.7.1.X.3.2-1: Attachment flow

The following is a description of the steps in figure 7.7.1.X.3.2-1.

Step 1: This is the normal messages for the access network except that the CNN informs the HSS/HLR that it is capable of performing device authentication for the UE and the HSS/HLR informs  the CNN that device authentication is needed.

Steps 2: This step is solution dependent but only requires a change from standard behaviour in the case of solution that requires a device certificate from the UE. It should also be noted that for some access network, the IMEI request/response may happen in the same messages that are used for step 1.

Step 3: This step is solution variant specific; however in all variants, the CNN gets the HSS to check the whether the current IMSI/IMEI pair is authorised to access the network and also fetches any required device authentication data from the HSS.

Step 4a: The CNN sends the device challenge to the UE. The (e)KSI, the normal key identifier, is only sent if the CNN wants the UE to create a security context with KDevice as its root key. The device_challenge always contain network_nonce but only contains Edevice_root_key (device_temp_key) if the CNN wants to change device_temp_key as described in subclause 7.7.1.X.2.

Step 4b: If (e)KSI was include in step 4a, the UE establishes a security context with KDevice as its root key 

Step 4c: The UE responds to the CNN with device_response that contains both device_nonce and device_res (see subclause 7.7.1.X.2). 

Step 4d: The CNN checks device_res is the expected value and establish a new security context if step 4a included (e)KSI.

Step 5: The CNN may take any new security context into use. The attach procedure is completed. 

7.7.1.X.3.3
Re-authentication flow 

Figure 7.7.1.X.3.3-1 shows how to re-authenticate with device authentication.  
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Figure 7.7.1.X.3.3-1: Re-authentication flow
The following is a description of the steps in figure 7.7.1.X.3.3-1.

Step 1: The CNN retrieves any needed authentication information from the HSS/HLR, e.g. an AKA authentication vector.

Steps 2a to 2d: The same as steps 4a to 4d in subclause 7.7.1.X.3.2.

Step 3: The CNN may take any new security context into use

7.7.1.X.4
Differences between the solution variants

7.7.1.X.4.1
General

The following subclauses describe the different solution and in particular step 2 and 3 in those different solutions.

7.7.1.X.4.2
Variant 1: HSS/HLR provides the root certificate  

In this solution, the HSS/HLR needs to be provisioned (or have access to a database) with the IMSI/IMEI pairs that are authorised for use and the associated root certificate that has been used to sign the UE’s certificate. The following describes steps 2 and 3 for this solution.

Step 2: The CNN requests and receives the UE’s certificate from the UE.

Step 3: The CNN sends IMSI and IMEI pair of the UE to the HSS/ HLR and also requests the root certificate related to that IMEI. Note that the request for root certificate can be skipped if the CNN has a local copy of the root certificate associated with the received IMEI. The HSS/HLR checks that IMSI/IMEI pair is authorised to attach to the network and if so returns authorisation success and the root certificate to the CNN (if requested by the CNN). The CNN uses the root certificate to check the UE’s certificate is valid and hence gets the public key of the UE from the UE’s certificate and is able to perform device authentication of the UE.

A particular IMSI/IMEI pair is revoked by removing it from the HSS or associated database. A particular device is revoked by removing all the IMSI/IMEI pairs that relate to that device.
7.7.1.X.4.3
Variant 2: HSS/HLR provides the UE’s public key 

In this solution, the HSS/HLR needs to be provisioned (or have access to a database) with the IMSI/IMEI pairs that are authorised for use and the public key of the UE. The following describes steps 2 and 3 for this solution.

Step 2: There is no change from the current standard behaviour.

Step 3: The CNN sends IMSI and IMEI pair to the HSS/ HLR and also requests the public key related to that IMEI from the HSS/HLR. The HSS/HLR checks that IMSI/IMEI pair is authorised and if so returns the public key associated with the IMEI to the CNN. The CNN uses the received  public key to perform device authentication of the UE. 

A particular IMSI/IMEI pair is revoked by removing it from the HSS or associated database. A particular device is revoked by removing all the IMSI/IMEI pairs that relate to that device. 
