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1
Introduction
To achieve immediate distribution of the highest priority information, EWTS specifies delivery of emergency information in two different notifications directly corresponding to different types of seismic waves. 

· The primary notification only contains the most urgent information such as warning type and in the case of an Earthquake, it is sent out when registering a P-wave (primary wave or pressure wave). When receiving a primary notification the UE sounds an alarm sound and displays a pre-determined warning message on screen.

· The Secondary Notification contains more detailed textual information such as seismic intensity, epicentre, etc. It is sent out when registering a S-wave (secondary wave or shear wave). When receiving a secondary notification, the UE simply displays the information on screen.

As P-waves travel much faster than S-waves, the information in the secondary notification is typically not known when sending out the primary notification. In case of an earthquake, a UE will typically receive the primary notification several seconds before receiving the secondary notification. When receiving a primary notification, the user has no way of knowing the magnitude of the earthquake as this information is only included in the secondary notification. And as the magnitude and epicentre is typically not known when sending out the primary notification, users receive primary notifications also for relatively non-serious earthquakes.
In the current ETWS standard, only the primary notification has an optional signature field. An adversary wanting to cause panic might therefore start sending out false notifications. While a false primary notification might only signal “Tsunami”, causing people to run to shelter, a false secondary notification might falsify the magnitude of a minor earthquake “Earthquake, Magnitude 9.7” or instruct people to take hazardous or even fatal actions
 “Nuclear explosion! Fatal air levels of iodine-131 and caesium-137! Citizens advised to immediately drink chlorine bleach to prevent radiation damage.”

False secondary notifications are therefore as serious threat as false primary notifications. While the above could also be done by e-mail, the impact is likely to be much higher when received through a trusted warning system. 
It is therefore important that all notifications carrying warning information are equally protected.

2
Proposal
The following text is proposed for inclusion in the TR.

3
PCR

5.1.2.X Primary and Secondary Notifications

To achieve immediate distribution of the highest priority information, EWTS specifies delivery of emergency information in two different notifications: 

· The primary notification only contains the most urgent information such as warning type (e.g. Earthquake). When receiving a primary notification the UE sounds an alarm sound and displays a pre-determined warning message on screen.

· The Secondary Notification contains more detailed textual information such as seismic intensity, epicentre, etc. When receiving a secondary notification, the UE simply displays the information on screen.
In case of an earthquake, a UE will typically receive the primary notification several seconds before receiving the secondary notification. When receiving a primary notification, the user has no way of knowing the magnitude of the earthquake, as this information is only included in the secondary notification. And as the magnitude and epicentre is typically not known when sending out the primary notification, users receive primary notifications also for relatively non-serious earthquakes.
An adversary wanting to cause panic might therefore start sending out false notifications. While a false primary notification might only signal “Tsunami”, causing people to run to shelter, a false secondary notification might falsify the magnitude of a minor earthquake “Earthquake, Magnitude 9.7” or instruct people to take hazardous or even fatal actions “Drink chlorine bleach to prevent radiation damage”. While the above could also be done by e-mail, the impact is likely to be much higher when received through a trusted warning system.

It is therefore important that all notifications carrying warning information are equally protected.
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