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We feel that a sentence on the usage of group keys in conferencing solutions in TR 33.829 is misleading and propose to change it as follows (change marked with MS-Word revision marks). 

******************************START OF CHANGES******************************

5.3.1.2
Group keys versus bilateral keys

Media sessions in ad hoc conferences are established using the SDP offer/answer model [27]. This means that the participants receive the media streams of the focus on individual IP addresses and ports. Multicast is thus only possible above the UDP/IP level, i.e. a common RTP session may be used. Using a common RTP session means the focus can send the same SRTP PDUs to all participants. This requires the usage of a group key for the media the focus distributes in this way. If the focus sends different PDUs to different participants, these different PDUs are encrypted  individually, but still group keys can be used.
Alternatively, the focus may use separate RTP sessions for the different participants, even for common media. This allows full flexibility when choosing SSRC ids or the initial RTP sequence numbers. Each stream must be protected individually in this case, using a bilateral key, i.e. a key known only to the both sides.

The usage of group keys has certain security issues cf clause 5.3.1. This may require rekeying each time a participant joins or leaves the conference. The advantage of avoiding the complexity for rekeying when using bilateral keying has to be weighed against the performance gain when using group keys. The use of group keys reduces the number of keys to be stored. The result of the trade-off will depend on the envisaged use cases, which is why not both solutions are required to be always supported. 

*******************************END OF CHANGES*******************************
