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1. Introduction

LS from SA2 (S2-114717/S3-111106) request SA3 to consider the security issues involved and provide feedback if the HSS should be configured to verify the EPLMN-list provided by an VPLMN MME/SGSN before responding with CSG-ID list for these PLMNs. In this contribution, we evaluate the security issues involved and propose feedback to SA2.
2. Discussion
In S2-114717, SA2 discusses the security concern in sending the PLMN list with CSG-IDs to the VPLMN which is not in the ePLMN. The main concern raised is, currently the HSS in HPLMN is not aware of the equivalent PLMNs of the VPLMN, so the MME in VPLMN may request the CSG list of the other PLMN which is not the equivalent PLMN to the HSS in HPLMN. This might lead to privacy and security impacts of providing CSG-ID list of other PLMNs (ePLMNs) to a VPLMN MME/SGSN. Further SA2 discusses that the HSS in HPLMN can confirm the equivalent PLMN from the MME is real equivalent PLMN of the MME, based on configuration to solve the concern.
From a security point of view, HSS should respond only the EPLMN-listed PLMN information. However on evaluating the privacy and security impacts of providing CSG-ID list of other PLMNs by the HSS, there is no security breach on privacy or security impacts due to the following reasons:

· CSG ID is not a network hidden identity; the CSG cell broadcasts CSG ID. CSG ID is not considered as network privacy information or core network topology exposing identity. 

· Currently CSG IDs of the neighboring cells of different PLMNs are known to the eNB and the MME (e.g by UE measurement report). So the HSS is not the only source for this information to the MME/SGSN.  

· No specific attack is possible or identified for the CSG IDs, if known to theVPLMN MME/SGSN.  CSG ID is used for the access control of the UE in the VPLMN also. 

· If the VPLMN operator is interested in knowing the CSG ID of a list of PLMN, then VPLMN can get it using a drive test UE which performs SI acquisition in the interested PLMNs.
Based on the above analysis and the procedural concern raised by SA2, it may be fine not to have confirmation check by the HSS for the equivalent PLMN list provided by the VPLMN MME/SGSN.
3. Conclusion:

As there is no security breach/impacts in sending the CSG information related to the PLMN, we propose to consider not having a confirmation check at the HSS on the the equivalent PLMN list provided by the VPLMN MME/SGSN. We propose that SA3 sends a reply LS to SA2 with the content suggested in Section 2.
