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1. Introduction

In this pCR to TR 33.868, “Security aspects of Machine-Type Communications, (Release 11)” we propose to add a threat and requirement regarding authotization of trigger sent from a MTC server.
2. Discussion
TR 33.868 clause 5.1.3 requires that “The system should provide a mechanism such that only trigger indications received from authorized MTC Servers will lead to triggering of MTC Devices.” This still leaves open the door where an authorized MTC server sends an unauthorized trigger to MTC devices. Therefore the 3GPP network should not only perform authorization of MTC servers for accesing the network but also should validate if MTC server is authorized to send the trigger towards the given MTC device. 
Unauthorized MTC trigger could be sent accidently / due to mis-configuration and it could be an attack by a compromised MTC server. Therefore the 3GPP network should be able to validate whether the trigger is authorized in order to 1) reduce unnecessary signaling (both uplink and downlink) and 2) prevent attack on or misconfiguration of MTC device, example misconfiguration and attack could be faulty software update or large number of message from MTC device leading to battery depletion.
We propose that the above threat and a requirement to prevent unauthorized triggers should be added in the TR 33.868, “Security aspects of Machine-Type Communications, (Release 11)”. The pCR is given below. 
We also propose a solution for the same issue in a separate document, S3-111142.
*****************  1st CHANGE  *************** 

5.7
Key Issue 7 – External Interface Security

5.7.1 
Issue Details

There are two scenarios of MTC devices communication with MTC server(s) illustrated in TS 22.368 [9], MTC Server(s) controlled by the network operator or MTC Server(s) not controlled by the operator. The interface between MTC Server and CN may be over an insecure link. Communication between the MTC Server and the CN for common and specific services (such as MTC Device Triggering, MTC Monitoring) are carried on this insecure link. Attack on the communication between MTC Server and CN may cause false activities either to the MTC Server, MTC Device or to the 3GPP network or privacy sensitive information such as identities may be eavesdropped, which may lead to serious problems. 

5.7.2
Threats

For example the following threats are identified for external interface security:

For MTC Device Triggering:

The network triggers MTC Devices to initiate communication with the MTC Server based on a trigger indication sent from the MTC Server. This will open a chance for an attacker, especially when the MTC server is outside the operator domain.

The attacker can impersonate the MTC server to send a false trigger indication to the network, and then the network is utilized by the attacker to trigger the corresponding MTC Device(s). This will cause false decision on the MTC device which may lead to the waste of the MTC device's power consumption and even a DOS attack to the network, as a large number of MTC devices are triggered and required authentication at the same time. Thus the attackers can manipulate this to achieve their attack target. 
An authorized MTC server may not have full control over a MTC device and thus certain triggers from such MTC server to the MTC device might not be allowed. If such MTC server inadvertently triggers the MTC device with incorrect trigger then it can cause crucial damage to MTC device, for example MTC device triggered for software update by a MTC server which is not authorized to do so.
The attacker can eavesdrop privacy sensitive information such as MTC device identities on the external interface.
For MTC Monitoring:

In clause 7.2.8 of TR 22.368 [9] four monitoring events are defined:
Behavior which is not aligned with activated MTC Feature(s)

Change in the point of attachment

Change of the association between the UE and the UICC

Loss of connectivity

Upon the detection of the above events, the network provides a warning notification to the MTC Server. Then the MTC User will execute the appropriate measure according to the detected event. If an attacker impersonates a network to send a fake monitoring warning notification to the MTC Server, the MTC Server can reject to provide service to the MTC device or it will cause wrong decision such as initiating false triggering procedure. 
Analysis of device identity privacy issues

The attacker can eavesdrop privacy sensitive information such as MTC device identities on the external interface.

SA2 is discussing what device identifier that should be used between a MTC Service Provider and the network, see e.g. SA2 TR 23.888 V1.1.0 clause 6.38 (or the original agreed pCR in S2-111220) [10], where two types of identifiers, IMSI and a ISSI, are considered. Using these identifiers between an external MTC Service Provider may introduce privacy issues.

Using IMSI for network external identification purposes should, as is noted in S2-111220, of course as usual be avoided. Far reaching measures has for example been taken to avoid exposing the IMSI over radio interfaces by introducing temporary identifiers (TSMI, P-TMSI, S-TMSI, GUTI etc.). 

The ISSI (International Service provider Subscription Identifier) is introduced as an alternative having a number of desired features.

One particular security advantage of use of ISSI compared to IMSI is that it would allow a network to easily check that a MTC Server is authorized to issue a request towards a particular device as this is clear from the service provider ID included in the identifier. Using IMSI the network would have to rely on information about device and Service provider association stored in the HSS. Note that the need to contact the HSS to get assurance that the Service provider is authorized for contacting a MTC device could be used to implement a DoS attack towards the Network/HSS. A prerequisite is of course that the network configured for MTC can securely authenticate the MTC server issuing a request.

Still, intercept of event reports or commands and responses sent over the external interface may reveal security/privacy sensitive information; it all depends on the information sent to from the MTC device. But sometimes just understanding that a MTC device reports something, an event is trapped by the network or that a device is being triggered may have security/privacy consequences. However, it is easy to stop such leakage of security/privacy sensitive information by requiring that the communication between an external MTC Service Provider and the Network is confidentiality protected. As pointed out above it also has to be integrity protected so use of TLS or IPSec would solve this issue.
5.7.3 
Security requirements 

When the MTC Server is located outside the 3GPP operator domain, the following security requirements apply:

The 3GPP network and the MTC Server should be able to mutually authenticate each other.
The 3GPP network should be able to determine whether the MTC server is authorized to send control plane requests.
The 3GPP network should be able to determine whether (1) the MTC server is authorized to communicate with the MTC device and (2) the MTC server is authorized to send the given trigger to the given MTC device.
The signalling messages between the3GPP network and the MTC Server should be integrity protected.

The signalling messages between the3GPP network and the MTC Server should be confidentiality protected.

The level of security of the protection should not be lower than in the case when the MTC server is within the operator domain.
Security measures shall be applied to MTC reference points when communication extends beyond the boundary of the 3GPP system unless physical security is available.

Ensure the privacy of the 3GPP user, in particular the 3GPP private user identity (IMSI/IMPI)
The mobile network shall provide security mechanisms that can be used to (cf. TR 23.888 [10]):

· ensure that an MTC Server can only communicate with certain UEs used for MTC;

· ensure that only authorized PDN entities can communicate with the UEs used for MTC;
· ensure that a UE used for MTC can only communicate with the MTC Server(s) of its subscriber, and that communication with any other entity is not possible. 
Security GW could be used between the MTC server and the core network as the first point of entry into a secure operator network. The Security GW can be an independent node or colocated with an intermediate node (e.g. trigger GW).

Editor's Note: The above requirement needs to be revisited as the level of security is not clear enough.

Editor's Note: The specific node in the 3GPP network side of the interface is FFS.
Eiditor Note: Requirement, “It shall be possible to provide secure and encrypted communication between PLMN and MTC Server” is reported in TR 23.888. It is FFS to detail this requirement.
******************  END  ********************
