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1
Introduction
This contribution fills in Clause 6, Requirements identified in the present study, in the Study on “Security aspects of integration of Single Sign-On (SSO) frameworks with 3GPP operator-controlled resources and mechanisms”. The requirements proposed herein are based on the SA1 TR 22.895 requirements. 
Rationale for the requirements:  The SSO system requirements are based on the SA1 requirements captured in TR 22.895 (currently at v1.0.0).

************* Start of Change 1 **********************

6
Requirements identified in the present study

Editor’s Note: The purpose of this clause is to identify possible security requirements in the present study, if any.  The requirements may be general or specific to identified SSO frameworks as seen appropriate.
Requirements: 

· The SSO system shall support user-authentication based on SSO Provider controlled credentials.

· The SSO system shall support automated user-authentication (i.e. user-authentication which does not require user-intervention) based on SSO Provider and operator controlled credentials.

· The SSO system shall support varying user authentication assurance levels (e.g., from weak to strong) and freshness of the user authentication.

· The SSO system shall support reporting of user-authentication assurance level and the freshness of the user authentication during the user-authentication with the SSO Provider.

       - Subject to access-control procedures, the SSO system shall allow configuring of the SSO Provider policies in the UE that govern the user authentication procedures.

      - The SSO system shall allow re-authentication procedures to be triggered by Affiliated Application Service Providers or the SSO Provider.

        - The SSO system shall support negotiation of authentication methods between the UE and the SSO Provider which may be invoked each time the user is authenticated.

-The SSO system shall allow redirection of the UE’s browser agent from an Affiliated Application Service Provider to the SSP Provider, in order to authenticate the user with the latter.

-The SSO System shall provide secure seamless and transparent access to Affiliated Application Services to the user.

-The SSO System shall provide secure seamless and transparent access to Affiliated Application Services to the user using 3GPP and non-3GPP devices.

-The SSO system shall support the OpenID specifications [xx1].

-The SSO system shall support secure seamless service continuity between 3GPP access and non-3GPP access technologies during the same Affiliated Applications Service session.

************* End of Change 1 **********************
************* Start of Change 2 **********************
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

. . .

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

It is preferred that the reference to 21.905 be the first in the list.

[xx1] 
OpenID Foundation "OpenID Authentication 2.0", http://openid.net/specs/openid-authentication-2_0.html. 
************* End of Change 2 **********************







































































































































































































































