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END of 1st CHANGE
START of 2nd CHANGE
5
Security Features 

5.1
Secure Storage and Execution

5.1.1
Hosting Party Module

The Hosting Party authentication shall be based on a Hosting Party Module. The Hosting Party Module (HPM) is a physical entity distinct from the H(e)NB physical equipment, dedicated to the identification and authentication of the Hosting Party towards the MNO. The HPM shall have the following features:

· The HPM shall be a tamper resistant environment and shall contain the credentials used to authenticate the Hosting Party.
· The HPM shall be bound to the Hosting Party (e.g. by contractual agreement between Hosting Party and MNO) and supplied by the MNO to the Hosting Party. 

· The HPM shall be removable from the H(e)NB and it shall be possible for a Hosting Party to change the H(e)NB device by inserting the HPM in the new H(e)NB.

The HPM is provided by means of a UICC.

5.1.2
Trusted Environment (TrE)

5.1.2.1
General

The Trusted Environment (TrE) shall be a logical entity which provides a trustworthy environment for the execution of sensitive functions and the storage of sensitive data.

All data produced through execution of functions within the TrE shall be unknowable to unauthorized external entities.

The TrE shall be built from an irremovable, HW-based root of trust by way of a secure boot process, which shall occur whenever a H(e)NB is turned on or goes through a hard reset. The root of trust shall be physically bound to the H(e)NB. The secure boot process shall include checks of the integrity of the TrE performed by the root of trust. Only successfully verified components shall be loaded or started. The TrE , after having been successfully started, shall proceed to verify other components of the H(e)NB (e.g. operating system and further programs) that are necessary for trusted operation of  the H(e)NB.

The TrE shall perform sensitive functions (such as storing private keys and providing cryptographic calculations using those private keys) needed to perform H(e)NB device integrity check (cf. clause 6.1) and device validation as specifically described in clauses 7.1 and 8.3.2.2.

The TrE shall perform sensitive functions (such as storing private keys and providing cryptographic calculations using those private keys ) needed for H(e)NB device authentication with the operator network, as specifically described in clauses 7.2 and 8.3.

The description of TrE implementation is out of scope of this specification.  More detailed description of  a Trusted Execution Environment is available at GlobalPlatform in specifications on TEE (Trusted Execution Environment) [xx]
END of 2nd CHANGE
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