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1
Introduction
During the email discussion following SA3#64, a sentence in Ericsson's contribution S3-110747 was challenged by NSN. At the end of the email discussion a compromise was made and the sentence was removed to allow the rest of the contribution to be agreed.
The contentious sentence stated that if a handover (Active mode) happens from a collapsed RNC/NodeB to a macro RNC, the macro RNC could run an AKA followed by a key change on the fly if the operator wishes to achieve normal UMTS security after the handover.

NSN hoped that a face to face discussion could help resolve the issue and summarized their remaining concerns as follows:
"To sum up my concerns: 

At least with certain network topologies (and related user movement patterns), an operator who wants to benefit from implementing enhanced UKH in collapsed RNC/NodeBs seems to have the following choice:

a) enhance also macro RNCs

b) run AKAs with key change on the fly for every transition from collapsed RNC/NodeB to macro RNC.

When specifications or products for a) are not available, the operator may be faced with a heavy performance penalty when using b). 

Furthermore, it may be difficult for the average operator to determine which measures to take for a given network topology. In addition, network topologies may change over time, and the network planners may not remember that there was a dependency on UKH features."
2
Discussion
2.1
Topology (second concern)
The second concern is an administrative one and perhaps easier to consider first:

"Furthermore, it may be difficult for the average operator to determine which measures to take for a given network topology. In addition, network topologies may change over time, and the network planners may not remember that there was a dependency on UKH features."
While this may be true, it must be assumed that the operator either knows or receives support from the vendor to be able to configure the network appropriately.  If necessary, GSMA could provide guidelines for this. A situation similar to this is when operators have to configure how often the run AKA or if they should run AKA after mobility between domains. This is no more difficult.
That network planners have forgotten how the network is configured or why is of course possible, but bearing in mind that network planning includes complex assignments of cell IDs, frequencies, etc which need to follow strict laws and regulations in each country, it is an activity that cannot be taken lightly and needs to be carefully documented in anyhow. 

2.2
AKA storm (first concern)
This concern is more of technical nature: 

"At least with certain network topologies (and related user movement patterns), an operator who wants to benefit from implementing enhanced UKH in collapsed RNC/NodeBs seems to have the following choice:

a) enhance also macro RNCs

b) run AKAs with key change on the fly for every transition from collapsed RNC/NodeB to macro RNC.

When specifications or products for a) are not available, the operator may be faced with a heavy performance penalty when using b)." 
It is related to one particular situation, namely that a UE is handed over (in Active mode) from a collapsed RNC/NodeB to a macro RNC, and the operator feel it necessary to immediately change the keys while the UE is still in Active mode. 

This is in it self not a problem. It may become a problem if a UE is ping-ponging back and forth between the collapsed RNC/NodeB and the macro NodeB or if many UEs individually are handed over from the collapsed RNC/NodeB to the macro NodeB.

Note that in the second case no ping-pong effect can occur, since it would then be the same as the first case, just happening more often.

Admittedly, using b) can cause an "AKA-storm" in case all the above conditions are fulfilled. This can however be avoided:

The operator may accept that in this particular problem area key change on-the-fly shall not be used. Instead the normal UTRAN security is regained at the next Idle to Active transition. This would be a normal security vs performance trade-off. If the operator does not want to make this trade-off, an upgrade to the macro RNC could be done, but this would, of course, be another trade-off between cost and security. 

Detecting that a certain area is a problem-area is not difficult. This can be detected by collecting statistics of "AKA-floods" etc. and then the network can be appropriately configured. Actually, the mere fact that a ping-pong situation occurs would be a problem in itself which would have to be rectified in some way.
It should be noted that if Solution 2 is used this approach does not even reduce the security added by UTRAN KH.
All in all it is clearly technically feasible to avoid having to upgrade macro RNCs with UKH.

3
Proposal
It is proposed that SA3 approves the pCR below for inclusion in TR 33.859.

4
pCR

6.1.3
SRNS relocation and intra-UTRAN key-refresh

For solution 2, there is no key update during SRNS relocation. All the operations are the same as TS 33.102 defined.

For solution 3, in order to achieve backward security, the source RNC+ shall chain the keys and pass the chained keys to the target node in legacy IK/CK IE for combined hard handover and SRNS relocation, and combined CELL/URA update and SRNS relocation. As for SRNS relocation without UE involvement, the source RNC+, before performing the SRNS relocation to the target RNC(*), performs an intra-SRNS relocation. The source RNC+ then gives the currently used keys to the target RNC(*).
For solution 4, after a successful enhanced SRNS relocation, SGSN+ shall increase its locally kept NCC value by one and compute a new fresh IKU’/CKU’ by using the IK/CK and its locally kept IKU’/CKU’ value as input. The SGSN+ shall then send the newly computed triple {IKU’, CKU’, NCC} to the target RNC+ in the Relocation Complete Response message. For the next SRNS relocation, the source RNC+ (i.e., the target RNC+ at last SRNS relocation) shall send the received IKU’/CKU’in legacy IK/CK IE and corresponding  NCC to the target RNC+. The target RNC+ shall regard the received IKU’/CKU’ as IKU/CKU.

For solution 4, during SRNS relocation with CNN+ involved, the source SGSN+ shall increase its locally kept NCC value by one and compute a fresh IKU’/CKU’ from its stored IK/CK and old IKU/CKU. The source SGSN+ shall send the fresh IKU’/CKU’ and corresponding NCC to the target RNC+ via the target SGSN+. The target RNC+ shall regard the received IKU’/CKU’ as IKU/CKU.

Forward security and backward security can be ensured by the above way for solution 4.

During Intra-UTRAN handovers, the operations are the same for solution 2, 3 and 4, except that for solution 4 the source SGSN+ should also send the triple {IKU’, CKU’, NCC} to the target SGSN(*).
As described in clause 6.3 of this document, backwards compatibility can be achieved by all proposed solutions. In particular, there is no need to update macro RNCs. A macro RNC connected to a collapsed RNC/NodeB will achieve the same level of security as if UTRAN KH is not used. 
Even without any UTRAN KH, a macro RNC that allows SRNS relocation from a collapsed RNC/NodeB is vulnerable if an attacker has broken into the collapsed RNC/NodeB and captured the CK/IK there. There are several options to ensure that normal UTRAN security is re-established in this case. For example, the network can wait until the next Idle to Active transition the UE performs and run a new AKA then (Solution 2 achieves the same effect without an AKA). If the SRNS relocation was done in Active mode and the network do not wish to wait until the next Idle to Active transition, an AKA followed by a key change on the fly can be run. If horizontal key derivations as used by Solutions 1, 3 and 4 are used, this is achieved even without an AKA and key change on-the-fly. Running AKA and possibly key change on-the-fly of course has a cost and an operator may chose to implement UTRAN KH also in macro RNCs if seen necessary. Since all solutions provide backwards compatibility, potential upgrades of macro RNCs could be done in selected problem areas.
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