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1
Background
In SA3#64 we discussed the maximum length of the output from EEA3. 
-
EEA1 is required to be able to generate 2^32 bits and EEA2 way more.

-
EEA2 has no fixed requirement on an upper limit, although there is of course a cryptographic limit which should not be passed. This limit is far higher than 2^32.

-
EEA3 is only required to be able to generate 65504 bits (2^16 - 32).
The limit on EEA3 seems to be picked with the intent that LTE packets can be no longer than this.
Bearing in mind the relatively long discussions required when lifting the output length limit on UEA2 (which is the same as EEA1), it seems prudent to not risk putting ourselves in the same position again in the future by setting an unnecessarily low limit on EEA3 now.

If the limit on EEA3 is lifted before a lot of implementations exist, it is less likely to pose a problem. Once implementations exist in the market there is a risk that these may not be easily upgraded to be able to output longer key stream should that become necessary.

2
Proposal
SA3 cannot change this limit since the EEA3 specification is under ETSI SAGE control. Therefore it is proposed to send the Draft LS in S3-111093 to ETSI SAGE asking them to lift the limit of EEA3 to 2^32 -32.
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