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Abstract of the contribution:
Caller ID spoofing is the practice of causing the telephone network to display a number on the recipient's display that is not that of the actual originating station. Spoofed call is often used for malicious purpose, especially in telecom fraud. Because pepole usually tend to trust the telecommunication a little bit more, then spoofing call makes fraud easier and often makes it difficult to trace to the source also. 
1.
Introduction
In circuit-based telecom times, network is relatively more enclosed and the trust relationship between elements and networks are more reliable than that nowadays. In circuit-based networks, caller ID can be identified by line and spoofing caller ID is difficult, except for those who have PRI lines and own switches.
As the network evolved into IP-based times, the trust relationship between elements and networks are inherited, till now, network elements usually will tend to trust the transferred contents including the signalling from the upper layer.In standard procedures, there is no process to trace back to decide whether the passed caller ID is correct. In the contrast, in Internet, we can use technologies like uRPF to trace back network level’s address. Due to its nature, IP technology is prone to be spoofed, both in network level (IP address) and content level (data transported). So, with the evolvment of networks, the caller ID needs more robust protection.
However, account needs to be taken of any national requirements on calling and called party privacy such as CLIR (Calling Line Identification Restriction) on a per call, or per service subscription basis 
Telecom fraud is a big challenge worldwide, and spoofing call ID makes it easier. From the perspective of operators, the ability to prevent spoofing caller ID and detect spoofing caller ID is very urgent. The call-spoofing problem is real and it exists today.
An authenticated element may still send malicious content or modify content for the evil intention. In this point, trust of signalling content level should be considered.
2.
Analysis
There are a variety of methods and different technology that can be used to make spoofed calls. The most common ways are through leased voice line/PRI or VoIP technology.
2.1
leased line/PRI
Through leased line/PRI, people can have switch access to SS7 network, and has the ability to set caller ID at their will. People can set up his own circuit network and control the signalling content of the leased line to carrier’s network. For these equipments trusted by operator’s network, so does the signalling content transferred above it. 
When the spoofed call ID enters telecom network, it can be transferred from network to network, country to country, and at last, make it almost impossible to detect.
Some options or configurations may be enabled to detect the valid ID scopes of this kind of leased lines. For example, as in a simplest algorithm, see first if the call originate from operator’s home network or not.But this depends on specific implementations, and capacity may be very limited.
2.2
VoIP
Many operators provide VoIP functionality, and this improves the spoofed calls due to VoIP’s nature. Fields in IP packages can be easily modified, including the caller ID.
Many open sources systems like Asterisk uses VoIP technology, and can be abused to make spoofed calls with little effort.
Some configurations, like authentation of each request, may be used to prevent spoofed call in the access point. But its effect is limited, especially considering the calls from gateways, or malicious switches.
2.3
Other methods
Those who use one of the above methods to implement spoofing call can provide spoofing service for people as a provider. For example, these providers construct a pay in advance system, allowing people input their PIN before making a call. People dial a specific number and enther their PIN, and then enter the number they want to call and the number they wish to be as the caller ID. Finally, the call is transferred to/through telecm network to the callee.
A lot of such providers make revenue from such kind of service worldwide. 
2.4
Impacts
Spoofed call is the most popular method in telecom fraud, for it tricking the callee into thinking the call was coming from a different, sometimes authoritative organization than the caller’s. In fact, the most often spoofed IDs are those from authoratitive organizations, emergency IDs, bank IDs and police IDs.
The following impacts of spoofed call should be considered:
· Spoofed calls lows the trust level of telecom network,  people may trust telecom network less and less
· Spoofed calls assist the fraud greatly by tricking people
· Spoofed calls cause great loss to subscribers and carriers
· Spoofed calls violates the repudiation of telecom networks
Also many banks and credit card companies are using automated outbound calls to ask for online transaction verification details. 

Both users and banks will expect these to work securely over all types of phone.       
2.5
Conclusion of section 2.3 and section 2.4
In circuit-based times, spoofing call is more difficult. However, with the rapid development of IP technology and many open source telecom software arising, spoofing call becomes more and easier and requires less and less cost and effort.
Spoofing call may be a crime in some nations, and most of these actions are regulated through policy. But there are few technologies and equipments can be used to find and detect such actions, therefore making it hard to find it in advance and prevent it actively.
The point is that it is almost impossible to decide whethere the caller ID of incoming calls from gateways is correct or not. Carrier network basically can only trust the caller ID from gateways, especially international gateways. That is the reason why many telecom fraud gangs are internationally organized.
In some nations, many legislation acts work have been done to prevent spoofed call. In technology field, many carries construct detection systems to make their best to detect and prevent spoofed call.
In summary:
· Spoofing call is possible in local, long distance and international calls with low cost, though the cost and effort to implement it varies network to network, country to country
· It is hard to detect spoofing calls in current network; It is almost  impossible to detect spoofing calls from gateways, especially the spoofed call ID is subscribers of different networks
3.
Proposal
We propose to study some kind of technology to detect the spoofing call and we also like to suggest to do a SI if SA3 agrees. 
