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********************** start of change ********************************
4.4.2
Requirements on H(e)NB

The requirements on the H(e)NB are:

-
The integrity of the H(e)NB shall be validated before any connection into the core network is established.

-
The H(e)NB shall be authenticated by the SeGW based on a globally unique and permanent H(e)NB identity. 
- 
The H(e)NB shall authenticate the SeGW.

-
Optionally the hosting party of the H(e)NB may be authenticated.
-
If hosting party authentication is used, the H(e)NB shall shut down its air interface and disconnect from the operator’s core network on removal of the HPM which was used for authentication towards the MNO.
-
Direct interface between HeNBs may be supported if no access control at the MME is needed as specified in TS 36.300 [27].  To establish such a direct connection, both HeNBs shall explicitly authorize such a connection. Futhermore, both HeNBs shall be mutually authenticated prior to establishing a direct link. 
-
Direct interface between HNBs may be supported if the HNBs have the same access type (i.e. closed-CSG to closed-CSG, open-CSG to open-CSG, hybrid-CSG to hybrid-CSG) as specified in TS 25.467 [12].  To establish such a direct connection, both HNBs shall explicitly authorize such a connection. Futhermore, both HNBs shall be mutually authenticated prior to establishing a direct link.
-
H(e)NB Device certificates shall be used for establishing secure connection on the direct interface between H(e)NBs. If an operator chooses not to enrol the operator certificates into the HeNB, the certificates shall be signed by the same operator trusted entity to support direct interface between H(e)NBs.
-
The H(e)NB shall authenticate the H(e)MS, if the H(e)MS is accessed on the public Internet.

-
The H(e)NB shall be authenticated by the H(e)MS using the same identity as for authentication to the SeGW, if the H(e)MS is accessed on the public Internet.

-
The configuration and the software of the H(e)NB shall only be updated in a secure way, i.e. the integrity of the configuration data including the licensed radio parameters and the integrity of the software updates must be verified.

-
Sensitive data including cryptographic keys, authentication credentials, user information, user plane data and control plane data shall not be accessible at the H(e)NB in plaintext to unauthorized access.

-
The time base of the H(e)NB shall be synchronized to the core network.

-
The location of the H(e)NB shall be reliably transferred to the network.

-
The H(e)NB shall be capable of filtering unauthenticated traffic received from the access network. Operator policy shall control which types of unauthenticated traffic are filtered.
-
The H(e)NB shall implement a mechanism to shut down the air interface within a certain time period after the connection between H(e)NB and the rest of the operator network went out of service. This time period and the usage of the mechanism shall be configurable by the operator.

-
All security requirements of the eNB secure environment of TS 33.401 [21] clause 5.3 shall apply to the HeNB. Security measures to establish this secure environment shall be assured by the TrE (subclause 5.1.2) where they fall under the capability of the TrE.

********************** start of next change **************************
4.4.5
Requirements on Backhaul Link and Direct Links between H(e)NBs
The requirements on the backhaul link and on the optional direct links are:

-
The establishment of the secure backhaul link or direct link between H(e)NBs shall be based on IKEv2 as specified in TS 33.310 [7] comprising the required authentications as given in subclauses 4.4.2 and 4.4.3 of the present document.

-
The backhaul link or direct link between H(e)NBs shall provide integrity, confidentiality and replay protection of the transmitted data.

-
IPsec use for the backhaul link or direct link between H(e)NBs is mandatory to implement but optional to use based on an operator policy. To allow for such operator policy, the H(e)NB may be configurable to IPsec or non-IPsec usage option. If this configuration is supported, the default configuration set in the factory shall be the usage of IPsec. Based on operator policy, the H(e)MS may securely configure the H(e)NB, whether or not to use IPsec for subsequent connections. If the operator chooses not to use IPsec, mutual authentication between the H(e)NB device and the SeGW or between the H(e)NBs shall be performed and the interface between the H(e)NB and SeGW  or between the H(e)NBs respectively, shall be secured with a mechanism that provides layer 2 security for confidentiality and integrity protection of communications. This mechanism then shall also bind this secure communications to device authentication and optional HPM authentication.

-
The security solution for the backhaul link or direct link between H(e)NBs shall be based on IPsec ESP tunnel mode as specified in TS 33.210 [9]. If the H(e)NB is configurable not to use IPsec, in addition a suitable layer 2 protection mechanism shall be mandatory to support. If the H(e)NB is configured not to use IPsec, this layer 2 mechanism shall be used for the backhaul link protection or the protection of the direct link between H(e)NBs.
NOTE:
For the non-IPsec usage option the details of the authentication mechanism, the layer 2 security mechanism and the binding are out of scope of the present document.
-
Any connection between the H(e)NB/L-GW and the core network shall be tunnelled through the Backhaul Link.

-
The security solution for the backhaul link shall be compatible with common network address and port translation variations and support firewall traversal.

*********************** end of changes ***************************
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