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Abstract of the contribution: This document gives discussion on PWS signature algorithm profile and the PWS signature algorithm identifier disposal.
1 Introduction
In order to settle the security issues related to PWS signature algorithm, some solutions of PWS signature algorithm identifier are described in this document.

2 Analysis

The issue of how to profile PWS signature algorithm has been discussed in SA3 for several times.  In order to confirm the available extension length of the signature field in GSM, 3G, and LTE without adding significant delay, a liaison on the length of security information in PWS was send to RAN2, GERAN2, and CT1 in last SA3 meeting. 
In the reply liaison GP-111304 from GERAN2, it mentioned that “GERAN2 has found that an extension of the digital signature length from present 43 bytes to 56 bytes (which would render a security level of 112 bits for ECDSA or DSA based signature algorithms according to information provided in the liaison statement from SA3) will cause an increased delivery time for the ETWS Primary Notification message of approximately 40 ms when the warning message is broadcasted on the CCCH to mobile stations in idle mode. A possible further increase of the digital signature length to 64 bytes (which would render a security level of 128 bits for ECDSA or DSA based signature algorithms) will not have any further increase to the delivery time of the warning message beyond the 40 ms indicated above. Support for RSA based signature algorithms with a security level of 112 bits (and above) is not possible within GERAN.”
“According to GERAN2 estimation, the total size of the ETWS payload may be extended to maximum 81 bytes within the 40 ms delay limit as estimated above and the overall PWS delivery time requirement specified in 3GPP TS 22.268 can still be fulfilled even with the estimated increase in delivery time as indicated above.GERAN2 also mentioned if there will be a change to the security information as specified in 3GPP TS 23.041, this will have an impact to the BSC-CBC interface.”
As discussed above, both ECDSA and DSA algorithms can be used as PWS signature algorithm. And the digital signature length can be extended to maximum 81 bytes.
From the analysis of reply liaison RAN2-114814, it is possible to introduce the extension for signalling the new extended security information whether the backwards compatibility is required or not. But how to extend the security information should be considered. SA3 should confirm whether the backwards compatibility is required or not in the signalling of the new security information. 
If the backwards compatibility is required, the signature with RSA algorithm (at least 1024 bits length) cannot be included in the intrinsic 43 octets of signature field. And the maximum size that can be used for the new additional security information for the ETWS primary notification is 160 or 220 octets. Only the RSA algorithm with 80- bits security level can be used. Other RSA algorithms with higher security level cannot be used.

If the backwards compatibility is not required, as the length of security information can be extended to maximum 263 octets, the RSA algorithm with 112-bit security level is possible to be used.
As discussed above, both ECDSA and DSA algorithms can be used as PWS signature algorithm. It is possible to use RSA algorithm depending on system configuration in case of the backwards compatibility is required.
In general， more than  one signature algorithm can be used as the PWS security algorithm. Additionally, if other new defined signature algorithm is introduced, there will be more signature algorithms used for PWS security in the future. So the network should indicate to UE which algorithm to be used to verify the signature of PWS Warning Notification. So the signature algorithm identifier-SAI should be used as the indication. 
Another issue-how a signature algorithm identifier is used should also be considered. Two solutions are proposed:

1. PWS signature algorithm identifier is set in PWS Warning Notification message. A new signature algorithm IE or field is added in WRITE-REPLACE Request. 

In LTE, as the PWS Warning Notification is broadcast within SIB10, the signature algorithm identifier can also be set in SIB10. The additional IE used for PWS signature algorithm is added in WRITE-REPLACE Request/Indication and SIB10 respectively. 
In UMTS, the signature algorithm identifier can be set in WRITE-REPLACE Request and ETWS PRIMARY NOTIFICATION WITH SECURITY. 
In GSM, the signature algorithm identifier can be set in WRITE-REPLACE and PAGING TYPE 1 or PACKET PAGING REQUEST message. 
2. PWS signature algorithm identifier is set in the IE: Warning-Security-Information of PWS Warning Notification.

The signature algorithm identifier can be set in the Warning-Security-Information IE in WRITE-REPLACE Request/Indication. Then the corresponding message over air interface will have no impact. If this approach is introduced and CBE is the signature entity, it will not increase the overload for network entity, such as CBC, MME, RNC and MSC.
Comparison: 
Although both solutions have little impact to the current CBC mechanism, it is obvious that alternative one will create new IE in WRITE-REPLACE Request. Alternative 2 will reuse the current IE and have no impact to CBC. So it is suggested to use solution 2 for SAI distribution.
3 Conclusion
As discuss above, the summary is as follows:
1. Both ECDSA and DSA algorithms can be used as PWS signature algorithm. It is possible to use RSA algorithm depending in case of the backwards compatibility is required.
2. SAI should be used. So the editor’s note “How and if a signature algorithm identifier should be used is FFS” should be removed. 
3. PWS signature algorithm identifier is set in WRITE-REPLACE Request or it can be set in Warning-Security-Information of WRITE-REPLACE Request. The latter is suggested. 
4 Proposal
We kindly propose SA3 to 
1) consider to profile the signature algorithm for per different system 
2) accept the PCR.
Pseudo-CR
***********************************Begin of Change****************************************
5.2.2 Signature algorithm agility
This solution describes the distribution of the signature algorithm identifier based on Warning Notification messages and broadcast message. CBC can sign the PWS Warning Notification and so does CBE. Figure 5-3 gives an example to show the solution when CBE is the signature entity.

NOTE：SAI: signature algorithm identifier
1. In the Emergency Broadcast Request, CBE provides the signature algorithm identifier to CBC. 
2. CBC transmits the signature algorithm identifier to MME with Write-Replace Warning Request.
3.  The MME sends a Write-Replace Warning Confirm message that indicates to the CBC that MME has started to distribute the warning message to eNB.
4. Upon reception of the Write-Replace Confirm messages from MME, the CBC may confirm to the CBE that the PLMN has started to distribute the warning message.
5. When MME receives this request, it transmits the signature algorithm identifier with Write-Replace Warning Request to eNB.

6.  eNB broadcasts the signature algorithm identifier for the network’s coverage area to all UEs. And UE verifies the signature of PWS Warning Notification message with the public key and signature algorithm.

[image: image1]
Figure 5-3: Distribution of signature algorithm identifier
PWS signature algorithm identifier is set in the IE: Warning-Security-Information of PWS Warning Notification.

The signature algorithm identifier can be set in the Warning-Security-Information IE in WRITE-REPLACE Request/Indication. Then the corresponding message over air interface will have no impact. If this approach is introduced and CBE is the signature entity, it will not increase the overload for network entity, such as CBC, MME, RNC and MSC.
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3. Write-Replace Warning Confirm





2. Write-Replace Warning Request (SAI) 





5. Write-Replace Warning Request (SAI) 





4. Emergency Broadcast Response 





6. Broadcast information (SAI) 








