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1
Introduction

In contribution S3-110686, we presented a privacy concern with respect to MTC Devices that can be linked to an individual. As a result of our contribution, the SIMTC WID was extended to include the study of MTC Location Privacy Concerns related to the MTC features in the scope of this same Work Item. In this contribution we propose some changes to the current TR 33.868 as a result of this extension of the WID. 
In particular, we present an extension of the scope and additional threats and security requirements for two key issues: MTC device triggering and MTC Monitoring.

**********************START OF CHANGE***************************

1
Scope

The present document studies the security aspects of System Improvements for Machine Type Communication. In particular, the goals of this document are:

-
To identify and analyze the threats to the MTC system within the scope of the service requirements, functionality and use cases as specified in TS 22.368. 

-
To identify possible security and privacy impacts induced by the system architecture improvement for machine type communications based on TR 23.888.

-
To determine possible security requirements based on the analysis above and describe the possible solutions to meet those requirements.

Machine-type communication aspects of (x)SIMs and/or new models for the management of (x)SIM are out of scope of the present document.

Editor Notes: Need to check which specifications are in scope of current SIMTC WID and need to update the scope with relevant TS and TR.

**********************END OF CHANGE***************************

**********************START OF CHANGE***************************

5
Description of envisioned security issues for Machine Type Communication
Editor's note:
This clause is intended to provide an overview of the security issues which arise from the use cases and functionalities specified by TS 22.368 [9] and TR 23.888 [10]. Also this clause is intended for the derivation of appropriate security requirements and the description of required solutions regarding the security architecture.

5.1
Key Issue 1 - MTC device triggering

5.1.1
Issue Details
Editor's Note: This clause is intended to provide details of the security issues with the MTC features specified in the SA1/SA2 TS/TR, explanation of the assumptions and potential impact to the network and devices.

MTC device triggering issues are defined in TR 23.888 [10], clause 5.8. Several use cases should be considered in this TR as follows:

-
A MTC device receives a trigger indication when it is in detached state.

-
A MTC device receives a trigger indication when it is in attached state and the MTC device has no PDP context/PDN connection.

-
A MTC device receives a trigger indication when it is in attached state and the MTC device has a PDP context/PDN connection.

Note:
 The security of MTC device triggering is covered in key issue-MTC device triggering and key issue-external interface security. In MTC device triggering key issue, only the security of trigger indication transferred from PLMN to MTC device is considered. The security of trigger indication transferred form MTC server to the PLMN is considered in the key issue-external interface security.

5.1.2
Threats

Editor's Note: This clause is intended to capture the relevant threats and impacts of the issue detailed above.

False network attack: When a MTC device is in detached state, the attacker can impersonate a network to send a trigger indication to the MTC device. 

Although there are existing mechanisms in the current network to prevent a MTC device to connect to a false network, there is still an issue. MTC devices are different from UEs such that they may need to operate for a long time by using a single battery supply without recharging. False network triggering can awaken a MTC device and waste its power. So the false network attack is more serious for MTC devices compared to non-MTC communications and therefore we need to improve the network to deal with this security threat. 

By means of a false network attack, an attacker can also obtain information on whether a particular MTC Device is at that particular location at that point in time. If the MTC Device can be linked to an individual, this may have privacy implications.
Tamper attack: The trigger indication may contain the IP@ (or FQDN) and/or TCP (or UDP) port of the application server that the MTC device has to contact. If the IP@ (or FQDN) and/or TCP (or UDP) port of the application server is tampered by the attacker, the MTC device may establish the PDN connection to the wrong MTC server or be rejected by the MTC server. It will cause that MTC device is unable to communicate with the correct MTC server and it will also waste the MTC device's power consumption.

When the legacy SMS is used to trigger MTC devices, SMS spam could be exploited by the attackers to send fake trigger indication. Although the human holding a normal UE can make his own judgment, the fake trigger indication sent in SMS spam could be a serious attack  on the unattended MTC devices and will lead to battery draining (particularly for the devices with limited power supply). Moreover the fake trigger indication sent in SMS will cause MTC devices trying to access the network and lead to the waste of network resources. 
Tracking MTC Devices: The network has to keep track of the location of the MTC Device in order to sent the MTC Device trigger to it. Some types of MTC Devices can be linked to an individual. Contrary to UE, these MTC devices are often not under the control of the particular individual (i.e. can not turn it off). As such, the individual has no control over their privacy with respect to location information tracking by the network. 
5.1.3
Security Requirements
Editor's Note: This clause is intended to capture the security requirements for solving the key issue. The requirements are mapped to the relevant threats.

It may not be possible to totally prevent an MTC Device from receiving a trigger indication from a fake network. Therefore it should be studied further whether the MTC trigger could be protected so that the impact of fake MTC triggers to the battery lifetime and unauthorized tracking of the MTC device would be minimized.

The system should provide a mechanism such that only trigger indications received from authorized MTC Servers will lead to triggering of MTC Devices.

Upon receiving a trigger indication from a source that is not an authorised MTC Server, the network should be able to provide the details of the source (e.g. address) to the MTC User. 

The system should provide a mechanism to the MTC User to provide a set of authorized MTC Server(s).

It has to be ensured that an MTC device responds only to genuine trigger messages.
The system should also provide a mechanism that doesn't require continues tracking of location information of the MTC Device by the network. This prevents privacy implications for those MTC Devices that can be linked to an individual and are not under the direct control of the particular individual.
For 3G/LTE system, trigger indication should be integrity protected.
5.1.3.1
SMS based triggering

When the trigger indication is sent in SMS via MTCsms, the SMS-SC/IP-SM-GW) may verify the source of the triggering SMS targeting on unattended MTC devices to ensure the SMS is from an authorized source. When the trigger indication is sent via MTCsp, MTC-IWF may verify the source of trigger request.
Editor’s Note : it is FFS how the network elements can distinguish ordinary short messages from short messages for triggering unattended MTC devices. 

Editor’s Note : other suitable network elements for source authorization checking are FFS.
**********************END OF CHANGE***************************

**********************START OF CHANGE***************************

5.5
Key Issue 5 - MTC Monitoring
5.5.1
Issue Details

As discussed in TR 23.888 (clause 5.10.1) [10], MTC Devices may be deployed in locations with high risk, e.g. possibility of theft of the communication module. There are MTC devices that should not move from an authorized location, or should only move in an authorized area. For those MTC Devices, it is desirable that the network detects and reports events (including location) caused by those devices that may result, for example, from theft of the communication module. If such an event is detected, the network might be configured to perform special actions.
5.5.2
Threats

In the case of an MTC application where the MTC device should not move from an authorized location, or should only move in an authorized area (e.g. within a home), there could be security risks if the device is operated from an unauthorized location (e.g. as a result of theft of the communication module). For example, a water metering used in user A's home to record user A's water usage should be fixed in user A's home. If it is moved to another place like B's home without permission, it could potentially be used to report user B's water usage against user A's account. The primary method to mitigate this attack should be to bind the identity and authentication of the MTC device to the specific user's water meter. Detecting or preventing a change in location of the MTC device could be a useful secondary security mechanism.
Another example is fire monitor in the building. When a fire monitor is moved to another place, wrong location information will be sent to the fire monitoring server if there is a fire. In this case detecting change of the location of the MTC device would be a useful feature.
For those MTC Devices that can be linked to an individuals, MTC Monitoring could cause an invasion of privacy. In particularly, if MTC Monitoring is applied to MTC Devices that should not be monitored.
5.5.3
Security Requirements

It is required for the network to provide a location management mechanism for MTC Devices that should not move from an authorized location, or should only move in an authorized area to detect if the device has been moved to an unauthorized location.
The network should be able to distinguish between those devices that should be monitored and those devices that should not.
**********************END OF CHANGE***************************

