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1 Introduction
In order to validate the PWS Notification signature accurately, the solutions of identifying the signing entity are described in this document.

2 Analysis

In last SA3 meeting, it has been decided PWS working assumption is that the signing entity is on a national level. As we know, PWS is a common system used for warning notification. Several types of emergency are included in PWS Warning Notification, such as, tornado, flood and earthquake, etc.  So there must be several signing entities correspondingly since these regulators do not belong to a single one boss-agency. Each public key maps a PKSI (public key identifier). However, a PKSI may be not unique in one area because there is no specification for the signing entity, especially CBE to follow to define the PKSI. So it needs to map each public key, PKSI, and the CBE-ID for UE side to know which signing entity the PWS warning comes from i.e. to verify the signature. 

                                                                 [image: image1.png]


                                                       [image: image2.png]


[image: image3.png].AA.AA.AA

~

.~




Figure 1 PWS Warning Notification
A   possible approach is suggested:
The signing entity identity or the related security information is indicated to UE within NAS by network.
Besides the PWS public key, the PWS key identifier and PLMN id, the signing entity identifier shall be also included in the NAS message. After UE receiving the PWS key information and signing entity identifier, UE store the relationship of them. 
In the initial attach procedure, UE sends the initial attach request. When MME receives the initial attach request, MME sends the NAS SMC to UE.  In the NAS SMC, the latest public key, PKSI and the signing entity identifier are included. When UE receives NAS SMC, it saves the latest public key, PKSI, and the signing entity identifier and the relationship between PWS key, PKSI and the signing entity identifier. If PWS public key is update, UE will update the relationship between PWS key, PKSI and the signing entity identifier.
The Attach or TAU ACCEPT message can also be used.  


Figure 2 Distribution of signing entity identifier solution1
3 Proposal
We kindly propose SA3 to study these mechanisms described in this document and kindly ask SA3 to accept the PCR.
Pseudo-CR
***********************************Begin of Change****************************************
5.2.1 Public key distribution
The solution describes the distribution of the public signature verification key information based on NAS messages. NAS SMC/Attach /TAU ACCEPT message can be used.
1. In the initial attach procedure, UE sends the initial attach request to MME.

NOTE A: If UE has attached the network before, UE sends the public key identifier to MME in Attach request or TAU request. 

NOTE B: In the roaming case or in case of network sharing, UE should send PLMN ID to the core network.

2. EPS AKA procedure may take place.

3. When MME receives the initial attach request, MME distributes the latest public key, the identifier of public key and the signing entity identifier in NAS SMC. 
NOTE X: In order to validate the PWS warning notification come from different signing entities, UE shall be notified signing entity identifier, to know which signing entity the PWS warning message comes from.
NOTE C: If UE has attached the network before, when MME receives Attach or TAU request, it verifies whether the public key that UE possesses is the latest. Otherwise, MME checks whether the PSKI that UE send is latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.
NOTE D: In the roaming case or in case of network sharing, when core network receives the request message, it will check whether the PLMN ID is same as the PLMN ID that it located in. Otherwise, MME will send the new PLMN ID to UE to avoid the collision of the public key identifier, as the PKSI may not be global unique.

4. At receiving the NAS message, UE receives and saves the latest public key, PKSI, and the signing entity identifier and the relationship between PWS key, PKSI and the signing entity identifier. sent from MME via NAS SMC. UE verifies the signature of PWS Warning Notification message with the public key and signature algorithm.


Figure 5-2: Distribution of public key information
NOTE: Only happening in emergency case.

***********************************End of Change****************************************
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6. NAS SMC complete 


4.NAS SMC(the latest public key and PKSI) 

































































4. NAS SMC (the latest public key and PKSI) 











1. Attach/TAU Request
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7. Attach/TAU ACCEPT 





4.NAS SMC(the latest public key and PKSI) 











3. If UE send a PKSI included in the Attach/TAU Request, MME checks whether the PSKI is the latest. Otherwise, it will distribute the latest public key and the corresponding PKSI. 








5. UE saves the latest public key and the corresponding PSKI 








2. ESP AKA procedure
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8. NAS SMC complete 


4.NAS SMC(the latest public key and PKSI) 











4. NAS SMC (the latest public key, PKSI and signing entity ID) 














3. If UE send a PKSI included in the Attach/TAU Request, MME checks whether the PSKI is the latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.





2. ESP AKA procedure
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9. Attach/TAU ACCEPT 





4.NAS SMC(the latest public key and PKSI) 














7. NAS SMC complete 


4.NAS SMC(the latest public key and PKSI) 











5. NAS SMC (the latest public key, PKSI and signing entity ID) 














1. Attach/TAU Request  



































8. NAS SMC complete 


4.NAS SMC(the latest public key and PKSI) 











4. NAS SMC (the latest public key, PKSI and signing entity ID) 











3. If UE send a PKSI included in the Attach/TAU Request, MME checks whether the PSKI is the latest. Otherwise, it will distribute the latest public key and the corresponding PKSI.





2. EPS AKA procedure
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9. Attach/TAU ACCEPT 





4.NAS SMC(the latest public key and PKSI) 











7. NAS SMC complete 


4.NAS SMC(the latest public key and PKSI) 











5. NAS SMC (the latest public key, PKSI and signing entity ID) 
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