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Abstract of the contribution:
This document analyzed the fake SMS trigger attack and proposed corresponding requirement for MTC triggering.
1. Introduction 

For SMS based triggering, the MTC server sends triggering SMS to the MTC device via SMS-SC/IP-SM-GW as showed by the yellow line in figure 1.  The figure 1 is cited from TR 33.868 section 4 except the yellow/red line and the normal UE which is controlled by the attacker. There is a requirement for SMS based triggering in TR33.868 section 5.1.3.1.

‘When the trigger indication is sent in SMS via MTCsms, the SMS-SC/IP-SM-GW) may verify the source of the triggering SMS targeting on unattended MTC devices to ensure the SMS is from an authorized source.’
This requirement can only ensure that the source of the triggering SMS sent via MTCsms is authorized. It can not totally prevent SMS spam. The attacker can use a normal UE to send a fake triggering SMS to the MTC device if the attacker obtains the MSISDN/identifier of the MTC device. In this case, the SMS is sent from normal UE to MTC device via SMS-SC but not through external interface (i.e. MTCSMS and MTCSP) as showed by the red line in fingure 1. Thus verifying the source of the triggering SMS via MTCSMS and MTCSP cannot prevent from this attack. Moreover, the attacker can initiate fake SMS attack more easily because the attacker can use a normal UE to realize this attack. If the attacker sends plenty of fake trigger indications to a high number of MTC devices, congestion in the signalling network is caused by a high number of MTC Devices trying to access to the network almost simultaneously. It will also cause teminal power consumption and this is more serious for a MTC device.
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Figure 1 Triggering SMS procedure
In order to avoid the above attack, the SMS-SC should verify the source of the triggering SMS sent for normal UE but targeting on unattended MTC devices.
2. Proposal

It is kindly proposed SA3 to agree the following PCR to include the above requirement into TR33.868.

*********************************start first change **********************************
5.1.3
Security Requirements
Editor's Note: This clause is intended to capture the security requirements for solving the key issue. The requirements are mapped to the relevant threats.

It may not be possible to totally prevent an MTC Device from receiving a trigger indication from a fake network. Therefore it should be studied further whether the MTC trigger could be protected so that the impact of fake MTC triggers to the battery lifetime of the MTC device would be minimized.

The system should provide a mechanism such that only trigger indications received from authorized MTC Servers will lead to triggering of MTC Devices.

Upon receiving a trigger indication from a source that is not an authorised MTC Server, the network should be able to provide the details of the source (e.g. address) to the MTC User. 

The system should provide a mechanism to the MTC User to provide a set of authorized MTC Server(s).

It has to be ensured that an MTC device responds only to genuine trigger messages.
For 3G/LTE system, trigger indication should be integrity protected.
5.1.3.1
SMS based triggering

When the trigger indication is sent in SMS via MTCsms, the SMS-SC/IP-SM-GW) may verify the source of the triggering SMS targeting on unattended MTC devices to ensure the SMS is from an authorized source. When the trigger indication is sent via MTCsp, MTC-IWF may verify the source of trigger request.

The SMS-SC may verify the source of the triggering SMS sent from normal UE but targeting on unattended MTC devices.
Editor’s Note : it is FFS how the network elements can distinguish ordinary short messages from short messages for triggering unattended MTC devices. 

Editor’s Note : other suitable network elements for source authorization checking are FFS.
*********************************end first change **********************************
