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Abstract: As it was discussed in past SA3 meetings, a potential security gap was identified which is related to the CSG verification of a certain H(e)NB. This paper describes methods of how to solve the security gap.
1. Discussion
The security gap is caused by the lack of the verification of the information provided by the H(e)NB to the MME/SGSN/MSC//H(e)NB GW. The security GW (SeGW) authenticates the identity of the H(e)NB during the IPSec tunnel establishment, however, after the tunnel establishment, the SeGW will not verify the information inside the payload of the inner IP packet. 

In this paper, we proposes a solution, which requires that the SeGW sign the H(e)NB information (i.e. the H(e)NB ID, CSG ID, and H(e)NB inner IP address), and provide the H(e)NB information together with the signature to the H(e)NB. The H(e)NB will provide the signed H(e)NB information to the H(e)NB GW or MME, hence, the H(e)NB GW or the MME can verify the genuine of the H(e)NB information.
In order that the signed H(e)NB information will not be copied by a hacked H(e)NB, the H(e)NB inner IP address is signed together with the H(e)NB ID and CSG ID. If a H(e)NB send a copied H(e)NB information to the H(e)NB GW or MME, the MME or the H(e)NB GW will detect it since the source IP address of the packet is different from the H(e)NB inner IP address used for the computing of the signature. If the H(e)NB uses faked source IP address, the response will not reach the H(e)NB, hence, signalling connections will not be able to be established between the hacked H(e)NB and core network.

In order to simplify the architecture, we propose to use the private key of the SeGW to sign the H(e)NB information, and hence the H(e)NB GW or the MME will use public key of the SeGW to authenticate the H(e)NB information.

The certificate of the SeGW used for computing the signature could be configured in the H(e)NB GW or MME. If there are multiple SeGW, the certificate could be selected according to the H(e)NB inner IP address.
In the following sections, we will provide detailed flows on how this is achieved.
2. Flows
2.1 H(e)NB registration procedure
During IKEv2 Exchanges, the SeGW authenticates the H(e)NB, and acquire the H(e)NB information (i.e. the H(e)NB ID, CSG ID, and H(e)NB inner IP). The H(e)NB ID and CSG ID could be configured in the SeGW. The SeGW signs the H(e)NB information and the SeGW sends the H(e)NB information together with the Signature to the H(e)NB via an extension of IKEv2 configuration payload.
When the H(e)NB registers to the H(e)NB GW or the MME (in case the H(e)NB GW is not deployed), the H(e)NB sends the H(e)NB information and the Signature received from the SeGW to the H(e)NB GW or the MME (in case the H(e)NB GW is not deployed). The H(e)NB GW or the MME will authenticate the Signature. If the authentication is successful, the H(e)NB will register to the H(e)NB GW or MME successfully, otherwise, an error code will be returned to the H(e)NB to indicate the failure of the H(e)NB registration procedure.
The SeGW uses its private key to compute the Signature of H(e)NB information, and the H(e)NB GW/MME will use SeGW’s public key to verify the Signature.
The details are shown in Figure 1 and the text description of the figure:
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Figure 1:  H(e)NB registration procedure
1. H(e)NB powers on.
2. H(e)NB Initiates the IKEv2 negotiation with SeGW to establish the IPSec tunnel between H(e)NB and SeGW. In this step, the H(e)NB and the SeGW are mutually authenticated, and the SeGW allocates the inner IP address of the H(e)NB.
3. SeGW gets the H(e)NB information (i.e. the H(e)NB ID, the CSG ID, and H(e)NB inner IP). The H(e)NB ID and CSG ID could be configured in the SeGW via O&M. SeGW signs the H(e)NB information with its private key. The signature algorithm could be based on RSA or any other unsymmetrical key based signature algorithm. An example of how the signature is computed is shown as following:
(1) Digest = SHA-1(H(e)NB ID|H(e)NB inner IP address|pad)
(2) Signature = RSA Encryption algorithm(private key, Digest)
In this example, a certain length of digest (e.g. 128 bits) is computed by using SHA-1 hash function on the concatenation of H(e)NB ID, H(e)NB inner IP address, and a pad. And the signature is computed by applying RSA encryption algorithm on the digest. 
4. The SeGW complete the IKEv2 exchanges, and send the H(e)NB information together with the Signature to the H(e)NB. The H(e)NB information and the Signature can be sent to the H(e)NB via extension of configuration payload of IKEv2. The IPSec tunnel is established between H(e)NB and SeGW.
5. H(e)NB gets configuration parameters from H(e)MS.
6. When H(e)NB GW is deployed, H(e)NB sends H(e)NB registration request to the H(e)NB GW. H(e)NB includes H(e)NB information and the Signature received from SeGW.
7. H(e)NB GW authenticates the Signature. Take the example in step 3, the signature is verified as following:
(1) Digest’ = SHA-1(H(e)NB ID|Source IP address of H(e)NB registration request message|pad)

(2) Y = RSA Decryption algorithm(public key, Signature)
(3) If Digest’ = Y, the authentication is successful, otherwise, the authentication failed.
8. If the authentication is successful, the H(e)NB GW stores the H(e)NB information into its context. The H(e)NB GW finish the registration procedure, and send a H(e)NB registration acknowledgement to the H(e)NB.
9. When H(e)NB GW is not deployed, H(e)NB sends H(e)NB registration request to the MME. H(e)NB includes H(e)NB information and the Signature received from SeGW.
10. MME authenticates the Signature.
11. If the authentication is successful, the MME stores the H(e)NB information into its context. The MME finish the registration procedure, and send a H(e)NB registration acknowledgement to the H(e)NB.
2.2 UE attach or RA/TA update
According to existing specification, the H(e)NB will insert its CSG ID into the S1 or Iu message, and forward it to the MME/SGSN. However, since the H(e)NB is not trustable, the H(e)NB GW should verify the information received from the H(e)NB. If the verification successes, the H(e)NB will forward the message received from H(e)NB to MME/SGSN/MSC and continue the rest of the procedure.
The details are shown in Figure 2 and the text description of the figure:
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Figure 2:  UE Registers to H(e)NB
1. The UE attaches to the H(e)NB or initiates RAU/TAU from the H(e)NB by sending NAS signalling “Attach request” or “RAU request/TAU request”.
2. The H(e)NB inserts the CSG ID supported by the H(e)NB into the S1/Iu message, and forward the attach/RAU/TAU request to the H(e)NB GW.
3. The H(e)NB GW verifies that the CSGID and the source IP address of the S1/Iu message of step 2 is in accordance with stored CSG ID and H(e)NB inner IP address in its context. If the verification fails, the H(e)NB GW may reject the request, or replace the CSG ID with the one stored in its context.
4. The H(e)NB GW sends the attach/RAU/TAU request to the MME/SGSN.
5. The MME/SGSN performs access control of the UE, and finish the rest of the attach/TAU/RAU procedure.
2.3 Non-CSG HNB or Non-CSG Ues
If the network does not support CSG, the access control of the UE to attach to a HNB will be performed by the HNB GW. The HNB GW stores allowed IMSI of a HNB which includes IMSIs which are allowed to access the HNB. The HNB GW will verify the HNB information when HNB recieves UE level message (e.g. attach request or RAU request), if the verfication is successful, the HNB GW will check whether the UE is in the IMSI list of the HNB. No change is needed for attach or RAU procedure.
3. Proposal
It is proposed to document the solution in this paper into the Rel-11 of TS 33.320 (CR is in S3-11xxxx).
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