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Overview of existing 3GPP compliant solutions 

7.1
STUN, TURN and ICE
7.1.1


Introduction
3GPP TS 23.228 [6], Annex G specifies the use of STUN, TURN and ICE for NAT traversal in IMS networks. Also, 3GPP TS 24.229 [7] further specifies the use of these mechanisms to provide NAT traversal in the IMS networks. The following section briefly explains these mechanisms and explains the limitations these mechanisms have for traversing certain kind of FW/NAT devices in the IMS environment.
7.1.2
STUN
Session Traversal Utilities for NAT (STUN) is a standardized set of methods, including a network protocol, used in NAT traversal for applications of real-time voice, video, messaging, and other interactive IP communications. STUN is documented in RFC 5389. STUN is a tool to be used by other protocols, such as TURN, and it defines an extensible packet format.

The STUN protocol allows applications operating through a Network Address Translator (NAT) to discover the presence of a network address translator and to obtain the mapped (public) IP address (NAT address) and port number that the NAT has allocated for the application's User Datagram Protocol (UDP) connections to remote hosts. The protocol requires assistance from a 3rd-party network server (STUN server) located on the opposing (public) side of the NAT, usually the public Internet. 

In addition to using protocol encryption via TLS, STUN also has built-in authentication and message-integrity mechanisms via specialized STUN packet types. When a client has discovered its external address, it can use this as a candidate for communicating with peers by sharing the external NAT address rather than the private address (which is, by definition, not reachable from peers on the public network). If both peers are located in different private networks behind a NAT, the peers must coordinate to determine the best communication path between them. Some NAT devices may restrict peer connectivity even when the public binding is known. 

7.1.2
TURN

The Traversal Using Relay NAT (TURN, RFC 5766) protocol enables a TURN client located on a private network behind one or more network address translation (NAT) to allocate a transport address from a TURN server which is a designated device on the internet. This allocated transport address can be used for receiving data from a peer. The peer itself could be on a private network behind a NAT or it could have a public address. Please refer to RFC 5766 for more information on TURN and its operation.
7.1.3 
Interactive Connectivity Establishment (ICE)

ICE (RFC 5245) is a technique for NAT traversal for UDP-based media streams (though ICE can be extended to handle other transport protocols, such as TCP) established by the offer/answer model (RFC 3264).  ICE is an extension to the offer/answer model, and works by including a multiplicity of IP addresses and ports in SDP offers and answers, which are then tested for connectivity by peer-to-peer connectivity checks.  The IP addresses and ports are included in the Session Description Protocol (RFC 4566) and the connectivity checks are performed using the revised STUN specification (RFC 5389)
ICE concept can be summarized using the following bullet items:

· Gather all candidates using STUN/TURN mechanism.

· Order them by priority.

· Communicate them to the caller in Session Description Protocol (SDP).

· Do connectivity checks.

· Stop when connectivity is established.

7.1.4
Conclusions on STUN, TURN and ICE 
Combination of STUN, TURN, and ICE can solve most of the UDP firewall traversal issues via:

· Obtaining a server reflexive address via STUN

· Obtaining a relayed address via TURN

· Telling the other party about these addresses via ICE
· Making connectivity checks

· Obtaining peer reflexive addresses

Disadvantages: 
· When there is a NIMSFW with HTTP Proxy enabled (please refer section 4, item 8 for further description of this Firewall type), the combination of STUN, TURN and ICE will not allow the IMS traffic to traverse the NIMSFW since these mechanism do not have the HTTP CONNECT capability.
· The combination of STUN, TURN and ICE could also fail to allow the IMS traffic to traverse the NIMSFW when the NIMSFW is application aware and have DPI capability (please refer section 4 for further description of this Firewall type) unless every TCP based IMS protocol runs over TLS and every UDP based protocol runs over TURN/TLS.

· The combination of STUN, TURN and ICE could allow the IMS traffic to traverse NIMSFW types “Port Restricted NAT/FW”, “TCP Restricted NAT/FW” and “Specific Port TCP Restricted NAT/FW” (please refer section 4 for further description of these Firewall types) by configuring every TCP based IMS protocol to listen on port 443 and every UDP based IMS protocol to run over TURN/TLS and terminate on port 443 on theTURN server. However, modifying every TCP based IMS protocol to listen on port 443 and run every UDP based protocol to run on TURN/TLS and terminate on port 443 will require configuration changes in the IMS core devices and the UE which could in turn introduce network performance and network management issues.
· 
· 
· 
7. 2 
IPsec / IKE v2 

Encapsulation of IKE and ESP in UDP port 4500 enables these protocols to pass through a device or firewall performing NAT assuming that the port is open.

3GPP TS 33.203 [8], Annex M, 3GPP TS 43.318 and TS 44.318 specify IPsec in ESP-UDP (RFC 3948) encapsulation mode to support NAT traversal for the IMS control plane. However, IPsec ESP-UDP packets will not traverse strict TCP firewalls since the transport protocol for IPsec ESP-UDP mode is UDP. Also, the default port for IPSEC while running in the ESP-UDP mode is UDP port 4500 and hence “port restricted FW/NAT” could block the IPSEC traffic and “specific port TCP restricted FW/NAT” will definitely block the IPsec ESP-UDP packets. In addition, many firewalls explicitly block IPsec traffic in turn blocking the IMS traffic carried over IPsec.

