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Background





· 
· 
· 

This section provides background on various kinds of NATs and Firewalls (FW) devices and the restrictions those devices could impose on IMS traffic. 
The NAT traversal mechanisms discussed in 3GPP TS 24.229 [7] will allow traversal of IMS traffic through certain kind of NAT/FW devices. The following section gives the list of those kinds of NAT/FW devices.

1. Full-cone NAT, also known as one-to-one NAT
· Once an internal address (iAddr:iPort) is mapped to an external address (eAddr:ePort), any packets from iAddr:iPort will be sent through eAddr:ePort.

· Any external host can send packets to iAddr:iPort by sending packets to eAddr:ePort.
2. (Address) restricted cone NAT
· Once an internal address (iAddr:iPort) is mapped to an external address (eAddr:ePort), any packets from iAddr:iPort will be sent through eAddr:ePort.

· An external host (hAddr:any) can send packets to iAddr:iPort by sending packets to eAddr:ePort only if iAddr:iPort has previously sent a packet to hAddr:any. "Any" means the port number doesn't matter.
3. Port-restricted cone NAT
· Like an address restricted cone NAT, but the restriction includes port numbers.
· Once an internal address (iAddr:iPort) is mapped to an external address (eAddr:ePort), any packets from iAddr:iPort will be sent through eAddr:ePort.

· An external host (hAddr:hPort) can send packets to iAddr:iPort by sending packets to eAddr:ePort only if iAddr:iPort has previously sent a packet to hAddr:hPort.
4. Symmetric NAT
· Requests from internal IP address and port pairs to different external IP address and port pairs are mapped to the external NAT address on a unique port. This also applies to all requests from the same host to different destinations.

· Only an external host that receives a packet from an internal host can send a packet back.
The following sections give the list of NIMSFW. The NAT traversal mechanisms discussed in 3GPP TS 24.229 [7] may/will not allow traversal of IMS traffic through these kinds of NAT/FW devices. The IMS traffic will be blocked by such NAT/FW devices and this spec studies the candidate solutions for allowing traversal of IMS traffic through such NAT/FW devices.
5. Port Restricted NAT/FW
· Requests to and from internal IP address and port pairs could only be to/from specific ports.  In other words only specific application ports are opened such as port 80 for HTTP traffic and port 443, for HTTPS traffic. In the most “secure” case this would be only port 443. 
6. TCP Restricted NAT/FW
· Requests to and from internal IP address and port pairs must be TCP. In other words Protocol field in IP header must indicate that this is TCP packet. (i.e., no UDP)  
7. Specific Port TCP Restricted NAT/FW
· This is a combination of  Port Restricted NAT and TCP Restricted NAT
· The example would be a NAT device that allows TCP only communication on port 443 (https)

8. Firewall with HTTP Proxy
· When a firewall has a built in explicit HTTP proxy as shown in Figure 1, the firewall will not allow the IMS traffic through go through unless the IMS application establishes a proxy TCP connection through the HTTP proxy using the HTTP CONNECT method (RFC 2616).  Figure 2 gives an overview of HTTP CONNECT handshake.
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Figure 1: SIP UDP IMS services blocking by “FW with HTTP Proxy”
· 
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Figure 2: Establishing Proxy TCP connection through HTTP Proxy using HTTP CONNECT method
9. Firewall with Deep Packet Inspection (DPI) capability and Application Awareness
Many of the enterprise Firewalls have DPI capabilities and are application aware. These kinds of Firewalls can block IMS traffic by performing DPI on IMS traffic (for example, SIP packets going to default UDP/TCP port of 5060/5061 can be blocked by doing a DPI on the IP/UDP packet). Further, if the Firewall is application aware, IMS traffic could be blocked by these Firewalls doing application level inspection of the packet (for example, Firewall device can look for SIP requests INVITE or REGISTER and then block the traffic).
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