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1. Introduction
There has been a discussion on the vulnerability relating to UE access control enforcement in H(e)NB. Proposed CR in S3-111031 addresses the vulnerability.  The CR potentially impacts work in both RAN3 and CT1. We therefore propose to send the following LS to RAN3 and CT1 to synchronize the fix. 

2. Draft LS
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1. Overall Description:

In addressing the vulnerability related to the access control and authentication mechanism in the security architecture of H(e)NB, H(e)NB_GW, and SeGW (Please also refer to a previous LS R3-111135/S3-110545). The overall protection objective of SA3 is that, even in case of a compromised H(e)NB, the possible actions taken by the H(e)NB (e.g. eavesdropping, sending fake messages) may only have effect on members of the CSG of this H(e)NB, but not on any other subscriber of mobile networks. SA3 is aware that such protection can only be accomplished for H(e)NBs operating in closed access mode.

SA3 has agreed to new security requirements as shown in the attached document S3-11aaaa.
SA3's intention is that identity verification is performed on "all UE related messages" (e.g. RANAP, S1AP, NAS, …), however, it is SA3’s understanding that not all messages exchanged from H(e)NB to H(e)NB-GW contain a H(e)NB identity or information which may be mapped to this identity, e.g. a CSG id.  Firstly, SA3 would like to know if the term “all UE related messages” is sufficiently clear for RAN3 and CT1 to implement the changes in stage 3 specifications for those messages that can be identity-verified or if SA3 needs to address the specific messages by protocol type (e.g.  RANAP, S1AP, NAS, AS, etc). Secondly, SA3 would like to ask RAN3 and CT1 whether it is sufficient to implement the verification on RANAP and S1AP level, since NAS messages are transferred via the Iu (S1) interface in RANAP (S1AP) messages.
In addition SA3 would like to ask RAN3 and CT1, if they see the requirements as shown in the attached document S3-110aaaa as sufficient to achieve the above-mentioned overall protection objective. If RAN3 or CT1 sees e.g. other messages, which are not covered by the SA3 requirements, but may violate the overall protection objective, SA3 would like to be informed on these.

Furthermore SA3 kindly asks RAN3 and CT1 to respond to the actions listed below taking also into consideration that a H(e)NB may carry emergency calls (see the change in clause 9 of the attached S3-11aaaa).

For the benefit of CT1 group, the earlier LS exchange between SA3 and RAN3 is attached to this LS.
2. Actions:

To RAN3 group.

ACTION: 
SA3 kindly asks RAN3 to inform SA3 of the following:

1) SA3 would like to ask RAN3 regarding the applicability of this requirement whether identity verification is possible on “all UE related messages”.
2) SA3 would like to know if the term “all UE related messages” is sufficiently clear for those messages that can be identity-verified or if SA3 needs to address the specific messages by protocol type (e.g.  RANAP, S1AP, NAS, AS, etc)
3) SA3 would like to ask RAN3 whether it is sufficient to implement the verification on RANAP and S1AP level.
4) SA3 would like to know if RAN3 sees other messages which are not covered by the mentioned SA3 requirements, but which may allow a compromised H(e)NB to affect UEs not being member in the CSG related to this H(e)NB.
To CT1 group.

ACTION: 
SA3 kindly asks CT1 to inform SA3 of the following:

1) SA3 would like to ask CT1 whether the verification is also necessary in protocol levels in the remit of CT1 (e.g. NAS).
2) SA3 would like to know if CT1 sees other messages which are not covered by the mentioned SA3 requirements, but which may allow a compromised H(e)NB to affect UEs not being member in the CSG related to this H(e)NB.
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