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* * * End of Change 1 * * * *

* * * Start of Change 2 * * * *
9.2.1
MIPv4

9.2.1.1
General

MIPv4 FACoA and DSMIPv6 host based mobility protocols are supported over S2a and S2c interfaces respectively TS 23.402 [5]. 

The MIPv4 security is based on MIP Authentication extensions as defined in RFC 3344 [17]. The MIPv4 signalling messages shall be protected between the UE and the node acting as HA (i.e PDN GW) using MIP authentication extensions and optionally between the UE and the node acting as FA (non-3GPP access specific).  The MIPv4 signalling messages shall be protected  between the node acting as the HA and the node acting as FA using MIP authentication extensions. as required in RFC 3543.[31].
9.2.1.2
Bootstrapping of MIPv4 FACoA parameters

9.2.1.2.1
Registration Procedures
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Figure 9.2.1.2.1-1: MIPv4 bootstrapping 

The event that triggers Authentication and Authorization in step 1 between the Trusted Non-3GPP IP Access and the EAP Server, depends on the specific access technology cfr.TS 23.402 [5].

1)
The Non-3GPP access specific authentication procedure based on EAP-AKA' is performed as specified in clause 6.2. Depending on the type of non-3GPP access system, the PDN GW address (HA address) may be determined at this point. The details of this procedure and IPMM protocol selection procedure are specified in TS 23.402 [5]. If the network selects mobility management protocol as MIPv4 FACoA for the UE, then the UE and the EPC derive the keys required for MIPv4 bootstrapping. 

The key EMSK that result from the EAP-AKA' authentication procedure is used to derive MIPv4 bootstrapping keys. Section 9.2.1.2.2 shows the derivation of MIPv4 bootstrapping keys in the UE and in the 3GPP AAA server and the key distribution from the 3GPP AAA server to the mobility agents. The trusted non-3GPP network receives a set of mobility keys and other keys in the Access-Accept message as a result of successful authentication.

2)
The UE sends a Registration Request (RRQ) message to the FA as specified in TS 23.402 [5]. The UE includes the MN-HA Authentication Extension (AE) and optionally the MN-FA Authentication Extension (AE) as specified in RFC 3344 [17].

3)
The FA processes the message according to RFC 3344 [17] and validates the MN-FA Authentication extension if present. The FA then forwards the RRQ message to the PDN GW. The RRQ message shall be protected between the FA and the PDN GW according to TS 33.210 [6]. 

4)
The selected PDN GW obtains Authentication and Authorization information from the AAA/HSS. 

5)
The PDN GW validates the MN-HA authentication extension. After successful authentication extension validation, the PDN GW sends a Registration Reply (RRP) to the UE through the FA. The RRP message shall be protected between the PDN GW and the FA according to TS 33.210 [6].

6)
The FA processes the RRP according to RFC 3344 [17]. The FA then forwards the RRP message to the UE. The FA includes the MN-FA authentication extension, if the FA received MN-FA authentication extension in the RRQ message. 

7)
The UE validates the MN-HA authentication extension and MN-FA authentication extension, if present.
9.2.1.2.a
Detach Procedures
Trusted Non-3GPP Access Network initiated detach procedure with MIPv4 FACoA Mode is illustrated in Figure 9.2.1.2.2‑1 . The Trusted Non-3GPP Access Network can initiate this procedure due to administration reason or detecting the UE's leaving by, e.g. Link-layer event specific to the access technology (see RFC 3543 [31] for more information).  
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Figure 9.2.1.2.2‑1 MIPv4 Detach

1) Detection of event that trigger UE MIPv4  registration  revocation.. 

2) The FA sends a Registration Revocation (Home Address, Home Agent Address, Care-of Address,FA-HA) message (see RFC 3543 [31]) to the PDN GW. The FA includes the FA-HA Authentication Extension (AE) as specified in RFC 3343 [31]. The HA-RK required for the generation of the FA-HA AE is received in the Access-Accept when the  UE enters the network.   

3) The PDN GW receives the Registration Revocation and  informs the AAA Server/HSS of the PDN disconnection and requests the HA-RK if needed to create FA-HA AE.

4) The PDN GW sends a Registration Revocation Reply to the FA that includes the FA-HA Authentication Extension to the FA  (see RFC 3543 [31]).

5) The Trusted Non-3GPP Access Network executes a specific resource release procedure.

9.2.1.2.b
MIPv4 Key Derivation

The Mobile IP Root Key (MIP-RK) is generated at the 3GPP AAA Server and the UE. The MIP-RK is generated from the EMSK according to RFC 5295[19] using the following formula:


MIP-RK-1  =   HMAC-SHA256(EMSK , usage-data | 0x01)


MIP-RK-2  =   HMAC-SHA256(EMSK, MIP-RK-1 | usage data | 0x02)


MIP-RK = MIP-RK-1 | MIP-RK-2


where:


usage-data = key label + "\0" + length


key label = miprk@wimaxforum.org   in ASCII


length = 0x0200 the length in bits of the MIP-RK expressed as a 2 byte unsigned integer in network order
The length of the MIP-RK is 128 octets. The lifetime of MIP-RK is set to the lifetime of EMSK. The MIP-RK is stored in the 3GPP AAA Server. At the 3GPP AAA Server each user session is associated with a single MIP-RK. The MIP-RK is used to generate mobility keys. The MIPv4 keys are generated at the 3GPP AAA Server and at the UE. The keys generated at the 3GPP AAA Server are transported to the HA and the Authenticator in the trusted non-3GPP network by the use of the AAA protocol.

Security Parameter Indices (SPI) is generated from the MIP-RK as follows:

MIP-SPI = the 4 most significant bytes of HMAC-SHA256 (MIP-RK, "SPI CMIP PMIP "| APN))
SPI-CMIP4 = MIP-SPI, 

Values MIP-SPI+1, MIP-SPI+2, and MIP-SPI+3 are reserved. 

APN is used as an input parameter for deriving unique MIP-SPI, MN-HA key and MN-FA key per PDN connection. For default PDN connection, the UE does not provide an APN. In this case APN shall be omitted from the derivation of MIP-SPI, MN-HA key and MN-FA key.

The MIP-SPI and SPI-CMIP4 are derived at the UE and at the 3GPP AAA server.
The following procedure prevents collision between SPI values used for different Mobility keys, for example, mobility keys used by other access technologies, during the same Mobile IP session. The procedure SHALL be executed as follows:

a.
First, if the absolute value of the difference between the MIP-SPI and any currently active SPI is less than 4, the MIP-SPI value SHALL be incremented by FOUR until the current condition is satisfied. 

b.
Next, if the MIP-SPI value is less than THREE smaller than the maximum possible value of SPI (232 - 1), the MIP-SPI value SHALL be incremented by 259.

c.
Last, the process specified in Step 1 SHALL be applied again until the condition specified in Step 1 is satisfied.

The SPI value is used by the UE, HA, and 3GPP AAA server to identify the MN-HA key used to compute the MN-HA Authentication Extension in the RRQ message. In addition, MIP-SPI is distributed to the authenticator during Access Authentication, in AAA protocol attribute FA-RK-SPI, to identify the FA-RK key. FA-RK key and FA-RK-SPI will be used to further derive MN-FA key and MN-FA-SPI, to compute the MN-FA Authentication Extension in the RRQ message. When the lifetime of the MIP-RK expires the lifetime of the SPIs derived from it shall also expire.

The derivation of mobility key is given below:

MN-HA = HMAC-SHA1(MIP-RK," CMIP4 MN HA" | HA-IPv4 | MN-NAI | APN)
The lifetime of all MN-HA keys shall be set to the lifetime of the MIP-RK. During the initial attach or additional PDN connectivity, the UE may not know the HA IP address. In this case, the UE use ALL-ZERO-ONE-ADDR [21] in the RRQ message to request for dynamic HA assignment. Under this case, the UE shall derive the MN-HA key using the ALL-ZERO-ONE-ADDR as the HA-IPv4 address and use this key for deriving MN-HA Authentication Extension and send in the RRQ. Then the HA informs this to the 3GPP AAA server in the AAA protocol message. In response from the 3GPP AAA server, the HA will receive RRQ-MN-HA-KEY that is calculated based on ALL-ZERO-ONE-ADDR address and also MN-HA key that is calculated based on HA IP address. The HA shall use the RRQ-MN-HA-KEY for validation of MN-HA Authentication Extension in the received RRQ. The HA then use MN-HA key for deriving RRP MN-HA Authentication Extension and sends the HA IP address as part of the RRP message. The UE shall recalculate the MN-HA key using the HA IP address received in the RRP and use this key for MN-HA Authentication Extension validation for the RRP. If the MN-HA authentication extension is valid, the new MN-HA key shall be in effect.

The derivation of FA-RK and MN-FA mobility keys are given below:

FA-RK = HMAC-SHA1(MIP-RK, "FA-RK")

MN-FA = HMAC-SHA1(FA-RK, "MN FA" | FA-IP | MN-NAI | APN)

The FA-RK is generated by the 3GPP AAA Server and distributed to the Authenticator. It is used by the Authenticator to derive MN-FA keys as requested by the FA. The MN-FA key is derived based on the FA-IP address to separate keys between different FAs for the same authentication session. The lifetime of FA-RK and MN-FA shall be set to the lifetime of the MIP-RK. The SPI associated with the MN-FA (MN-FA-SPI) is set to the same value of FA-RK-SPI distributed during Access Authentication. 
During EAP-Re-authentication, the 3GPP AAA server and the UE generate new MIP-RK, SPI, MN-HA and FA-RK. The old MIP-RK and its derivatives (MN-HA, FA-RK, MN-FA) shall be deprecated after confirming that the newly generated mobility keys in the 3GPP AAA server and the UE are the same. Upon receipt of an MIP-RRQ from the UE, the HA shall determine whether re-authentication has occurred since the last MIP-RRQ by comparing the SPI contained in the MN-HA Authentication extension of the received MIP-RRQ to the locally stored value. If the two SPIs are different, the HA shall assume that re-authentication has occurred, and the new MN-HA key shall be retrieved from the 3GPP AAA server. After verifying the MIP-RRQ message with the new MN-HA key and creating the MIP-RRP Authentication Extension, the HA deprecate the old key. The UE shall deprecate the old key, once it successfully verifies the MIP-RRP using the new key.
The HA-RK and its context is generated by the 3GPP AAA server. The context includes its SPI and lifetime. A different 160-bit random HA-RK and its context including associated SPI  and lifetime is created for every HA on a per-FA basis.  The HA-RK is used by the HA and the authenticator collocated with the FA to derive the FA-HA key    The FA-HA key is used to compute the FA-HA AE that protects the revocation request during the  network  initiated detach procedures.  
An FA-HA key is generated by the HA, and by the authenticator for a specific FA-HA  pair.

FA-HA = HMAC-SHA1(HA-RK, ”FA-HA” | HA-IPv4 | FA-CoAv4 | SPI) 

The FA-HA is computed as a hash (HMAC-SHA1) of the following (in hex): 

-HA-RK, a random 160-bit number used as the key followed by the concatenation of the following: 

o the binary representation of the non null terminated string ―” FA-HA” 

o HA-IPv4 is a 32-bit binary representation of the IP address in network byte order 

o FA-CoAv4 is a 32-bit binary representation of the IP address in network byte order 

o SPI is a 32-bit unsigned integer in network byte order 

The SPI for any FA-HA key SHALL be set to the SPI of the HA-RK it is derived from.
9.2.1.2.c
Key Usage

	Key
	Generated by
	Used at

	MN-HA
	UE and 3GPP AAA server
	HA and UE

	FA-RK
	UE and 3GPP AAA server
	UE and Authenticator

	MN-FA
	UE and Authenticator
	FA and UE

	HA-RK
	3GPP AAA server
	HA and  Authenticator

	FA-HA
	HA and Authenticator 
	HA and FA


The keys that are used by the UE are generated by the UE and shall not be transported outside the UE. The keys generated by the 3GPP AAA Server are transported to the HA or the Authenticator using AAA protocols.

9.2.1.2.d
Key Distribution for MIPv4

In this section, key distribution for MIP4 is described. Two scenarios are possible, where in the first scenario Authenticator and FA are co-located and in the case of FA relocation, also the Authenticator changes based on EAP re-authentication. In the second scenario, no re-authentication takes place when the FA is relocated, so the anchor Authenticator is continued to be used, and provisions the new FA with the required mobility keys. However key handling between Authenticator and FA is out of scope of the present document.

The Authenticator receives FA_RK and HA_RK in the RADIUS/DIAMETER Access-Accept message as a result of successful authentication. The keys are stored at the authenticator. 

The 3GPP AAA Server distributes the MN-HA key and HA-RK, if requested, to the HA using RADIUS/DIAMETER Access-Accept
* * * End of Change 2 * * * *
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