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1. Overall Description:

SA1 has considered the questions raised by CT1 in the referenced LS and would like to provide the following answers (the initial questions from CT1 have been re-enclosed below for reference)
Question A from CT1 for reference: CT1 has discussed the scenario of "digital signature" and “timestamp" provided to the UE in CBS messages in TS 23.041 for ETWS UMTS when the UE is not provisioned with the digital signature algorithm. This is due to the fact that in ETWS UMTS up to and including the Rel-10, it is not specified which digital signature algorithms to use or how the needed signature generation and verification keys should be provisioned and managed.

The related UE requirements are ambiguous in TS 23.041, with regard to whether the emergency message that was received unprotected as above ("digital signature" and "timestamp" present but digital signature not provisioned to the UE) shall be displayed to the user or not (see alternative 2 and alternative 1, respectively, in C1-111955).

CT1 assumes that in the scenario above, displaying the warning message (alternative 2) is preferred. CT1 would like to ask SA3 and SA1 to confirm this assumption, as this may represent a trade-off between safety and security.
Answer from SA1 to question A:

SA1 can confirm that in the scenario from question A above, displaying the warning message is preferred.
Question B from CT1 for reference: In addition, CT1 thinks that the current phrasing in TS 23.041 related to the indication provided from the UE to the user, on whether or not the message has been authenticated (with digital signature), may be seen as restrictive. Therefore CT1 would like to ask SA1 and SA3 whether there is a UE requirement (optional or mandatory) to display/indicate the authentication status of the warning message.
Answer from SA1 to question B:
SA1 would like to highlight that TS 22.268 does not include any requirement with regards to an additional display/indication of security status, and thinks an indication of the authentication status is not considered useful.
Question C from CT1 for reference: In addition, CT1 has discussed the scenario of "digital signature" and "timestamp" present with digital signature security failure, and would like to ask SA1 and SA3 to confirm that in this scenario as well the warning message shall be displayed to the user (note that the current text in TS 23.041 indicates that it shall not be displayed).
Answer from SA1 to question C:
SA1 can confirm that in the scenario from question C above, displaying the warning message is preferred.
.
Question D from CT1 for reference: CT1 would like to ask SA1 and SA3 if they foresee any scenario where the warning message shall not be displayed.
Answer from SA1 to question D:

SA1 could not identify any scenario related to the digital signature and timestamp security where the warning message shall not be displayed. Note that this is also valid for the LTE case.
The above answers are based on the view that an attempt of use of “digital signature” or “timestamp” security in the Rel-8/Rel-9/Rel-10 would have a too big risk of a genuine message being discarded. Therefore none of those functionalities should lead to a message not being displayed. Note that for the Rel-11, SA3 have indicated that they would work towards a complete (possibly different) security solution for PWS.
Additional question from SA3 for reference: SA3 would also like to recommend that the manufacturer default configuration for pre-Rel-11 UEs should be to disable reception of ETWS, and that reception of ETWS should only be enabled on a per operator basis as required to satisfy local regulatory requirements. This is to avoid the possibility that malicious messages may be received by a large proportion of UEs in the field in regions where a warning message service (and corresponding user education) is not deployed. This recommendation would have to be checked by SA1.
Answer from SA1 to the additional question from SA3:
As from 22.268 the configuration for displaying or not the ETWS warning message is only a user configuration:

“It shall be possible for users to disable (e.g., opt-out) presentation of some or all of the Warning Notifications, subject to regulatory requirements and/or operator policy. The user shall be able to select PWS-UE enabling/disabling options via the User Interface to disable, or later enable, the PWS-UE behavior in response to some or all Warning Notifications.”
SA1 would not recommend to force a manufacturer default configuration for disabling the reception of ETWS warning messages. This is based on the view that a roamer, roaming from a country not using ETWS to a country using ETWS, should still have the benefits of receiving the life saving warning message.
In addition, attempting to have the user configuration modified by the network on a VPLMN basis may raise some mis-synchronisation issues if the status is not correctly updated (e.g. configuration not properly updated in the device, or roaming), with the risk of a life saving warning message not being displayed. Therefore this is not recommended either.
2. Actions:

To CT1 and SA2 groups:
SA1 would like CT1 and SA2 to take into consideration the answers to questions A, B, C and D, and the answer to the additional question from SA3 above.

3. Date of next TSG SA1 Meetings:

TSG SA1 Meeting #56 
14th – 18th November 2011
San Francisco
TSG SA1 Meeting #57
13th – 17th February 2012
Kyoto.
